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1. HASHAYEHUE OC

1.1. Ha3HaueHue

OC OH «Crtpeneu» npegHasHauyeHa ANS cOo3gaHWs aBTOMATU3MPOBAHHLIX CUCTEM B
3alyuLLieHHOM ucronHeHuun, obpabarbiBatolMx UHpopMaLUlo orpaHUYeHHoro goctyna, B TOM
Jyucre coAepxallyl CBedeHWs, COCTaBMAlIUEe TrocyJapCTBEHHYK TaWHy CO CTerneHbio
CEKPETHOCTU 40 «COBEPLUEHHO CEKPETHO» BKIMOUYUTENBHO.

OC @yHKUMOHUPYET Ha OTEYECTBEHHbIX annapaTHbiX nnargopmax U COBMEeCcTUMa co
cpeacTBamu 3aluTbl uHGopmayum (C3U), cyllecTByoWwWMM B BEOOMCTBEHHbIX opraHax OC.

OC MOXeT NpUMeHATbLCA C Uenbio 3amelleHna umnoptHeix OC, BxoasaLwmx B cocTtas AC,
ob6pabaTbiBalOLNX MHOPMALUIO OrpaHUYEHHOro AOCTYNa, a Takke € LUenbio o6beanHeHUs yxe
CYLLECTBYHOLLKUX pa3paboToK oTe4eCcTBEHHbIX NPOU3BOAUTENEN NporpaMMHoro obecneyeHus.

OC paspabotaHa Kak onepayuMoHHaa cuctema cemenctsa Debian  Linux,

dyHKUMOHMpYOLLasa Ha annapaTHoW nnatgopMe C NpPoLEeCcCOpHON apXUTEKTYPOil Xx86-64.
1.2. BoamoxHOCTH

OcHoBHble Bo3MOXHocTU OC:

— PYHKUMOHMpPOBaHWe Ha annapaTHoW nnatgopmMme ¢ NpoLEeCcCOPHON apXUTEKTYpon Xx86-
64;

— pabora B pexume liveCD;

— Hanuuue cpeacTs UHTerpayuu ¢ gomeHom Windows;

— Hanuuue 3aMmKHYTOI NporpaMMHoN cpeasbl;

— C3W, nossongawLmne obpabarbiBaTh MHPOpMALMIO OrpaHUYEeHHOro 4oCTyna;

— nopaepka HoselLwero nepudepunitHoro obopygosaHus;

— nopAepKa OCHOBHbIX CETEBbIX MPOTOKOSMOB;

— Hanuuue cpefcTs aBToMaTU3aLUuyM noscegHEBHOW AeATENbHOCTU (0pUCHBIE CpeacTsa,
paboTa Cc SMNEKTPOHHOW MOYTOM, MTMMNEPTEKCTOBbLIMUA OaHHbIMW, crnoBapu, paboTta ¢ rpadukon,

MynbTUMeana 1 1.4.).
1.3. CocTtaB OC

B coctaB OC BxogsT:
— cpeAcTBa yctaHoBku OC;
— 3arpysuuk;

— Habop aaep Linux n mogynei agpa ¢ MexaHu3Mamu 3aluTbl UHopMaLuu;
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— CUCTEMHbIE KOMMNOHEHTLI U BubnuoTeky;

— CUCTEMHbIE KOMMOHEeHThI U 6ubnuoteku C3U;

— CpeAcTBa ynpasreHnsa nporpaMMHbIMU NakeTamu;

— CUCTEMHbBI MEHEOXEP;

— CeTeBble CNYXObI;

— 3alluLeHHasn nogcucTema nevyartu;

— rpaduyeckas nogcuctema (rpapuyeckuin cepsep, CUCTEMA ynpasneHUs ceaHcamu
nonb3oBaTenein u rpauuecknii MeHegXep OKoH);

— CpeAcTBa opraHusauny JOMeHa;

— nporpaMMmHoe obecneuveHue (MO) paboThbl ¢ MynbTUMEONA;

— cpeacTBa paboTbl C OPUCHBIMU AOKYMEHTAMU;

— CpeacTBa BUpTyanusauuu;

— cucTeMa ynpasneHusa 6asamu gaHHbix (CYB[);

— cpeacTBa paboTbl C UHTEPHETOM (Bpay3epbl, NOYTOBbIE KITUEHTbI, MECCEHIXKEPHI);

— CpefcTBa pe3epBHOro KonnpoBaHUA M BOCCTaHOBITEHUA.
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2. YCIOBWA BbINONHEHUA

2.1. TexHn4yeckue cpeacrea

OC dyHKUMOHUPYET Ha OTEYECTBEHHbIX annapaTHbIX nnatgopmax U coemectuma ¢ C3U
OC, cyLlecTBYHOLUX B BEAOMCTBEHHbIX OpraHax.

Ba3oBbiMM TexHuMYeckumu cpeacTsamu AN pyHKkumoHuposaHus OC  aBnsTCA
TexHuyeckue cpeactea usgenua KNM8603 LLABM.461263.152.

2.2. lporpaMMHble cpeacTBa

CpegncTsa yctaHoBku OC:

— peanu3oBaHbl B Buae 3arpysodHoro DVD paucka, obecneuuBalollero 3arpysky B
pexume Live;

— obecneuynBaloT BO3MOXXHOCTb ycTaHOBKM OC Ha KOMMbKOTEPLI C apXUTEKTYpoil x86_64,
c obbemoM onepatuBHoi namATu 2 b n Gonee, obbemom >xecTkoro aucka (PKO) 16 b u
Bonee;

— nopAepXXuBaroT YyCTaHOBKY Kak B pexxume BIOS, Tak u B pexume UEFI,

— nogAepXXuBaroT YCTaHOBKY Ha AUCKU ¢ pa3bueHuem MBR n GPT;

— MO3BONAT NPOBOAUTL NEpBOHaYarbHble HacTPOWKM KOMMbloTepa, Heobxoaumbie And
MHCTannAuuu, pasduerue XX;

— MO3BONAT MNPOBOAUTL YCTAHOBKY AaTbl U BpeMeHU, KOH(UrypupoBaHUE CETEBbIX

UHTepdeincoB, co3aaHne Nnonb30BaTENbCKOro akkayHTa.

2.2.1. basoBble cpeactea OC

ba3sosbie cpeacTtea OC:

— obecneunBaroT 3arpysky OC B TeKCTOBOM WNKU rpadpuyeckoM pexume no BblOopy
nonb3oBarens;

— BKIKOYAKT cTaHAapTHble And LinuxX KOMMOHEHTbI rpaduyeckoro OKpYXKeHusl, Takue Kak
xorg, Ixqt, xfce, npegocraensawoLMe Nonb3oBaTento rpauyeckuii pabounii cTosn, cogepxatyue
haiinoBbll MeHemKep, 3MYNATOp TepMUHana, pefakTop TeKcTa, MaHenb 3afad, CpeacTBo
npocMmoTpa u3obpaxeHud, WHOUKATOpbl packnagku KnasuaTypbl, MOHUTOP CUCTEMHbIX
pecypcoB (namaTu, npoueccopa, K1, npoueccos), nporpaMmMmHbie cpeacTea ([1C) C OTKPbITHIM
UCXOOHbIM KOAOM Ans 3anucu, cosgaHusa u konuposaHusa CD/DVD guckos ¢ gaHHbiMU, CDDA,
paGoThbl c oGpa3amu JUCKOB;

— BKNOYaKT cpeactea uHterpauum ¢ gomeHom Windows (SMB/CIFS), cepBep cnyx0bl
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KaTanoroB U cpefcTBa AocTyna K cepsepy no npotokony LDAP;

— BKIMIOYAKOT CpeacTBa, OCYLIEeCTBNAILWMNE KOHTPOMNb U hunbTpaLuio ceTeBoro Tpaduka B
COOTBETCTBUM C 3aaHHbIMKU Npasunamu (iptables);

— obecneunBaloT GasoBbie ceTeBble cepBucbl — DNS, DHCP, SSH, FTP, NTP, NFS,
SNMP.

2.2.2. CpefcTtsa yCTaHOBKW U yaaneHus NpunoXxeHun

CpeacTsa yCTaHOBKU U yaaneHus npunoxeHuin obecneunsatoT:

— YCTaHOBKY W yaareHue nporpamMmm, NocTaBfsieMblX Ha YCTaHOBOYHOM AUCKE;

— 0BHOBMEHUe NporpaMm, NocTaBnAeMbIX Ha AUCKE C OOHOBNEHUSAMM,;

— YCTaHOBKY U yaarneHue AONOoMHUTENbHbIX NporpaMm u3 oH-naniH penosutopues Debian
stretch.

2.2.3. CpegcTtBa paspaboTku

Cpenctea paspaboTtku BKnovawT B ceba komnnekc NC, HeobxoauMbiX AN cO3QaHuUA
npuknagHoro u cuctemHoro NO:

— KOMMUNATOPbI U WHTepnpeTaTopbl AN Haubornee nonynsapHbiX A3blkoB (C++, Java,
PHP, Python);

— UHTerpupoBaHHble cpeabl pa3paboTtku (Qt Creator), otnaguuku (gdb);

— cpeacTBa cbopku deb naketos (debhelper).

2.2.4.C3U

C3W OC cootBeTCcTBYHOT TpeboBaHUAM JOKYMEHTOB:

— «TpeboBaHuMa  GesonacHoCTM  WMHGOpMaLUM K  OMepauuoHHbIM  CUCTEMaM»
(®CTIK Poccuu, 2016);

— «lpochunb 3aluTbl OnNepauuoHHbIX CUCTEM Tuna «A» BTOPOro Krnacca 3aluTtbi»
NT.OC.A2.M3 (PCT3K Poccuum, 2017).

C3WN OC peanusyloT cnegyroLwme yHKLUU 6e30nacHOCTU:

— uaeHTUduKauusa u ayTeHTudukayms;

— ynpaeneHue JOCTYNoM;

— perucTtpauns cobbiTuin 6e3onacHOCTH;

— OrpaHu4yeHue nporpammHoNn cpeab;

— U30MALMA NpoLeccos;

— 3alwuTa namaTu,

— KOHTPO-b LENOCTHOCTH;

— obecneyeHne HageXHOro yHKLUOHUPOBAHUS;

¢huneTpaLus ceTeBoro NnoToka;
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— MapKupoBaHUe JOKYMEHTOB.

[lononHUTeNnbHO OCYLECTBNAETCA COBMECTUMOCTb dopMarta nepefaynm MaHAaTHbIX
atpubyToB B none onuuin IP-nakeTtoB fnpu CEeTeBOM B3auUMOAENCTBUMU MO MPOTOKONaM cTeka
TCP/IPvd ¢ OC MCBC3.0, OC MCBC50 u Astra Linux Special Edition
(cootBetcTBue [OCT P 58256-2018).

[MonHbIn Habop PYHKLUMIA BGe3onacHocTH npeacTasneH B AOKyMeHTe
®IIMP.90001-01 97 01 «OC OH «CTtpeneu». 3agaHue no 6esonacHoCcTU».

2.2.5. MO pabotbl ¢ MynsTUMEOua

MO paboTbl MynbTUMEOMNA BKITHOYAET:

— cpeacTBa BocnpousBeaeHUsA Buaeodannos B Hanbonee nonynapHbix oopMaTtax, Takux
kak MPEG-4, AVC, H.265/HEVC u 1.4. (SMPlayer);

— CpeAcTBa co3daHua U BocnpousBeaeHua ayanodainos B popmatax FLAC, mp3, WAV
U T. n. (Audacious Media Player).

2.2.6. Cpegctea paboTbl ¢ OPUCHBIMU AOKYMEHTaMu

Cpeactsa paboTbl C OUCHBIMA OOKYMEHTaMW peanu3oBaHbl Ha OCHOBE O(UCHOro
naketa (LibreOffice) ¢ OTKpbITbIM UCXOAHBLIM KOAOM, CoAepKaLlero cnegyoune KOMNOHEHTbI:

— TeKCcToBbI pegakTop (Writer);

— TabnuyHbli npoueccop (Calc);

— NporpaMMy And NoAroToBKU U MpocMoTpa npeseHTauuii (Impress);

— BEKTOpHbIN rpaduyeckuin peaaktop (Draw);

— cuUcTeMy ynpaeneHusa 6asamu gaHHbix (Base);

— pegakTtop dopmyn (Math).

OCHOBHbIM noaaepXxuBaeMbiM dopMaToM hainnos ABMAETCA OTKPbIThIA MeXAyHapoaHbIN
dopmat OpenDocument (ODF) c nogaepxkoit dpopmatos Office Open XML, DOC, XLS, PPT,
CDR.

Cpenctea paboTbl € ycTpoicTBamu CKaHupoBaHWA Wu3obpakeHud obecneynsaloT
noaaepXxKy pexuma MakeTHOro CKaHUMpoBaHUA W rpaduyeckuin uHTepdenc nonb3osaTens
(SANE, XSane).

INMC ana pabortbl C pacTpoBOW WU BEKTOpPHOW rpadpukoin peanusoBaHbl Ha ocHose [10 ¢
OTKpbITbIM UCXoAHbIM Kogom (GIMP).

2.2.7. 1C sBupTyanusayum 1 ynpasneHus

MNC BupTyanusauuu u ynpasneHus peanusosaHbl Ha ocHoBe MO ¢ OTKPbITbIM UCXOAHBIM
kogom (libvirt, gemu/kvm, virt-manager) u obecneuynBaloT YHKLMOHAnN, Heobxooumbln Ans
cO3[jaHnsa U ynpasneHns BUPTyarbHOWN Cpedon.
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2.2.8. Cuctema ynpasneHus 6asaMmu gaHHbIX
CYB[ BkntovaeT B ceba cnegyroLue KOMNOHEHTHI:
— obbekTHO-pensaumnoHHyo CYB[] PostgreSQL,;
— Bubnuotekn nogaepxkn goctyna Kk CYB[] PostgreSQL ansa cpeacts paspabortku (Qt5,

php, python);

— rpadpuyeckyio yTunuty ansa pabotsl ¢ b1 — pgAdmin.

bonee nogpobHo HacTpoitka CYB/] npuBegeHa B 3.14.

2.2.9. Cpegctea paboTbl C UHTEPHETOM

CpeacTsa paboTbl C MHTEPHETOM COAEPKAT:

— Beb-cepBep, obecneynBaroLni nogaepxky paboTsl Beb-npoTokonos (Apache);
— NpoKcKu-cepeep (nginx), obecneuynBaroLLnii KILUMPOBAHUE N CXXaTUe AaHHbIX;

— no4ToBbIN cepBep (Exim), noutoBbiK KnueHT (Mozilla Thunderbird);

— Beb-6bpay3epbl Mozilla Firefox u Chromium.

2.2.10. CpegcTtea, obecneunsatoLlne BbiBog MHPOPMaLIUK Ha nevyaTb

CpeacTsa, obecneuynsarollne BbIBOA MHOpMaLUU Ha neyaTb, peann3oBaHbl Ha OCHOBE
MO ¢ OTKPbITbIM UCXOAHBIM KOAOM U NOAAEPXKMUBAIOT CETEBYIO NMeYaTh U yrnpasreHne 3agaHuaMm
neyatn (CUPS).

3alluLLeHHbIA cepBep nevyatu U cpeacTsa MapKMpoBKU obecrnednBaoT B COOTBETCTBUK C
TpebGoBaHuaMu P

— MaHOaTHoe pasrpaHuyeHue gocTyna rnpu BbiBoge AOKYMEHTOB Ha nevars;

— ynpasneHue MaHaaTHbIMU aTpubyTamu YCTPOUCTB Mevyaru;

— ngeHtTuuKaunilo U ayTeHTUUKaLuMio nonb3oBateneir npu  MonbiTkax BblBoAaA
[OKYMEHTOB Ha ne4varb U ynpasneHus arpubytaMmu yCTPOMCTB nevaru;

— aBTOMaTUYECKY0 MapKUPOBKY JOKYMEHTOB NpW BbIBOAE Ha nevarsb;

— ynpasfeHue napameTpamu asToMaTUYeCKon MapKUPOBKU JOKYMEHTOB MpU BbIBOAE Ha
neyars;

— peructpauuto cobbiTuit 6esonacHOCTU NpU BbIBOAE AOKYMEHTOB Ha Nnevarthb.

2.2.11. CpeqncTBa pe3epBHOIo KonupoBaHUsa U BOCCTAHOBMEHUA AaHHbIX

Cpeactea pe3epBHOro KOMUPOBaHUA W BOCCTAHOBMEHUA [JaHHbIX obecneynsatoT
BO3MOXHOCTb CO3[JaHUA U XpaHEHUSA pe3epPBHbIX KOMUNA (B T. Y., CETEBLIX).

K Takum cpegtcBaMm OTHOCATCA:

— yTUNUTa yAaneHHoro KOMMpOBaHUA (Pe3epBHOTO KOMUPOBaHUS) UMW CUHXPOHU3ALMK
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¢hainnos 1 KaTanoros rsync;
— yTUNUTa apxmBmpoBaHusa ainnos 1 KaTanoros tar;

— CUCTeMa LieHTpanu3oBaHHOMO pe3epBUpPOBaHUS MH(OPMaLMOHHBIX pecypcoB Bacula.

2.2.12. CnpaBo4yHOE pyKOBOACTBO

B coctas OC BXOOAT cpedcTsa MOMyyeHUs WHGoOpMauun O OOCTYMHbIX KOMaHAax.
KomaHoa man (oT aHrm. manual — pyKoBOACTBO) npegHa3HaueHa OnA ¢popmaTtupoBaHUa U
BblBO4A CMNpaBOYHbIX CTpaHul. Kaxgas cTpaHuua cnpaBKu SABMSETCA CaMOCTOATENbHbIM
AOKYMEHTOM U NULLETCA pa3paboTyMKamMu COOTBETCTBYHOLLENo NporpaMMHOro obecnedyeHus.

KomaHga man BbINOMHAETCA Kak oOblMHAA KomaHaa Linux B KOHCOMbHOM pexume,
HanpuMep B OKHe TepMuUHana (NyHKT MeHi «CucteMHble/Qterminal»).

YToObl Mony4yuTb CrpaBo4YHOE PYKOBOACTBO MO KakoW-nvbo KomaHge (unu nporpaMmme,
npegycMmaTpuBaroLLeil BO3MOXHOCTb 3anycka U3 TepMuHana), Heobxoanumo BBECTU KOMaHAy:

man <command name>

rae <command_name> — Ha3BaHue KoMaHabl.

Hanpumep, 4to6bl NOCMOTPETL CNpaBKy Mo KoMaHae IS, HY)XXHO BBECTU:

man 1s

Ona HaBurauuM B CNpaBOYHOW CUCTEME mMan MOXHO WCMONb30oBaTb KnaBuLWK CO
cTpenkamu Ons noctpovHoro nepexoga U «Page Up», «Page Down» Ans nocTpaHW4HOro
nepexofia BBEPX U BHU3 COOTBETCTBEHHO.

Mpu npocmoTpe GonblunX cTpaHuL yaobHO Monb3oBaTbCA NMOUCKOM, ANA 3TOro crnegyer
HaxaTb </> (Cnaw WU CTpoKa noucka oTtobpasatca B HWKHEW 4yacTu 3KpaHa), 3ateMm Habpatb
CTPOKY noucka u Haxatb <Enter>. [Ing nepexoga K cnegyolieMy noacBe4eHHOMY COBNageHuto
HYXHO Haxartb <n> (Next — cneagywowui). [na nokasa npegbigyllero coBnageHUA Haxartb
<shift+N> (3arnaBHyt0, TO eCTb «N»).

Ana nonyyeHua KpaTKoW CMpaBKUM MO KOMaHgaM U ropsYyuM Krasullam crpasBoyvyHOM
CUCTEMbI crneayeT HaxaTb <H> (Help — nomolub).

[nA Bbixoga n3 crnpaBovHON cUCTeMbl HaxaTb <Q> (Quit — BbIxoa).

Ona nonyyeHWa AeTanbHOW WHCTPYKUMM MO WCMONb30BaHUK CrpaBOYHOW CUCTEMBI
crnegyeT Ucnornb3oBaTb KOMaHay:

man man

CnpaBouHble CTpaHulbl MogeneHbl Ha [AeBATb pasgenoB. Kaxabii U3 pasgenos
COOTBETCTBYET TOM UMW UHOIK TEMAaTUKE B pamKax ycTtaHoBneHHon OC:

1 — ucnonHAemble nporpaMmmbl U KomaHabl o6onoyku (shell);
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2 — CUCTEMHbIE BbI30BLI A4pa (PyHKUUK, NpegocTaBngeMblie SAPOM);

3 — bubnuorteyHble BbI30BbI (cpyHKLMN, npegocTaBnsaemMbie nporpaMmMHbIMU
Bubnuotekamu;

4 — cneymaneHble dainbl (Haxogsawmuecs oOblYHO B KaTanore /dev);

5 — dpopmaTthl dhannos U cornawleHus, Hanpumep o /etc/passwd;

6 — urphl;

7 — pa3Hoe (BKIoYaeT nakeTbl MakpoCcoB U cornatleHus), Hanpumep man(7), groff(7);

8 — KOoMaHObl aAMUHUCTPUPOBaAHUA  CUCTEMbl  (OObIYHO  3amyckalTCcAd  TOMbKO
cynepnonb3oBaTenem);

9 — npoueaypsl aapa (HectTaHOQapTHLIN pasaen).

Homep pasgena B KomMaHAe man ykasblBaeTcA BTOpPbIM apryMeHTOM, nepej Ha3BaHUeM
cnpaBoyHOW CcTpaHuubl. Ecnu Homep pasgena onyljeH, TO MOWUCK CMpaBOYHOW CTpaHuULb
BefeTcs Mo BCeM pasgenam no nopsagky:

man passwd #paspmen 1

man 1 passwd #paspen 1

man 5 passwd #paspmen 5
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3. YCTAHOBKA 1 HACTPOMKA

3.1. O6wue nonoxeHmsa

YctaHoBka OC ocyulectensaetca ¢ komnakT-gucka OC OH «Ctpeneu» ®JTIMP.90001-01,
KoTopbli o6ecneymBaeT 3arpy3ky B pexume «Live».

MNocne 3arpy3kM rmonb3oBaTeflb UMEET BO3MOXHOCTb 3anyckaTtb MPUIOXKEHUS,
yCTaHOBMEHHbIE Ha AUCKE, OCYLLEeCTBNATL MOArOTOBUTENbLHbIE AeNCTBUA nepeq yctaHoBkoin OC
Ha JX[. Hanpumep, npoTtecTupoBaTb paborocnocobHocTb YycTpoicTts [19BM, ymanuTtb
cywecTsylowue pasgensl XK n npoyee. A TaKke 3anycTuTb npouecc yctaHoBkn OC Ha X[
KoMMbioTEpPA.

YcTtaHoBwmk OC obecneunsaert:

—ycTtaHoBKky OC Ha KOMMbIOTEPbLI C apxuUTekTypoi x86_64, ¢ obbemoM onepatuBHOW
namsTu He meHee 2 I'b, o6bemom XK]] He meHee 16 I'b;

— yctaHoBKy OC kak B pexume BIOS, Tak u B pexume UEFI;

— yctaHoBky OC Ha XX[] ¢ pasbueHunem MBR u GPT;

— MpoBedeHne MepBOHayanbHbIX HACTPOEK  KOMMblOTepa, HeobxoAuMbIX — And
MHCTannAuuuy;

— pasbueHue X[ Ha pa3gensl;

— YCTAaHOBKY [aTbl U BPEMEHMU;

— KOHUrypupoBaHue CeTeBbIX UHTEPENCOB;

— CO3[laHue YYETHOI 3anucu nonb3oBaTens.
3.2. OnucaHue npolecca ycTaHOBKU

ans 3arnycka npouecca yCTaHOBKU criegyet BCTaBUTb KOMNaKT-gUCK
OC OH «Crtpeneu» ®JIMP.90001-01 B yCTPOMUCTBO YTEHUA KOMMAKT OUCKOB W 3arpysMtbCsa C
Hero B pexume «Liver.

[danee cnegyeT 3anycTUTb YCTAHOBLUUK CUCTEMbI, BblOpaB HaXaTUMeM IeBOMN KHOMKU

«Mblwmn» (JIKM) nyHKT rmaBHoro MeHio «CuctemHblie — YctaHosluk OC Ctpenen» (puc. 1).
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Htop
Midnight Commander

QTerminal

QTerminal drop down

UxTerm

XTerm

OwcneTHep sagady

KntoHessle HOCUTenKn U cepTUGMKaTS
MNognuce W windposatne dainos

MogcyeT KC

0134 01

YcTaHoBW KK OC CTpeney,

i Ayowo weugeo
4 Tpadvka
@ VuTepHeT (i
« ObpasosaTensHeie D:;
= Odic DIB
. TporpavmupoBaHne Ium
0 Creremwe 8
€@ CrneynansHble BOIMOMHOCTH );‘
CTaHOapTHule lf-
B MapameTpsl II =
& Buiati b
[F1 ZabnowwpoBate akpaH :
Hawti
- E

Puc. 1

[Mocne 3aToro Ha akpaHe NoABUTCA OKHO NMporpaMmbl (puc. 2).
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TTpoTpania ycranoekin 00 Crpene’ ooo
e rrns Ilobpo noxanoBars B nporpaMmMmy yctaHoBku OCOH
«CTpeneun,» .

MecTononoxeHue
3Ta nporpavma 334acT 8aM HECKOJILKD BONPOCOE W NOMOMET yeTaHoBWTe OC "CTpensal" Ha saw
KOMOLHKTED.

Pazpens!

CeTb

— —
Bribop nakeToB

— )
MonbzoBaTenn

e f—

OMNEPALUMOHHAA CUCTEMA OBLUEIO HAZBHAMEHKWS

NTor

YcTtaHoBuThL D0 nporpamme yCTaHOBKW

3aBep|_u UTE ¥ A cornaced ¢ yoloBUAMK JIMLEH3NDHHOM 0 CorlalleHnA JIMLEHINOHHOE corfialledne

O AHOOKOHHER pexum | = Ldanee OTMeHa

Puc. 2
[nsa npogomkeHusi yCcTaHOBKM HEOOXOoAMMO COrnacuTbCsl C YCrOoBUAMU NULEH3UOHHOIO
cornatueHus.
[anee crnegyet BbiOpaTh PeXUM YCTAHOBKA — OQHOOKOHHbIV UMW MoLIAaroBbIi.
BHMMAHWE! B ogHOOKOHHOM pexuMe Bce napameTpbl, Tpebyembie OC ana ee
yCTaHOBKW, Nonb3oBaTeNb BBOAUT B O4HOM OKHe. B noluaroBom pexume nofb3oBaTenb BBOAUT

nameTpbl yCTaHOBKU B Habope 0KOH, nocrieaoBaTenbHO NOABNAKLWMUXCA APYr 38 APYroMm.

3.2.1. YctaHoBka OC B OAHOOKOHHOM peXume
[na Bbibopa OOHOOKOHHOTO pexuma YcTaHoBKM criegyeT Haxate JIKM  kHonky
[OaHOOKOHHbLIN pexuMm] (puc. 3).
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TpOTpaNIa yETanoBRi OC *Crpenen’” ==

Ilobpo noxanoBarb B nporpaMmMy yctaHoBku OCOH
«CTpeneun,» .

3Ta nporpavma 334acT 8aM HECKOJILKD BONPOCOE W NOMOMET yeTaHoBWTe OC "CTpensal" Ha saw
KOMOLHKTED.

MpuBeTcTBNE

MecTononoxeHue

Pazpens!

CeTb

— —
Bribop nakeToB

— )
MonbzoBaTenn

_— f—

Nror OMNEPALUMUOHHAA CUCTEMA OBILEIO HA3BHAYEH A
YcTtaHoBuThL D0 nporpamme yCTaHOBKW
3aBepLu UTh v A corfaceH ¢ yonoBUAMA JIMLEHIMDHHOM 0 CorlalleHA MWL EH3WOHHOE corNalledne
_C,D,HOUKOHHHH pemwM_' - Ldanee OIMGH_a
Puc. 3

[Mocne 3aToro Ha 3akpaHe NoABUTCA OKHO NMporpaMmbl (puc. 4).
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YCTaHaBNWBaEMbIE NMaKEeTH!
Parwvon: |Doccuﬁcnan Penepauma - | [
s OrmcaHue
SoHa: |Mockaa (MCK+00 Mockosckanr obnacTs) - | i » V| Ba30BbIe UHCTPYMEHTE OCHOBHBIE ...
| » | CepBep MakeTwl ce...
b ¥ WHTepHeT MawkeTwl pa...
B OdpucHble c...
3arpysqnk: | FnasHas sarpy3oqHas 3anucs ATA ST3160811AS (/dev/sda) ~ ! |O| MakeTwl an...
. - == MakeTbl A4n...
V| ¥eTaHoBnTE naposk GRUB |BBe,-J,u|T=_- naponks | |BEr:',.':l,|r1TE NoOTEERM, | MHCprMEH...
| © ATA ST3160811AS - 149,05 I'6 (/dev/sda) - | MER » @ Mevats ViHeTpyMeH...
E_MMH Dalnoean chcTeMma ToYka MOHTWpOBaHWA  Pasmep |
' OocTynHoe mecTo HEW3B2CTHLR 29376
B /devysda3 extd 26,3716
| B /devysdaz exta 19,53 15
|1 Jdevjsdal extd 100,2276 |

|Homas Tabnuiia pasnenos

Kakoe MmA Bel X0TWTe MCNONL30BaTe 4R BXxogar?

RTLB111/8158/8411 PCl Express Gigabit Ethernet Controller |BeegwnTe mA nonk3osaTens |

CeTeskle HACTPOAKK: |aBTOMaTMHECKWA - | Kakoe nmA y KoMibioTepa?

|BEEAUTE caTEBOR MMS |

Maponk: |EBE,D,L1TE rnapesis |

MogTeepw oeHne: |EBeguTe NnogTEEpHOE.. |

|CoxpaHMThcueHapuﬁ||3arpy3MThCL.LEHame|i HORKES |ngeHa |

Puc. 4

[aHHoe OKHO noruvyeckn pasgeneHo Ha 5 obnacteit BBoOAa MNapameTpoB YCTAHOBKU

(puc. 5).
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n f eranomm O Cipenea’
WETAHAENMEESMEIE NaKeTl
FernpH: | Poccuiickan @egepaumns -
e —— — Vinas OnucaHue
Fowa: | Mockss [(MOK+00 Mockosckan ohnacTs) x » ¥ Ba3oBHe WHCTPYMEHTH OCHOBHHE .,
L3 Cepaep MaweThi e,
b ¥ WHTepHeT MNaxeTw pa
¥ ¥ Odc QpucHbie €.
3arpyIunK: FnasHaR 3arpyaosHas 3annce ATA STI1E0811AS (idevisda) » || » 4 MyneTuMegua MNakeTwr G0.. L s
¥ YT T Nk GRUB  |Bi o . Wan wre ronTam » ¥ Tpaguka MNakeTh 0.
FERDAVTS LA, s Micniln » B [omen AD HCTDYMEH. |,
i ATA ST31S0811AS - 149,05 16 [idevisda) - | @ mER b E Mesath VIHCTDYMEH. .,
| MR DafinnSan cHCTEME  ToMKE MOHTMPORAHIS  Pasuep
—_— _ 5 =
2 Aoctynuos mecTo HE NIBECTH 29316
Idevfsda3 et 26,37 TH
idevisdaZ axtd 18,53 1%
idevisidal At 100,22 M6

Hosan Tabmiya paagenca

Kakea wvA Bul x0THTE MENENE30BATE ANE SXo0aT

ATLE111/A168/8411 FCI Express Gigabit Ethemet Contraller BeEegWTe MMA Nons308aTang
CHTRENE HRCTPGAKA | GETOMaTHYECKMA = Karoe umA ¥ komnsioTepa?
—
] — BE24pTe CETEEGE UME *
Napenk: |EEEAN Napodi=

Tog TEEp# OeRWe; |BE S0 T 00 THEE W 10,

CoxpaHnTh CUEHaPWA | | SarpyanTe CUaHapHR DTmeHs

Puc. 5
Onucaxue obnacTten BBo4a napaMeTpoB YCTaHOBKMK:
1) obnacTb BBOAA NapaMeTpoB MECTOMOMNOXEHUSA, BPEMEHM U AaThI;
2) obnacTb BBOAA NapaMeTpoB 3arpy3ku U pasMeTkn QuckKa;
3) obnacTb BBOAa NapaMeTpOB CETU;
4) obnacTb BBOAA NapaMeTpoB ycTaHaBnMBaeMbix nakeTos [10;
5) obnacTb BBOAa NapaMeTpoB MAEHTUUKALUKN U ayTeHTUUKaL1 nonb3oBarTend.
BHMMAHWE! B cnyyae, ecnu napameTpbl YCTAHOBKU BBEAEHbI MOMHOCTHIO U KOPPEKTHO,
obnacTb BBOAa MOACBEUYMBAETCA paMKoOW 3ereHoro LBeTa. B npoTuBHOM criyyae — obnactb

BBOZa MNOACBEYNBAETCA paMKOi KpacHOro LBeTa.

MMocrne ycnewHoro 3anofHeHUsi BCeX NapaMeTpoB CTAHOBUTCHA [OCTYMHa KHoOMKa
[YcTaHoBKa] (puc. 6).
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YoTaHaBAWBEaEMble MaKeTh.

PervoH: | Poccwiickas ®egepauns - | : -
— - = - rag OnuncaHue
SoHa: | Mockea (MCK+00 Mockosckan obnacTe) ol ' EaSO-Bb-I_e_IﬁHc.‘l'.p\_..;l\;TéH_Tt;lm OCHOBHBIE ..
4 Cepsep NakeTol ce.
b ¥ MiHTepHeT MakeTwl pa...
= » v Odonc OducHsle c...
3arpysqnK: | FnasHas sarpysoqHan sanuce ATA ST3160811AS (/devisda) « | [ O | » [V MyreTuMenua MakeTsl on...
- = A b ¥ Tpadguka MakeTsl 4.,
¥ YcTaHoBUTE Napois GRUE 00000000 | 99000000 | & » & Oomen AD VHeTpyMeH. ..
il ATA ST3160811AS - 149,05 6 (/dey/sda) -| @ wmer » @ Mevate WHeTpymeH. .
s @alinoesA cucTema To4ka MOHTUpOBaHUA  Pa3sMmep
[ .,D_,UCT}’I'IHOE MeCcTO HEWSEECTHbIIﬁ - 2,§5 |-—6
Ifde\.rjsda3 extd f 26,37 Th
Hosnii pasgen swap 19,5316
Jdevisdal extd fhome 100,22 Th

|Hoeas Tabnuua pasgencs|

Kakoe MMA Bel X0TWTe MCNONBE20BaTE 408 BXo4a’?

ATL8111/8168/8411 PCl Express Gigabit Ethernet Controller I"‘d_”"i"1 1
CeTeBblz HACTPOMKK, |aBTOMaTUHECKWA - | Kakoe uma y KoMeoTepa?
|strelets.net B <
Maposs; [ ooeeeeee JiV

MogTeEEpMOeHNE: |........| |

m = SRS | i |
| CoxpanmnTs cueHapiil| | 3arpyauTe cueHapui YcTaHoBka || | OTMmeHa |

Puc. 6
[anee cnegyet Haxatb JIKM kHonky [YcTaHoBKa].

[Mocne 3Toro Ha akpaHe NoABUTCA OKHO NMporpamMmbl (puc. 7).

I\c:) Mporpamma ycTaHoBkK OC "CTpeneld" roToBa BHECTWN W3MeHeHUA
L]

Ha Baw auck, 4T1obel yeTaHoBUTe OC "Ctpeneuy" 1.0,
OTMEeHUTb 3TH U3MeHeHua byner HEBO3IMOXHO.

||-|pHCTy'I'IHTb K ZCTaHOBKel | Hasapg

Puc. 7
B naHHom okHe cnegyeT Haxatb JIKM kHonky [[TpucTynuTb K yCTaHOBKE].
[Mocne aToro HauyMHaeTca npouecc 3anucu dainnos OC Ha KeCTKU OUCK KOMMbIoTepa.
JaHHbln npouecc MNpoUCXoQUT B aBTOMaTUYECKOM pexume U He TpebyeT AanbHeiLwero

BMeLLaTenbCTBA.

Mocne 3aBepLUEHUA NpoLecca YCTAHOBKU Ha 3KpaHe MosIBUTCA OKHO NporpaMmMbl (puc. 8).
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po i BrW OC | Crpenel’ M

IToTOBO.

Cuctema OCOH «CTpeney» ycTaHoBAeHa Ha Baw KoMnsoTep.
BhlMoMETe Nepe3arpy3nTh KOMALKTEp U UCNoNk308aTh Bally HoBY cucTaMy unm npofonwuTe pafoTy B Live okpyseHun OC "CTpenealy”.

MepesarpyanTe

SEKpPbITh

Puc. 8
B paHHom okHe cnegyeT JIKM ycTtaHoBUTE donaxok «[lepesarpy3uTtb», Mocne 4ero
HaxaTtb JIKM kHonKy [3aKpbiTb).
MNocne nepesarpysku KOMMbiOTEpa crnegyer W3BMedb OUCK U3 YCTPOMCTBA UTEHUA

KOMMaKT-AUCKOB.

3.2.2. YctaHoBka OC B noLiaroBom pexxume
[na Bbibopa nowaroBoro pexuma ycTaHoBKW cneayetr Haxatb JIKM kHonky [[danee]

(puc. 9).
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ApDTpanma yeTanHomr 00"

[Jobpo noxanosaTb B nporpamMmy yctaHosku OCOH
«Ctpeneun>» .

MpuBetrcTBUE

MecTononoxeHue
3TanporpaMma 334acT BEaM HECKOEKO BOMPOCCE W NOMOMET YcTaHoBuTe OC "CTpensu” Ha Baw

KOMOLHTeR.
Pazpensi

CeTh

= [=——1
Bbibop nakeTos

= j—
Monb3oBaTenwu

= =——"|

Wror OMNEPALUMOHHAA CUCTEMA OBLLETO HASHAYEHWUA

YcTaHoBUTH (0 nparpamme ycTaHoElKM\

V| §l cornaceH ¢ YCnoBUAMA NWLEH3IWOHHOT © COrNalleHus \ T eH3noHHoe cornauedne
| O aHOOKOHHEIR pexum DOanee | OxmeHa

SasepllnTh

Puc. 9

[Mocne 3Toro Ha akpaHe NoABUTCA OKHO nporpamMmsbl (puc. 10).

Tiporpauns yeranoesn OC 'Crpenan’ eI

MpueetcTBUE
MecTononoxeHune
Pazpensi

Cetb

Bribop nakeToB

MNonb3oBaTenn

MTDF PeruoH: | Poccuiickan Gefepayns - 3oHa; | Mockea (MCK+00 Mockosckas obnacTs) b

YcTaHoBUTL
CucTemHsM A3sbkom BygeT yeTaHosneH Russian (Russia), {MBNEHUTS...
BGBepLIJHTb PeruoHansHeIM QopMaToM Yiucen u 4aT bygeT ycTaHoenew Russian (Russia), | A3NEHUTB .. |
Hazapg Hanee OTMeHa
Puc. 10

B naHHOM OKHe crefyeT BBECTU NMapameTpbl MECTOMONOXEHUA, BpEMEHW U AaThl, 3aTeM

HaxaTb JIKM kHonky [[anee].
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Mocne 3aToro Ha 3KpaHe NoABUTCA OKHO nNporpaMmebl (puc. 11).
i [m[uis]

{*} 2105 BuibpaTk ycTpoicTED XxpaHekun: | & ATA ST3160811AS - 149,05 6 (/devjsda) ~| (@ meR

Mporpa

; @_ YCTaHOBUTE PAAOM
: MporpamMma YCTaHOBKW YMEHELWIWT pa3gen, 4Tobul oceobognTe mecTo gna OC "Ctpeney’ 1.0,

@_ 3aMeHUTs pasgen
2 MexaeT pasgen Ha OC "Ctpensy" 1.0,

MpueeTcTBMNE

MecTononoxe+Hune

Pazpensi

Py4Hada pasMerKka

CrepeTb ANCK
. 3T0yOanaAT Bce OaHHLIE, KOTOPLIE CEAYaC HaXOAATCA Ha BeibpaHHoOM Yo TpeRCTBE,
@ Bbl MoMETe CAaMOCTORTE/EHO CO30aBaTk pasfesisl WM MSMEHATE WX pasMepkl.

CeTb

Bribop nakeTos

lMonezoBaTenm
WUTor -
¥ ¥oTaHoemTe naponk GRUB |EeegnTe naponke |BeegnTe NoaTeEepM OEHKE
YcraHoBU TS )
3aBepLu UTh @ DocrynHoe mecto [ sda3 B ©s Strelets 0.7 (0.7) [0 sdal
Hasap . OTmeHa
Puc. 11

B naHHom okHe cneayet Bbibpatb Tpebyemblit cnocob pa3sMeTku JuUcKa, BBECTU Mapofb

3arpysuuka, 3atem Haxatb JIKM kHonky [danee] (puc. 12).

Ty =E]
{*} 3105 BulbpaTh ycTpoicTEO XpaHerna: | & ATA ST3160811AS - 149,05 I6 (/dev/sda) ~| @ mBR
@_ YcTaHOBUTE PALOM
Mporpamma YcTaHoOBKN YMeRsLIWT pa3gen, 4Tobsl oceobognTe mecTo gan OC "CTpensy’ 1.0,
MpuneetcTBNe
@_ 3aMeHUTL pasgen
MenseT pasgen Ha OC "Crpeney” 1.0,
MecTononoxerune
@ CTepeTb ANCK
3To yOandT Bce OaHHele, KOTopbe celvac Haxo 4ATCA Ha BeibpaHHoM yocTpoAcTee,
Pasgensi ¥a a p a p yeTp
. @ Py4Han pasMerka
CeTb ; Bbl MOMETE CAMOCTORT &/LHO CO30aBaTL PA3Aens! WM M3MEHATE WX pa3IMepkl,
Bribop nakeToB
lMonbsoBaTtenu
Wror § . =
¥| ¥CTaHoBUTE napon: GRUE 00000008 |l.......| | v
YcTtaHoBMnTH P ]
BEBepLU UTh @ OoctynHoe mecto (@ sda3 @ ©s strelets 0.7 (0.7) [@ sdal
.ﬂ.asa,u, Hanee | OTmeHa

Puc. 12
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Mocne 3aToro Ha akpaHe NosABUTCA OKHO nMporpaMmbl (puc. 13).

v

CranoBmd OC | Crpeneld’ =iEie]

YeTpoiicTao: | & ATA WDC WD5003AZEX-0 - 465,76 6 (/dev/sda) + |

@ sdal @ Ubuntu 14,042 LTS (14.04) (1) OS Strelets 1.0 (1.0) 8 OS Strelets 1.0(1.0)
MpueeTcTBMNE 45 6 -swaf 5 18,83 (D extd - 5 ewta
B docTyrHoe MecTo
MecTononoxe+Hue e
ms Daiinosan cacTema  Todka MOHTWpoBaHws  Pazmep
Jdevisdal swap 7.45T6
Pas,u,en it I Jdevisdaz extd 49,50 16
|dewvjsda3 extd 48,83 b
CeTb /devfsdad extd 39,06 b
OocTynHoe MecTo HEeW3BeCTHHA 320,92T6
Bribop nakeTos
lMonbsoBaTenm
UTor
YcTtaHoBWUTH |Hoeas Tabnuuz pasgenos

BEBepLUHTb YCTaHOBWTL 3a3rpy34nK B [MaBHan 3arpy3oqxan 3anuce ATA WDC WDS003AZEX-0 (/devisda)l -

Hasapg OTMeHa

Puc. 13

B gaHHOM okHe cnegyeT BBECTU NMapameTpbl 3arpy3ku U pasMeTku AuUcKa, 3aTeM Haxarb
JIKM kHonky [danee] (puc. 14).

Tporganna yoranosm 0C Crpensn S
YcTpoicTeo: | & ATA WDC WDS003AZEX-0 - 465,76 I'b (fdev/sda) = |OTMEHWTE BCE M3MEHEHWS |
B sdal @ Ubuntu 14.04.2 LTS (14.04) [0 OS Strelets 1.0 (1.0} [ OS Strelets 1.0(1.0)
MpuneetcTBNe 45 1D swa : et } 5 St : St
B docTyrHoe mecTo
MecTononoxeHune L
ms Dalnoean cucTeMma  To4ka MOHTUpOBaHWR  Pasmep
Paznenbl Jdevjsdal swap 74576
A Jdevjsdaz extd 49,50 b
|devisda3 extd 48,83 b
CeTb Jdev/sdad extd / 39,06 b
HocTynHoe MecTo HEW3EECTHHINA 320,8216
Bribop nakeToB
lMonbsoBaTtenu
Wror
YcTtaHoBUTH Hoeasr Iéénmu,a pazgenos |
BGBepLUHTb YCTaHOBWTL 3arpy3qnK B: [NaBHan 3arpy3oqkan 3annce ATA WDC WDS003AZEX-0 ((devfsda) -
Hasa,u. || DOanee | | OTIMeHa

Puc. 14
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Mocne 3aToro Ha akpaHe NoABUTCA OKHO nMporpaMmsbl (puc. 15).

Mporpamma yeranoom DC (Crpened’ =iE=|

8 RTLB111/8168/8411 PCl Express Gigabit Ethernet Controller

CeTeBhle HaCTpOIﬁKM: SETOMaTUHECKMA = |

MpueeTcTBMNE

MecTononoxe+Hune

Pazpensi

Cetb

Bribop nakeTos
MonbzoBaTenn
WUTor
YcraHoBU TS
3aBeplnThb

Hasapg Hanee OTMeHa

Puc. 15
B naHHOM OKHe crnefyeT BBECTU NapaMeTpbl ceTu, 3aTteM Haxatb JIKM kHonky [[anee].

Mocne 3Toro Ha akpaHe NoABUTCA OKHO nMporpaMmsbl (puc. 16).

OnmrcaHne
BazoBble MHCTpyMerThl OcHoBHble Ga30Bbie MHCTPYMEHTEI
Cepeep [MNakeThl ceTeBbIX cry»Kb
| MHTepHeT MakeTsl paboTel B MHTEpHETE Takwe Kak Dpay3ep, NMoYToBBIA KAWEHT WU 7.0,
I'Ipn BN l(\]ﬂdmc QdhncHele cpenctBa 5 }
yNsTUMeOWa MakeTbl oNA NpourpoiBaTenel ayowo W uaso dalnos

[paduka MakeTbl OM8 HACTPORKW NapamMeTpoB OKOH 11 rpadvky, rpadindeckoro cepeepa
MecTononoxeHune Oomen AD WMHcTpyMeHThl ona paboTol/3aMedsl gomeda AD Windows

MevaTb VHCTpYMEeHTEl 018 KaTer opnpoBaHHon neyvaTtn

Pazpensi

Cetb

Bribop nakeToB

Monb3oBaTenn
WNTor
YcTtaHoBuTh
3aBeplinThb

Hazapg Oanee | OTmeHa |

Puc. 16
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B paHHOM oOKHe crnegyeT BBECTU MapaMeTpbl ycTaHaBnuBaeMbix naketoB [10, 3aTem
HaxaTb JIKM kHonky [[anee].

[Mocne 3Toro Ha akpaHe NoABUTCA OKHO nMporpaMmsbl (puc. 17).

. e SEE
8 KakK Bac BCIEI}'T?
[

Kakoe MMA Bel X0TWUTe WCNONL30BaTh 008 Bxoga?

e Lt Bl IR LS N B

[MpuBeTcTBMNE

Ecaw 3707 KOMNbIOTERP WCNONb3YETCA HECKONBKAMIA NIDABMK, Bbl cMoweTe (034aTb COOTBETCTEBYIOLLIWE YYETHDIE 3aNACKH Cpa3sy noone
YCTaHOBKHK.

MecTononoxerue

Kakoe MMA ¥ KoMnsoTEpa?

Pazpensl

370 WMA ByJeT MCNoAL3I0BaH0, 2cnW Bol CAENaeTe 3TOT KOMOLIOTER BUAWMSIM B CETH.

CeTb BuibepuTe napons 4NA 38 TEl BalWel yHe THOW 3anucl,

Beibop nakeTor

BeegnTe ogMHaKoBbIA Napons gsamanl, 370 HeaBxogumo gns noknmyenna owmBor. Xopowmi napone coctont nl cmeck Byke, yudgp n
FHAKOB MYyHKTYaL WY, JOMHEH UMETE AAWHy oT B 3HAKOB W ero CTOWT NEPUOSWYEcKM MIMEHATD.

MonbsoBaTenwn
WTor

YcTaHoBUTE

3aBeplwnTh

Hazag OTmMmeHa

Puc. 17
B pgaHHOM oOkHe cnegyer BBeCTUM napaMeTpbl WAEHTUUKAUUW U ayTeHTuduKauuu
nonb3osatens, 3areMm Haxatb JIKM kHonky [[anee] (puc. 18).
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Nporp:

Kar Eac soeyT?

AOMUHWCTRATOR .

Kakoe MMA Bul Xx0TWUTE KCNONL30BaTh ONF BXo0a?
MNpueeTcTBMNE admin [

Ecnw 3707 KOMALKTER MCNONE3YETCH HECKOABKAMKY NIOAEMKM, Bol cMoKeTS 03 AT COOTEETCTEYIOLLIME YYETHRIE 3aNACK Cpa3y noone
¥CTaHoBKK,

MecTononoxe+Hune

Kakoe UMA ¥y KOMNbOTepa?

Paa,u,en bl strelets.net o,

370 umA BvaeT MCcnonb3osaHo, ecnk Bel CAENaETE 3TOT KOMOLIOTER BULUMSIM B CETH.

CeTb BuibepuTe naponk ON# 38LWTE BaWwed yH4eTHOW 3annc.

loscoeone 00000000 V4
6°p nakeTos BEefWTE O4WHAKOBLIA Napons 4BaM el 370 HeobxoLuMo 4ns ncknwyerna owmnbok. Xopowwih naponk cocTouT K3 cuecw Byke, yuhp 1

3HAKOB NyHKTYaUWW, L0MXEH UMETE ANWHY 0T B 3HAKCB W €ro CTOMT NEPUOANYECKN W3IMEHATL.

MNMonb3oBaTenun

UTor

YcTraHoBuTh

3aBeplnThb

Hasag || Hanee . OTMeHa
Puc. 18
Mocne 3Toro Ha akpaHe NoABUTCA OKHO NporpaMmsbl (puc. 19).
o TTporpatne yeranconn DG Cipenat) =E -

O6z0p M3MEeHEeHUN KOoTOoPpble ByayT capenansl npu yctaHoexe OC.
MecTononoxeHue
YCTEHUBWTE HactoB0i NoAc Ha Poccriickas CDe,quau,mF_ifMocnaa (MCK+00 Mockosckan obnacTe).

an BeTCTEUE CucTeMHeM A3bikom ByaeT ycTaHoBneH Russian (Russial.
PerunHankHeM hopMaTom yucen u aaT AyneT yeTadoened Russian (Russia),

MecTononoxxeHue Pa 30ENH

Py4Han pasMeTa gucka fdev/sda (ATA WDC WDS003AZEX-0),

Pazpenti

CeTh @ sda1 @ Ubuntu 14,04.2 LTS (14.04) (0 OS Strelets 1.0(1.0) (@ OS Strelets 1.0 (1.0)

B LocTynHoe mecTo
Bribop nakeTos Gt

MNonk30BaTenu |

B sdal @ Ubuntu 14.04.2 LTS {14.04) [0 OS Strelets 1.0(1.0) (@ OS5 Strelets 1.0 (1.0)

Wtor @ DocTynHoe MECTo

YcTaHoBUTE
YeTanoeuTe OC "CTpeney" Ha extd cucTamuuil pasgen /dev/sda4d.
¥CTEHOBWTE 3arpysqik Ha /dev/sda.

3asepllnTh

CeTk
YCTaHOBKA CeTH enp'350: aETOMaTH4ecKin

[lone3oBartenu

YCTEHOBWTE MMA MallvHel strelets.nat,
OobapnTe nonwacsaTtens admin,

Hazang | Oanee | _OIMQHa_

Puc. 19
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B naHHOM okHe oToOpaxatTca napaMeTpbl ycTaHoBKM OC, BhiOpaHHbIe Mofb3oBaTenemM.
[Mocne npocMmoTpa napamMeTpoB criegyeT HaxaTtb JIKM kHonky [[anee].
Mocne 3Toro Ha akpaHe NoABUTCA OKHO nMporpamMmsbl (puc. 20).
L5] Tipe b yCTanosky? =lmlx]
I\?() Mporpamma ycTadoBkm OC "CTpenel" roToBa BHECTWN U3MEHEHWA

Ha Baw auck, 4Tobel ycTaHoBlMTe OC "Ctpeneu” 1.0,
OTMEeHUTBb 3TN U3MeHeHnna byaeT HeBO3MOXHO.

0T 4

|I'|prTyn|.1Tb K yCTaHoBKe Haszapn

Puc. 20

B naHHom okHe crnegyeT Haxatb JIKM kHonky [[TpucTynuTb K yCTaHOBKE].

[Mocne aToro HauyMHaeTca npouecc 3anucu dainos OC Ha KeCcTKUA JUCK KOMMbioTepa.
[daHHbln npouecc MNpoUCXoauT B aBTOMaTUYECKOM pexume U He TpebyeT AanbHeiLwero
BMeLlaTenbCcTBa.

MNocne 3aBeplleHUs npoLecca YCTAHOBKM Ha 3KpaHe MOABUTCH OKHO Mporpammbl
(puc. 21).

a

foToBoO.

CucTema OCOH «CTpeney» ycTaHoBAEHa Ha Ball KoMOsTEp.
Bbl MOMETE Mepe3arpyanTh KOMMLIOTEP W MCNofk30BaThe Bally HOBYK cMCTaMy WK npopomnTe paboTy B Live okpyeHu OC "CTpenel”.

MepesarpyanTh

JakpelTe .

Puc. 21
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B paHHom okHe cnegyeT JIKM yctaHoBUTH pnaxok «[llepesarpysutb», Mocne 4ero
HaxaTb JIKM KHomMKy [3aKkpbiTb].
Mocne nepesarpy3kn KOMMblOTEpa criegyeT W3BreYb AUCK M3 YCTPOWCTBa YTEHUS

KOMMNaKT-OUCKOB.

3.2.3. YctaHoBka OC 6e3 yyacTusa nonb3oBarens (CueHapumn ycTaHOBKK)

B O0OOHOOKOHHOM peXxume ecTb BO3MOXHOCTb COXpaHATb/3arpyXaTb HaCTPOWKU
yctaHasnueaemoiht OC OH «CTpeneu» B dainn cueHapusa ycTtaHOBKM (CM. puc 6). [Ina atoro
HeoOXxoauMOo HaxaTb KHonky [CoxpaHuTb cLueHapui] (npu coxpaHeHUn) Unu KHomnky [3arpysuTtb
cLeHapui] (npu 3arpyske) U B MNOABUBLUEMCA [WaNoOroBOM OKHe 3adaTb WMSA CcleHapusd
YCTaHOBKW.

daiin cueHapua yCTaHOBKU MOXHO UCMONb30BaThk B KAUECTBE apryMeHTa K yCTaHOBLLUKY
OC OH «Crtpeney», npu 3TOM ycTaHoBKa OygeT npoussegeHa 6e3 yyactud nonb3osatend. [Ans
BbIMOMHEHUS TaKoro BuAa ycTaHOBKM HEOOXOAMMO BbIMONHUTL KOMaHAy B KOMaHOHOW CTPOKe:

$ strelets-installer —-s [mMA cueHapuAa].iscn

roe [uma_cueHapudliscn — uMma dalna cueHapusi, cO3[aHHOro B rpadgpuyeckom

0QHOOKOHHOM pexume yctaHoBkun OC OH «CTtpeneu».
3.3. AABMUHUCTpUpOBaHUe

AOMuHUCTpaTuBHoe ynpasneHue B OC otaeneHo ot obLiero AocTyna nonb3oBaTenen.

bonblWKHCTBO onepauyuMid no HacTpouMke W agMuHucTpuposaHuww OC TpebyroT
npuBUMEruin cyneprornbs3oBaTens root, Hanpumep:

— ynpasneHue npoueccamMmu 1 cepsucamu;

— ynpasneHue ycTponcTBaMu;

— MOHTUpPOBaHUe U pasMoHTUpoBaHWe haitnosoil cuctemsbl (OC);

— 3a[laH1e UMEHUN CUCTEMBI U HACTPOWNKa CETEBLIX UHTEP(ENCOB;

— U3MEHEeHWe nporpammHo-annaparHbiX CUCTEMHbIX HacTpoek (Hanpumep, yCTaHOBKa
CUCTEMHBIX Yacos);

— U3MEHEeHWe KOPHEBOro KaTarora npouecca KoMaHaon chroot;

— ynpaBneHue [OocTynoMm (KOHurypupoBaHue CcUeHapueB Bxoda, W3MeHeHue
npuHagnexHocTu dannos).
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B OC npumeHseTca NpUHLMUN MUHUMAasbHbIX MOSTHOMOYMIA, MPU KOTOPOM NONb30BaTeNsam
AenervupyeTca orpaHUYeHHblii Habop NpUBWUMErMii U pecypcoB ANA BbINOMHEHUA KOHKPETHbIX
AeiCTBUIA N0 aAMUHUCTPUPOBAHUIO.

HacTpoiika 3anpeTa WHTepakTUBHOrO Bxoga B CUCTeEMY cyneprnonb3oBartens (root)
OCYLLEeCTBNAETCA NOCPEACTBOM HAacCTPOWKM MexaHu3ma sudo.

BHUMAHME! [OEWNCTBMUA MO AOMUHUCTPUPOBAHUIO OC HEOBXOOMMO
BbIMONHATL B MAHOATHOM KOHTEKCTE BE3OMACHOCTU CYBBEKTA C HYINEBbIM
YPOBHEM W TMYCTbIM HABOPOM KATEFOPWW. K TMAPOJO MONb3OBATENEN,
OBNALJAKOLWMX AOMUHUCTPATUBHbBIM OOCTYNOM, NPEOBABIAKOTCA
MOBbILWEHHBIE TPEBOBAHUA K KAMECTBY U HAOEXKHOCTU.

3.3.1. lNony4yeHne NosTHOMO4YUA aAMUHUCTPUpPOBaHNA — sudo

Ansa nonyyeHns MONHOMOYUA aaMUHUCTPUPOBAHUA NMPUMEHAETCA CUCTEMHasa KomaHaa
sudo, MO3BONAKLWAA [enerdposartb TE€ UMM  UHble NPUBUNETMPOBaHHbIE  pecypcbl
nonb3oBarensaM ¢ BedeHWeM npoTokona pabotel. Llenbio aBRNgeTca npegocTaBneHue
nonb3oBaTensaM OrpaHU4eHHoOro uucna npas, [OCTATOYHOrO AN pelleHUs MoCTaBNeHHbIX
3ajau.

KomaHga sudo npegocTaBnseT BO3MOXHOCTb NOMb30BATENAM BbIMOMHATE KOMaH4bl OT
MMeHU cyrnepnonb3oBaTtens nubo Apyrux nonb3osarteneil. [pasuna, ucnonb3yemble sudo ANA
NPUHATUA peLLEeHUsa 0 NpefocTaBneHnn JocTyna, HaxogaTca B daine /etc/sudoers.

BHUMAHWE! ONA PEOAKTUPOBAHUA ®AUNA UCMONb3OBATb CMELMANBHBLIN
PEJAKTOP VISUDO, 3AMYCKAEMbIA M3 KOMAHOHOW CTPOKW BE3 MAPAMETPOB, B
TOM YUCIE BE3 YKASAHUSA MYTU K GAANTY.

B KkauyecTBe aprymMeHToB sudo MPUHUMAET KOMaHOHYH CTPOKY, KOTopyl cneayer
BbIMOMHUTL C NpasBamu ApYroro none3osatensd. B cnyyae OonycTUMOCTU 3anycka KoMaHbl,
yKasaHHON B KOMaHAHOW CTPOKe, TeKylleMy Morb3oBaTento, eMy npeanaraeTcsd BBECTU CBOW
naponb. Takum obpasoMm, AnS Kaxaoro nonb3osartens ycTaHoBNeH Habop KoMaHa, KoTopble OH
MOXET UCMONHATL OT UMEHU cynepnonb3osartens. [pn 3ToM BeAeTcH perucTpauus ¢ noMoLLbo
CUCTEMHOro XypHana syslog BbIMOMHEHHbIX KOMaHA, Bbi3BaBLUMX WX UL, KaTarnoros, M3
KOTOpbIX Bbl3blBanunchb KOMaHAbl, U BpEMEHU UX BbI30BaA.

OnucaHue KomaHA sudo, visudo W popmara dpaina /etc/sudoers npuBegeHoO B

COOTBETCTBYHLWMX CTpaHUUax man.
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3.3.2. MexaHu3mbl pasgeneHusa noHOMOYNUiA

B OC npuMmeHsieTcA HecKonbKO MeXaHu3MOB pasfefneHus MonHoMouuMin Mexay
CUCTEMHbIMU agMUHUCTpaTopamMu U nons3osatenamm OC:

— MEexaHu3Mm NpuUBUNEruNn;

— MeXaHW3M MOoBbILLEHUSA MONTHOMOYUIA Ha BpeMA BhinonHeHua (setuid, setgid);

MexaHu3sM MpuBUINErniA  UCMONb3YEeTCA ANA  perfnaMeHTUpOBaHUA  BbIMOMHEHUA
npusuUnernposaHHbiX onepauuin agpa OC npoueccamu. [1pu 3TOM NPUBUNErMN HacneayTcA
npoweccamMu OT CBOUX «poauTenei» U He MoryT ObiTb nepedaHbl CTOPOHHUM npoueccam. [ns
MCMNOMb30BaHUA YyHacrnegoBaHHbIX MNPUBUNErUA Mpouecc HABHbIM 0OpasoM [OOMmKeH ux
3ageincTBoBaThb.

MexaHn3M NoBbILLEHUA MOMHOMOYMIA Ha BpeMA BbinonHeHusa (atpubyTol setuid u setgid)
NO3BOMIAET NOMb30BATENIO, 3anycKalLeMy 3ToT ann Ha UCMNOMHEeHWe, NonydYnTb MoBbilleHue
npas [0 nonb3oBaTensa-snagensua danna (obblYHO cynepnonb3oBaTend) B paMkax
3anyLeHHoro npotecca. ocrne nony4yeHns NoBbILLEHHbLIX Npas NPUNoXeHNe MOXET BbIMOMHATb
3aflaud, BbINOMHEHWE KOTOPbIX OObIYHOMY MOMb30BATEN HEAOCTYNHO. YCTaHOBMNEHHbIN
aTpubyT setgid gaeT noBbilWeHWe npas rpynnmbl.

3.3.3. YnpaBneHue nporpaMmMHbIMU NaketTamu

B xome HacTpoiiku napaMeTpoB yCTaHOBKW 3agaTb Habop nakeTos, Mpeanaraemblx Ans
yctaHoBku OC.

MNpeanaraetca cnegywoujee pasbueHue Ha (PyHKUMOHANbHbIE pPoNWU ycTaHasBnMBaeMoi
OC:

— cepBep;

— paboyas cTaHUus;

— cneyuanuanpoBaHHas paboyas cTaHUus;

— MNaHLLeT.

Kaxabil BapuaHT yCTaHOBKW MOXET ObiTb WUCMOMNb30BaH C BKMOYEHHBIMU QYHKLMAMU
C3W 1 ¢ BbIKMOYEHHbIMU PYHKUMAMKU C3U (pexnm paspaboTunka/oTnagku).
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3.3.4. CuctemMHble KoMmaHabl

OCHOBHble

CUCTEMHbIE KOMaHAbl, WCNonb3yemble AnNd agMUHUCTpPpUpOBaHUA

ynpaBneHusi yHKUMOHUpOBaHMEM, NpUBEAEHbI B Tabnuue 1.

Tabnuua 1
KomaHnpa OnucaHue
addgroup |Co3fgaHuWe YY4eTHOI 3anucu rpynneol
adduser CosgaHue y4eTHoW 3anucu nonb3oBartens
ar CosgaHue u pabota c 6ubnMoTeyHbIMM apxusamMmu
awk #A3bIKk 06paboTkM CTPOKOBLIX LWabnoHoB
bash KoMaHaHbI uHTepnpetaTtop bash
bc CTpoKoBbIi KanbKynarop
bzip2 Apxusatop daunos BZIP
chacl M3meHeHueM cnucka KoHTponsa goctyna daina
chage YnpasneHue BpeMeHeM XU3HU napons rnofb3osartens
chattr M3meHeHue atpubyToB hanna
chfn N3meHeHue onucaTenbHon YacTu y4eTHOM 3anucu nonb3osarens
chgrp M3meHeHue rpynnsl paitna
chmod M3meHeHne pexxuma gocTtyna K cpainy (npas gocryna)
chown M3meHeHue Bnagenbua daina
chsh Beibop komaHOHOro uHTEprpeTaTopa (Mo yMonyaHuio — A58 YY4eTHOM 3anucu
nonb3oBsartensd)
cmp [MobaiiToBOE cpaBHeHMe painos
cp KonuposaHue gaitnos
cut Pasbuska chaitna Ha cekuumn, 3afaBaemMble KOHTEKCTHbIMU pasfenuTensmm
dash KomaHaHbIn uHTepnpetaTtop Dash
date BbiBo4 U U3MEHEHWE CUCTEMHbIX AaThbl U BPEMEHM
delgroup |YAaneHue yyeTHOWN 3anucu rpynnsl
deluser YaaneHue y4yeTHoW 3anucu nonb3osartens
df BeiBog oTyeTa 06 Ucnonb3oBaHUU AUCKOBOrO NPOCTpaHCTBa
dmesg BbiBOA cogepXumoro cuctemHoro 6ydepa coobLyeHuin
du BbiuncneHue KonuyecTsa UCMNonb30BaHHOIo NpocTpaHcTBa anemeHTos ®C
echo BbiBO cogepKMMOro apryMeHToB Ha CTaH4apTHbI BbiBOA
egrep [Mouck B dpainax coaep>KMMoro CorflacHo perynspHbIX BblpaykeHuin
fdisk YTunuta ynpasneHuem Tabnuiei pasaenos AUCKOB
fgrep Mouck B dpainax coaep>KMmoro corfacHo oMKcupoBaHHbIM LWabnoHam
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lpodomkxeHue mabnuubi 1

KomaHpa OnucaHue
file Onpegenexne Tuna gaina
find Mouck cpaitna no pasnu4HbiM NnpusHakam B OC
fsck [NpoBepka u ucnpasneHue owndok ®C
fuser OnpegeneHue NpoLeccos, UCMONb3YIOLWKUX ain unm coket
gettext MMony4eHue CTPOKKU MHTEPHALMOHANMU3aL U U3 KaTanoros nepesoaa
grep BbiBOA CTPOKK, copepkallei wabnoH noucka
groupadd |Co3aaHue HOBOW YYETHOM 3anucu rpynmnbi
groupdel |YOaneHue y4yeTHOW 3anucu rpynnebl
groupmod |M3MEHeHWe y4eTHOIN 3anucu rpynnel
groups BeiBog cnucka u cocTasa rpynn
gunzip Pacnakoska cpanna ZIP
gzip Ynakoska ¢paina ZIP
halt MonHbIN ocTaHoB OC
hostname |BblBOA U 3agaHue UMEHU XOCTa
id BbiBOA AeNCTBUTENBHBIX U 3P PEKTUBHBIX UOAEHTU(PUKATOPOB Nonb3oBaTensa u
rpynnbl
install KonupoBaHue daiina c yctaHoBKoW atpubyToB
ipcrm YnaneHue IPC pecypca
ipcs BbiBoa xapaktepuctuk IPC pecypca
kill OtnpaBska curHana npoueccy (no ymonyaHuio — SIGTERM)
killall YaoaneHue npoueccos No UMEHU
1s BeiBo cogepxumoro Kartanora
m4 Makponpoueccop
mkfs CosgaHue ©C
mknod CosgaHue gpaina cneynanbHoro Tuna
mktemp leHepaLuMa yHUKanbLHoOro UMeHu gaiina
more [MocTpaHu4HbINA BbIBOA cogepXumoro daitna
mount MoHTupoBaHue ®©C
msgfmt CospgaHue obbekTHOro daiina coobuyeHuit U3 aitna coobLLeHUiA
newgrp CMeHa naeHTudpukaropa rpynnbi
nice 3anyck npouecca ¢ 3afaHHbIM YPOBHEM NpUopuTeTa
nohup 3anyck npouecca ¢ UrHopupoBaHUEM npepbiBaHui no curHany HUP
od BeiBog cogepxumoro ¢paina B BOCbMEPUYHOM U ApYrux Bugax
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OKoHYyaHue mabnuuysi 1

KomaHpa OnucaHue
passwd CmeHa napons yYeTHOU 3anucu
patch [MpumeHeHue daina onucaHna N3MEeHEeHU K opuruHansHomy dpainy
pidof BeiBog ugeHTUdMKaTOpa npouecca no ero UMeHu
poweroff BbIKroueHne cucTemsbl
ps BbiBOA MHpOpMaLuK o npoteccax
pstree BeiBog UHopMaLuK o Aepese NpoLeccos
pwd BeiBog TekyLlero pabodyero kartarnora
reboot MNepesarpyska cucteMsl
renice N3meHeHUe ypoBHA NpuopuTeTa npouecca
scp KonupoBaHue no cetu ¢ ucnornb3osBaHuem ssh
sed CTpoKoBbIii pedakTop
sendmail |TpaHCNOPT CUCTEMbI ANEKTPOHHbLIX COOBLLEHM
sh KoMaHaHbI uHTepnpetaTtop Sh
shutdown |KomaHga ocTaHoBa CUCTEMBI
stat BbiBOA cTaTtycHoM uHpopmayuu o panne
su N3meHeHue nageHTudgukaTopa nonb3osarensa And UMnepcoHaLum unu
rnony4yeHus NoNHOMOUKIA cynepnonb3oBaTens
sync Cbpoc cuctemHbix OydepoB Ha HOCUTENU
tar dainosblit apxusatop TAR
time 3amMep BpeMeHu paboTkl npoLecca
top BeiBog cnncka npoueccos
touch M3meHeHne MeToK BpeMeHu dainna
umount PasmoHTMpoBaHue ®C
uname BbiBOA CUCTEMHOW MHOpMaL UK
useradd CosgaHue y4yeTHOW 3anucu nonb3osartens
userdel YpaneHue y4yeTHoW 3anucu nonb3osartens
usermod N3MeHeHue yyeTHOW 3anucu nonb3osarens
users BbiBog cnncka MMeH akTUBHbIX MOMb3oBaTenen CUCTEMBI
W BbiBOA criMcka akTUBHbLIX MONb30oBaTernein CUCTEMbI U UX TEKYLLUX NpoLeccoB
wc [MoacuyeT cnoB U CTPOK B daitne
which Onpegenexue Nyt K KoMaHge
who BbiBoA crincka akTUBHbLIX Nofnb3oBaTenein CUCTEMbI
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3.3.5. YnpaBneHue pyHKUNOHUpOBAHNEM

Linkn dyHKyuoHuposaHua OC BKMoYaeT B cebd:

— npouecc uHUuManusauum npyu BKNoYeHU obopyaoBaHus;

— WUTaTHbI peXxuM poHoBOW paboTbl CUCTEMHBIX CEPBUCOB U CIYXO;

— PEXUM UHTEpaKTUBHOW paboThl NMonb3oBaTens;

— MpoLecc coxpaHeHUs AaHHbIX U NOAroTOBKa K BbIKMoYeHUo o6opyaoBaHus.

EouMHuUein yHKUMOHUpOBaHUA cucTeMbl ABnseTca npouecc OC, xapakTepusyrLluMica
crnegyroLmUMK CBOCTBaMMU:

— UCMONMHAEMbIM MOAYINEM, coAepX)aLlnM UHCTPYKLUUU K UCTIONHEHMIO;

— coBCTBEHHbIM U30NMPOBaHHbLIM agpecHbIM NPOCTPAHCTBOM, NMPeaocTaBNeHHbIM A4poMm
0C;

— HabopoMm OTKpbIThIX 060bektoB OC ((hailnoB, COKETOB W Opyrux OObeKToB
MeXMpoLecHOro B3auMoaencTBUs);

— Habopom npusunernin OC;

— UHdopMaunein ob y4eTHon 3anucu nomnb3oBaTtens, 0T UMEHU KOTOPOro oyHKUMOHUpPYET
npouecc.

OC 9BngeTcA MHorosagayHod W npegctaBnAeTr coboil cucteMy napannenbHbIX
B3aUMOENCTBYOLWNX MPOLUECCOB C OpeBOBUAHOM CTPYKTypou. lNpu 3TOM Kaxabli npoiecc
MOXET nopoXaaTb AoYEPHUE, CTAHOBACH ANA HUX POAUTENLCKUM.

B npouecce cTapta cucTeMbl CyUWEeCTBYET OAWH CUCTEMHbIA npouecc «inity,
3anyckawluii gpyrue CUCTeMHbIe MPOLECChl, B T. Y. CUCTEMHbIE CEPBUCHI U CeaHcbl paboThbl
nonb3oBarenen, ABNAACL, Takum obpasoM, o6LUM NpapoguTeNeM BCEX MPOLECCOB.

MpumMmevaHusa:

1. Agpo OC c noMmoulbld MEXAHU3MOB 3alluTbl CTpaHUL namATM U TpaHcnAuuu
BUpTyanbHoro agpeca B (U3UYECKUA rapaHTUpyeT U30MAUui0 COOCTBEHHBIX adpecHbIX
NpocTpaHCcTB npoueccoB. [lpy 3TOM MNpoLecc He MOXeT HeCaHKUUOHUPOBaHHbIM o6pa3om
nony4YnTb JOCTYN K agpecHOMY NpocTpaHCTBY APYrux npoueccos, B ToM Yucne n aapa OC.

2. YnpaBsneHue (yHKUMOHMPOBaAHWEM MPOLIECCOB, pacrpeerieHneM BpeMeHu Mmexay
HUMU U OpraHusaLluein MexnpoLecHoro s3aumogencTeus ocyulectensaerca agpom OC.

3.3.6. YnpaBneHue npoLeccamu
B OC pasnuuyaloT CUCTEMHbIE MNpOLECcChl, MOPOXAEHHbIE B Xo4e WHUUManusauun u
3anycka CWUCTeMbl WM MMU, W TMONb30BaTeNbCKUE MPOLECCHI, 3anylleHHble B Ceccun

nonb3oBaTend. YnpasfeHue CUCTEMHbIMU MpoLeccamn MOXET ObiTb BbIMOMHEHO TOMbLKO MpU
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Hanuyuu NpUBUNErMA cynepnosib3oBaTens, Nonb3oBaTenbCKUe MpoLeccbl MOryT YNpasBnATbCA
BnagenbueM (T. €. cO34aBLUUM UX NONb30BaTenem).

3.3.7. lNony4yeHue nHdpopmalum 1 NPOCMOTpP CrUcKa npoLieccos

[nsa npocmoTpa cnucka npoueccos OC NpUMEHSAIOTCA criegyroLine CUCTEMHbIE KOMaHAbI:

— ps — oTobpaxeHue CHUMKa TeKyLUX MnpoLeccoB ¢ UHdopmauuein o0 HUX (B cnydae
3arycka rnornb3oBaTefnieM — BbIBOAATCSH TOMbKO NPOLECcChl TEKYLER CECCUN);

— pstree — oTo6paxeHne CHUMKa AepeBa TEKYLLMX NPOLIECCOB ¢ UHopMaLUE O HUX;

— top — otobpaxeHue npoueccos OC B peanbHOM BpeMeEHU C COPTUPOBKOM MO TOMY UMK
MHOMY NapameTpy, B TOM YuCNe UCMoNb3oBaHUIo npoteccopa u apyrux pecypcos OC.

MNepeuncneHHblie KkoMaHabl obnagalT LWWPOKMM Habopom onuuin U napameTpos And
yrnpasneHusa cocTaBom 1 BUAOM oTobOpaxaeMon nHopmaLuu.

MNogpo6Hoe onucaHuve KomMaHd NPUBOAUTCA B COOTBETCTBYKOLLEM PYyKOBOACTBE man ps,

man pstree 1 man top.

3.3.8. CurHansl

YnpasneHue npoueccaMmu BbINOMHAETCA C NMOMOLLbIO OTNPaBKW UM CUrHanoB, OCHOBHbIE
M3 KOTOpbIX npuBefeHbl B Tabnuue 2. 3a o6paboTKy CUrHanoB OTBeyaeT HernocpeacTBEHHO
nporpamMmHas peanusauma npouecca 3a wuckmodyeHuem curdanoB SIGKILL u SIGSTOP,
KOTOpble He MOryT ObITb NoMMaHbl, 6rOKMpPOBaHbI UM MPOUTHOPUPOBAHbI.

BHUMAHUE! MO YMONYAHUIO HE OBPABOTAHHBLIE MPOLEECCOM CUIHAIbI
NPUBOOAT K EFO NPUHYOAUTENBHOMY 3ABEPLUEHUIO.



38
®JIMP.90001-01 34 01

Tabnuya 2

HaumeHoBaHue | 3HauyeHue OnucaHue
SIGHUP 1 [MoTepa coeauHeHUd ¢ ynpasnawoLwmMM TEpMUHANIoOM
SIGINT 2 [MpepbiBaHUe C KnaBuaTypbl
SIGQUIT 3 [NpekpaTuTb paboTy c knaBuaTypoi
SIGILL 4 HekoppeKTHas MHCTPYKUUA OT npoLieccopa
SIGABRT 6 CwurHan o npekpatleHun paboTbl, BblAaHHbLIA NpoLieccoMm
SIGFPE 8 HenpaBunbHasa onepauus ¢ nnasaroLLen 3ansaToun
SIGKILL 9 [MpuHyauTenbHoe 3aBeplueHne paboTbl npoLecca
SIGSEGV 11 HekoppekTHoe obpalleHue K naMmaTu
SIGPIPE 13 3anuchk B KaHarne, He UMEeLLEM CUUTbIBaKOLLMX NpoLieccoB
SIGALRM 14 CwurHan Tanmepa
SIGTERM 15 CurHan 3aBeplLueHus paboThl npoLecca
SIGCHLD 20,1718 [loyepHuii npoLiecc ocTaHOBIEH UMK NpepBaH
SIGCONT 19,18.25 [MpoaomKuTb B Cllyyae OCTaHOBKU
SIGSTOP 17.,19,23 [MpoLiecc ocTaHOBMEH

[na 3aBeplueHUa npoueccoB UM nockinaetca Habop curHanos SIGHUP, SIGQUIT u
SIGTERM. OrtnpaBka npoueccy curHana SIGKILL Bbi3biBaeT ero npuHyguTenbHoe
3aBepleHue. CurHansl npoteccamM oTnpasnaTCca HenocpeacTseHHo agpom OC B npolecce ee
XU3HEHHOTo UuKna yHKLMOHUPOBaHMSA, HanpuMmep npu 3aseplueHun paboThbi.

[nsa oTnpaBKku CUrHanoB rnpoueccam (Hanpumep, AnA UX 3aBepLueHus) no uHuuuaTuee
norb3oBarens NPUMEHSAIOTCA CUCTEMHbIE KOMaHabl ki1l Mkillall.

KomaHga kill oTnpasnseT 3afdaHHbli CUrHan ykasaHHoMy npoteccy, a killall nubo
BCEM rpoueccam C TakuMm uMeHeMm, nubo npuv ykasaHuM nNyTM — BCEM Mpoueccam,
BbIMOMHAKLWUM YyKasaHHbI pann. CurHansl MoryT 3ajaBaTbCA WMEHEM WU 3Ha4YeHuem c
Aecucom nepes HUMM:

$ kill -KILL 6348

$ kill —9 ©348

$ sudo killall -utest

Mo ymonuaHuto otnpasndaetca curHan SIGTERM.

NMpumeyaHue. bes npuBuUnNernin cyrnepnonb3oBaTens CUrHarnsl MoryT GbiTb OTNpaBneHb!
nonb3oBaTenemM ToNnbKo npoueccam, BnagenbLemM KOTOpbIX OH ABMSETCA.

3anyck npoueccos, npogomxaiowmx pabotaTb 6€3 CBS3U C YNpaBnsoWUM TEpMUHANOM,
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BO3MOXEH C [MOMOLLbK KOMaHAbl nohup. B 3TOoM cnyyae BbiBOO4 pe3ynstatoB paboThl
nporpaMmmbl MOXET ObiTb MepeHanpasneH B YyKasaHHblA dain. [lpu 3TOM MNOPOXOEHHbIN
npouecc UrHOpPUpPYeT nochbiniaemMblit emy curHan SIGHUP.

3.3.9. YnpaBneHue ypoBHAMU NpuopuTeTa

Kaxabln npouecc MMeeT CBOE 3HauyeHue npuopuTeTa, KOTOPOe WCMnonb3yercsa And
pasgeneHua npoueccopHoro BpeMeHu. [Inana3oH BO3MOXHbLIX YPOBHEW NpocTUpaeTcs OT
MUHYyC 20 (HauMBbICLLUUIA NpUopuUTET) Ao nntoc 19 (HU3Wuin npuoputeT). bonbluee abconTHoE
3HaueHWe ypoBHA 03HauyaeT GonbLUyH CKMOHHOCTL Mpouecca oTAaBaTb KBaHThl MPOLECCOPHOro
BpeMeHU pgpyrum npoueccam. OO6blYHblE MOMb30BATENLCKUE MPOLECCHl MO YMOMYaHuto
3anyckarTcs ¢ yposHem 0.

YpoBeHb npuoputeTa MoXeT ObiTb oTOOpaxeH WNM 3afjaH Mnpu 3anycke npouecca C
NMOMOLLbIO CUCTEMHOW KOMaHAbl nice.

Ona WU3MeHeHUs YpOBHA MPUOPUTETA BbINOMHALLIErocs Mpouecca WUCNomnb3yeTca
CUCTEMHAs KOMaH4a renice.

MpumevyaHue. [loBbilleHWe npuopuTeTa (yMEeHblUeHWe ero YpoBHA) Tpebyer

npuBUNerni cynepnonb3oBaTens.

3.3.10. YnpaBneHue cepsucamu (systemd)

B OC pgna ynpaBneHus cepBucaMmu NPUMEHAETCA CUCTEMHbIA MeHemKep systemd,
npuliedwini Ha 3ameHy ucnonb3yemoro paHee MexaHusma System V init. [lpu 3Tom
NPUMEHAETCH MEeXaHU3M OrpaHUYeHUs NpPUBUNErUA U BO3MOXHOCTEN CEPBUCOB, YTO MOBbILLAET
3allyuLLIEHHOCTb BCel cucTeMbl B LernoMm. MeHeaxep systemd BbiNonHAET 3anyck cepBUCOB MO
BO3MOXHOCTU NaparnsenbHo Ha OCHOBE 3aBUCMMOCTEN MexXdy cepBuCaMu, YTO YMEHbLuaeT
BpeMsA 3arpy3ku CUCTEMBI.

CucteMmHbln MeHemkep systemd onepupyeT cneyuanbHO OQOPMIEHHBIMU dhannamm
KOHurypaumm — roHUTamu (unit). Kaxablii OHUT OTBEYAET 3a OTAENbHO B3ATYH CNYXOy, TOUKY
MOHTUPOBAaHWUSA, NOAKMYaeMoe YCTPOWCTBO, paiin nogkayku, BUPTyanbHY MalluHy U T.nN.
CyuiecTBylOT crneyunanbHble TUMbl KHUTOB, KOTOpblE HE HECYT (PYHKUUOHANbHOW Harpysku, HO
No3BONAKT 3a4eiCTBOBaTb AOMOMHUTENbHbIE BO3MOXHOCTK systemd. K HUM OTHOCATCSH HOHWUTHI
Tuna target, slice, automount u gp. MNogaepxusaeT crnegytoLlne TUNbI OHATOB:

— .target — nosBonseT rpynnupoBaTh OHWUTLI, BOMMOLWaAa KOHLUEMNLUUIO YPOBHEN 3anycka
(runlevel);

— .service — oTBevyaeT 3a 3anyck cepBUCOB (Ccnyx6), Takke NOAAEPKUBAET BbI30B
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MHTEpnpeTaTopoB AN UCMNOMHEHUSA NOMb30BaTENbCKUX CKPUMTOB;

— .mount — oTBeYaeT 3a MOHTUPOBaHUe PannoBbiX CUCTEM;

— .automount - no3BonfAeT OTMOXUTb MOHTUpOBaHWE ainosbIX CUCTEM [0
dhakTyeckoro obpaLleHuns K To4UKe MOHTUPOBaHUS;

— .Swap — OTBeYaeT 3a nogknyeHue gairna unm ycTpomncTea Noakaudku;

— .timer — no3BonseT 3anycKkaTtb OHUTLI MO pacnucaHuio;

— .socket — npegocTtasnger cnyx6am nogaepXKy MexaHu3ma CoKeT-akTUBaL Ui,

— .slice — oTBevaeT 3a co3gaHue KOHTeHepa cgroups;

— .device — no3BonseT pearnpoBaTb Ha NOAKIMIOYEHUE YCTPOWCTB;

— .path — ynpaBnget uepapxuein ©C.

Mo cpaBHeHuto ¢ System V init systemd umeeT cnepgyolne npenmyLecTsa:

— KOHTpOINb COCTOAHUSA CNYXObl, peakuns Ha U3MeHEeHUs1 COCTOAHUS,

— COKET-aKTUBHble U LUMHa-aKTUBHbIE CIYyXObl, KOTOpble WHOr4a MPUBOAAT K MNydllemy
pacnapannenusaHuio B3aumMo3aBUCUMbIX CYXO;

— Cgroups UCNosnb3yeTca And OTCMeXuBaHUSA CNyXebHbiX MpoueccoB, BMECTO
naeHtTudgukatopos npoueccos (PID). 3To o3HayaeT, YTo AeMOHbl HE OyayT MOTepsAHbl Jaxe
nocne passeTBNeHUs B Apyrue npowueccol.

NMoMuMo MpocTOro 3arnycka U KOHTpons cepBucoB systemd npeanaraer HekoTopble
apyrue yoobHble dyHKUUK, AN UCMONb30BaHUA KOTOPLIX paHee CUCTEMHbIM agMUHUCTpaTopam
npuxogunock npuberatb K MOMOLM AOMOMHUTENbBHBIX MporpaMM-geMoHoB. Cpeau Takux
YHKUMIA:

— COKeT-aKkTuBauua cnyx0 (3ameHseT inetd);

— 3anyck cepBucoB no pacnucaHuio (3ameHaeT CRON);

— paborta c annapaTtHbIM CTOPOXeBbIM TailMepoM (3ameHsaeT WatchDog);

— cMeHa KopHA ®C (3ameHseT chroot);

— aBTOMOHTUpOBaHWe pa3fenoB OMUCKOB U CETEBLIX pecypcoB (3ameHsaeT mount u fstab).

KOHUTBI NpeacTaBnalT coboit cneynanbHO co3faHHble ainbl KoHUrypauuu sanycka
TOW UMW UHOW CNYXObI.

Ona ynpasnexus cnyx6amu B systemd npuMeHAeTca cucTeMHas KomaHda systemctl.
MNpocmoTp XypHana systemd BbINOMHAETCA C MOMOLLbK CUCTEMHOM KOMaHAbl journalctl.

Mcnonb3yemble AN ynpaBneHust KoMaHabl npuBedeHbl B Tabnuue 3.
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Tabnuya 3

KomaHaa

OnucaHue

systemctl start <unit>

3anyck roHUTa

systemctl stop <unit>

OcTaHOBKa OHUTa

systemctl restart <unit>

Mepesanyck loHUTa

systemctl kill <unit>

lMpuHyguTenbHasa ocTaHOBKa lOHUTA

systemctl status

OToGpaxeHne coCToOAHUA CIyX0

systemctl show-environment

BbiBOJ OKpYXKEHUSA

systemctl set-environment
<param>=<value>

YcTaHOBKa NepeMEHHOI OKpYXXEHUS

systemctl unset-environment <param> |YAaneHue nepeMeHHOW OKpPYXeHUs
systemctl list-units BbiBOA cnucka U3BeCTHbIX KOHUTOB
systemctl list-dependencies —-all OTobpaxeHne 3aBUCUMOCTEN Mexay

IOHUTaMK

systemctl enable <unit>

BknoueHue oHUTa B aBTO3arpy3ky

systemctl disable <unit>

BbiknioyeHne 1oHUTa U3 aBTo3arpy3ku

systemctl mask <unit>

3anpeTuTb 3anyck loHUTa

systemctl unmask <unit>

PaspelwunTb 3anyck roHUTa

Journalctl —-u <unit>

MpocMOTp XypHarna 3anycka oHuTa

Mcnonb3yemble paHee B

mexaHusme System V init

YTUITUTDI

KOHurypawuuoHHble dainbl (Hanpumep, B /etc/init.d/) nogoepXXnBarTCA pETPOCMNEKTUBHO.

3.3.11. NameHeHue cocTosAHUA cucTeMbl — shutdown, init

B Kaxablh MOMEHT BpPEMEHM CUCTEMa HaxoOUTCA Ha OOHOM W3 BOCbMU BO3MOXHbIX

YpOBHel BbiNONHeHusl. Kaxgoe cocTosiHue onpegensieT ocobGeHHOCTU (DYHKLMOHUPOBaHUA

(Tabnuua 4).
Tabnuuya 4
YpoBeHb OnucaHue
0 OcTaHoBKa cucTeMbl Ansa 6e3onacHoOro oTKMYeHUsa nuTaHne. Ecnu BoO3MOXHO,

TpebyeT aBTOMaTUYECKN BbIKMIOYUTL NMUTAHUE

Pexum cuctemMHoro agMUMHUCTpuposaHus. Bce nokanbHble ainnosblie CUCTEMBI
CMOHTUpOBaHbl. PaboTaeT Tonbko HebonbLuoi Habop CyLecTBEHHbIX NPOLecCcoB

1 Aapa. NpegHasHavyeH And pelleHns agMUHUCTPaTUBHbBIX 3af4ad, Hanpumep,

YyCTaHOBKW AONOMHUTENBHBLIX NakeTos. Bce dainbl AOCTYNHBI, U HAKaKue
nonb3oBaTenn B CUCTEME He 3aperMcTprupoBaHbl

(service)
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OKoHYyaHue mabnuybi 4

YpoBeHb Onucanue

5 MHorononb3oBaTenbCcKUil pexxum. 3anyckatoTca Bce Heobxoaumble aAns paboThl
MHOronornb30BaTenbCKoi cpeabl npouecchl U cryxosbi

3 PacLunpeHHbIi MHOrononb3oBaTenbckuii pexxum. NpegoctaBnsaeTcs 4OCTYN MO CETU
K nokanbHbIM pecypcam

4 AnbTepHaTuUBHasA KOH(uUrypayusa MHOrononb3oBaTenbCckon cpeabl. He obsa3arteneH
Aans pabotbl cucTeMbl U 06bIYHO HE UCMONb3YETCH

5 PacLunpeHHbIi MHOrononb3oBaTenbCckuii pexxum. NpegoctaBnsaeTcd 4OCTYN N0 CETU
K nokanbHbIM pecypcam. Ucnonb3yeTcd Ang rpaguyeckoro sxoaa

6 OcTaHOBUTL OMepaLuoHHY0 CUCTEMY U Nepesarpy3nTb ee B COCTOSHME,

3agasaeMoe 3anucbto initdefault B dpaine /etc/inittab

OpHononb3oBaTeNbCKU PEXUM. EAUHCTBEHHBIN YPOBEHb BbIMOMHEHUS, HE
Tpebywmin Hanuuua daiina /etc/inittab cootsetcTeyloLero popmarta. Bece
S,s |nonb3oBaTtenbcKue npoLecchl ocTaHaBnuMBalTCA, a ainoBble CUCTEMBI,
HeobxoauMble AN MHOronofb3oBaTenbckon paboTel, AeMOHTUPYHOTCA. [Nocne
3TOro JOCTYN K CUCTEME BO3MOXEH TOIMbKO C KOHCOMU

OcTaHOoB, BbIKITIOUYEHUE U nepesarpyska OC BbINOMHATCA C noMoulb0 USMEHEHNA €€
YPOBHA BbIMONMHEHUA. Ona aton onepauun npegHasHayeHbl CUCTEMHbIE KOMaHObl shutdown,
init, halt, poweroff U reboot.

KomaHga shutdown UCNosrb3yeTcd Kak )'HHBepcaJ'leblﬁ cnocob MHUUUMpoBaHUA
OCTaHOBa, nepesarpy3km uin so3spara B OfHOMoNb30BaTENbCKUIA PeXxnMm. I'Ipn YKasaHun nay3abl
nepeg OTpEIGOTKOﬁ KOMaHAbl YTUNUTa nocbinaet 3aperMcTpupoBaHHbliM Morib3oBarternidmMm 4yepes
NOCTENEHHO YKOpayMBarLMECH MNPOMEXYTKM BpeMeHu cooblieHus, npegynpexgas ux o
npwﬁnumammemcn OoCTaHOBe (I'IO YMOn4yaHuio B COO{'._)LL]eHMHX YKa3blBaeTcAd BpemMd, ocTaBLleecA
[0 ocTaHoBa).

BbinonHeHne KoMmaHab! OCYyLLEeCTBIAETCA:

$ sudo shutdown [flags] time [warning-message]
rieé [warning-message ]— MNOCbINNaeMoe BCEM MONb3oBaTeENAM COOﬁLLlele‘Ie;

time NpeacTaBNdeT cobon BpeMA BbINMOJNTHEHUA OTKITOYEHUA CUCTEMDI.

3HauyeHne moXeT ObITb Takke 3afaHo B cpopmaTe +m, rge m — KonuyectBo MWH

OXXnaaHUAa 40 OCTAHOBKU CUCTEMbI. 3HaYeHue +0 MoXeT BbiTb 3aMEHEHO CITOBOM NOW.

B Tabnuue 5 nepeyncneHbl OCHOBHbIE ONUUU KOMaHAbl shutdown.
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Tabnuya 5
Onuusa OnucaHue
-H, --halt OcTaHOB CUCTEMBI
-P, --poweroff BbikntoyeHne cuctemMbl (Mo yMonyaHuio)
-I, --reboot [Mepesarpy3ka cuctemMbl
-h JKBUBaneHTHo — poweroff, ecnu He 3agaHo — halt
-k MNocnate npegynpexaeHne 6e3 peanbHOro 3aseplUeHns paboTbl CUCTEMBI
--no-wall He nocbinate npegynpexaeHus
-C OTKasaTbCe OT YiKe 3arnyLeHHOoro npotecca 3aseplLueHus pabotsl. Onyua
time npu 3TOM He MOXeT ObITb UCNONb30BaHa

CucTeMHasi KOMaHga init nNPUMEHsieTCs ANS WMHUUMaUMKM nepexoda K 3afaHHOMY
YPOBHHO BbIMOMHEHUS.

CUCTEMHblE KOMaHAbl halt, poweroff W reboot WHALMMPYIOT nepexon K
COOTBETCTBYIOLLEMY YPOBHIO BbINOMHEHUS. ABNATCSH ankTepHaTMBO Bbi3oBa shutdown c

COOTBETCTBYIOLLEN ONUUEN, HO MOTYT COAepXKaTb CBOU pacLUMPEHHbIE ONLUK.
3.4. YnpaBneHue ycTpoicTsamu

3.4.1. Tunbl yCTPOUCTB

B OC cyuwjecTtsyeT ABa TUna ycTpoicTB: OroyHbIe C NMpAMbIM JOCTYNOM (Hanpumep, XK[1)
W CUMBOMbHbIE (Hanpumep, nocrnegoBaTenbHbie MOPThl), HEKOTOPbIE U3 HUX MOryT ObITb
nocrneqoBaTenbHbIMU, a HeKkoTopble — C MnpAMbiM - gocTynoM. Kaxgoe noggepxuvsaeMmoe
ycTpoucTBo npeactasnaetca B ®C caiinom yctponcTsa. [1pn BbINONMHEHUU onepauui YTeHus
unu sanucu ¢ nogobHbiM hanomM npoucxoauT obMeH AaHHbLIMU C YCTPOWCTBOM, Ha KOTOpoe
yKa3blBaeT 3TO0T (pain. Takoi cnocobd gocTyna K yCTpoOMCTBaM MO3BOMIAET HE UCMONb30BaTh
cneuuanbHble MporpaMmmbl (a TaKke crneuuanbHble MeToAbl NporpamMmupoBaHuA, Takue Kak
paGoTa c npepbiBaHUAMM).

Tak Kak ycTpoicTBa oTobpaxatwTca kKak daunel B ®C (B kartanore /dev), X MOXHO
06HapyXu1Tb C NOMOLLbIO KOMaHAb! Is. lNocne BbiNnonHeHUss KOMaHabi:

$ 1s -1
Ha 3KpaH MOHUTOpa BbIBOAUTCH CMUCOK (haiinos, NPUYEM B NEPBOW KOMOHKE COAEPXKUTCH TUN
daina n npasBa Agoctyna K Hemy. Hanpumep, Ana npocMoTpa dpaitna, COOTBETCTBYHLLEro
3BYKOBOMY YCTPOWCTBY, UCNOSb3YETCA Crieayrollan KoMmaHaa:

$ 1s -1 /dev/dsp
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crw-rw———T+ 1 root audio 14, 3 Mwm 1 13:05 /dev/dsp

[MepBbIii cMMBOM B MEpBOI KOMOHKe (C) nokasbiBaeT TUn dpaitna, B AaHHOM clyyae —
CUMBOMbHOE YCTPOMCTBO. [NA 0ObIYHbIX palrioB WUCMOMb3YeTCA CUMBON «-» (Aedwuc), And
KaTtanoros - d, 4nfa 6no4HbIX YCTPOWCTB - b (onucaHue KoMmaHabl NpUuBeAEHO B man |s).

Hanuuue GonbLuoro KonuMyecTsa pannos YCTPOUCTB HE O3HAYAET, YTO 3TU YCTPOICTBA Ha
camMoM fene ycTtaHoBneHol. Hanuune dpanna /dev/sda HM O YEM He TOBOPUT U COBCEM He
O3HayaeT, YTo Ha KkomMmnbloTepe yctaHoBneH K[ SCSI. 3To npeaycMoTpeHo AndA obneryeHus
yCTaHOBKM nporpamm u Hosoro o6opynoBaHUs (HET HeoOXOAMMOCTU UCKaTb HYXHble

napameTpbl U co3gaBaTh painbl Ang HOBbIX YCTPOWCTB).

3.4.2. YnpaBneHue pasgenamu

[nga ynpasneHusa pasgenamu guckos B coctaB OC BkntovyeHsl NC gparted, parted, fdisk,
cfdisk, sfdisk.

Ytunutel parted, fdisk, cfdisk, sfdisk He uMeloT rpaduyeckoro uHTEpdeica, yTunura
gparted asngaerca rpaduyeckon o6onoykon K nporpamme parted.

[na cospaHua gannoBon CUCTEMbl UCMONb3yeTcA rpadgpuyeckaa ytunuta gparted unu
KOHconbHas ytunuta mkfs.

3.4.3. lNporpaMmmHan opraHusauus pasgenos B RAID
Ona ynpaeneHusa nporpaMmMHbiMu RAID-maccuBamu ucnonb3yetca ytunuta mdadm,
peanusytoLlasa nporpammMmHbii RAID-MaccuB pasnmyHbIX TUMOB.

3.5. YnpaBneHnue ®C

®C onpeaenseT popMaT coaepXumMoro u cnocob duanyeckoro xpaHeHUa nHopmMmauuu,
crpynnupoBaHHoM B BuAae dpannoB U katanoroB. KoHkpeTHaa ®C onpenenser pasmep UMEH
dainoB UK KaTtanoros, MaKkCMManbHbii BO3MOXHbIA pa3mep darna WU pasgena, Habop
atpubytoB daitna. Hekotopble ®C npenocTaBngalT CEPBUCHbIE BO3MOXHOCTW, Hanpumep,
pasrpaHuyeHue goctyna unu wudposaHue gainnos.

®C He obfAsaTenbHO HanpAMyl cBA3aHa C (PU3NYECKUM HOCUTENeM WHopMauuu.
CywecTtByloT BUpTyanbHble ®C, a Tawke ceteBble ®PC, KOTOpble ABNAKTCA NULLIL CNocobom
AocTyna K chainnam, HaxogAwmMMCA Ha yaaneHHOM KOMMNboTepe.

OC noagepxusaet cnegywowmne Tunbl PC (cocTaB MOXKET ObiTb paclUUpPEH C NMOMOLLbIO
AONOMHUTENBHOrO NporpaMMHoro obecneyeHus ):

— HOCUTENU C Npou3BONbHbLIM AocTynoM — ext2, ext3, ext4, FAT, NTFS;

— onTu4ecKkue Hocutenun — 1ISO9660, UDF;
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— HOocuUTenu neww-namaT — exFAT;

— BUpTyanbHble ®C— tmpfs, ramfs;

— ceteBble ®C— NFS, CIFS.

KoHkpeTHas @OC nepea wuCMonb3oBaHMEM JOMMKHA OblTb MHULMaNuUsMpoBaHa WU

noAknto4eHa kak yactb obujenn ¢C OC.
3.5.1. Ctpyktypa ®C

O®C wuMmeeT [JOpeBOBUMAHYK CTPYKTYpYy, KOpeHb KoTopoi o0o3HayaeTca Kak «/».
OTHOCUTENBHO KOpHA 3agatTca abcontoTHbie NyTH K dpaitnam 1 katanoram.

Tunosaa cTpyktypa ®C nocne yctaHoBke OC npusBegeHa B Tabnuue 6. OTaenbHble
aneMeHTbl cTpykTypel ®C OC MoryT pasmelyaTtbCq Ha pasHbiX (U3NYECKUX pasgenax, UMeTb
pasHbIi TUM, B TOM YXCNe pa3MmeLLaTbCcs Ha yaarneHHbIX CeTeBbIX pecypcax.

Tabnuuya 6

MyTe OnucaHue
I KopeHb ©C, pasmellaeTca Ha OCHOBHOM CUCTEMHOM pasferne
/bin KaTtanor ucnonHgembix nporpaMmm, OCTYMHbIX MOMb30BaTeNo

/boot CoaepxuT Heobxoaumbie AnA 3arpy3ku cucTembl pailnbl: aapa, 3arpy3oyHblii obpas
initrd, dpaiinebl 3arpysymka

/cdrom |BpemMeHHasa Touka MOHTUPOBaHUA ONTUYECKUX HOCUTENEN

/dev Katanor dainos ycTpoUcCTB

/etc KaTtanor cucTeMHbIX KOHpUrypaunoHHbIxX dannos, Heobxoaumbix ansg padbotel OC u
€e KOMMOHEHTOB

INESS |Kartanor cuctemHbix ¢aitnos noacuctemsl 6esonacHoct NESS (0)

/home KaTtanor gomallHMX KaTanoros rnonb3oBaTternen, B 3aBUCMMOCTU OT Ha3Ha4YeHNA
CUCTEMbI U KONMYECTBA NoNb30BaTeneil MOXET pa3MellaTbCA Ha OTAENBHOM
pasgerne unu noaknw4yarbCcAa yaaneHHo

Nlib KaTanorn ocCHOBHbIX U CUCTEMHbIX pasaendembix 6ubnuotek, HeobxoagumbIx ANd
/lib64 dyHKUMoHMpoBaHua OC 1 ee HavanbHOW 3arpyske

/media |KaTanor Toyek aBToMaTU4eckoro MoHTupoBaHusa ®C, Kak npaBuno HocuTenen
MHOpMaLnUn U CETEBBIX ANCKOB

/mnt KaTanor Touyek BpeMeHHOro py4yHoro MoHTMpoBaHua ®C, Kak npaBuino HocuTtenemn
MHopMaLun U ceTeBbLIX AUCKOB

/opt Katanor gononHutensHoro MO, NoBTOPAET CTPYKTYpY /usr

/proc Touka MOHTMpOBaHUA BUpTyanbHon ®C, npegocTtasnarLwei uHgopMaLuio o
npoueccax OC

/root [omMalluHuiA KaTanor cynepnosib3oBaTtens
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OKoHYyaHue mabnuuybl 6

MyTe OnucaHue

/run KaTtanor gpainnioB cOCTOAHUSA NPUNTOXKEHUIA

/sbin KaTtanor cucTeEMHbIX NPUBUMErMPOBaHHbIX NporpaMmm

/srv KaTanor gaHHbIX CEepPBUCHbIX CIyK0

/sys Touka MoHTUpOBaHUA BupTyanbHon ®C sysfs, npegocTasnawLlein MHpopmaLu1io o
NPUCYTCTBYIOLUX B CUCTEME YCTPOMCTBAX M gpaitBepax

tmp Katanor BpemeHHbIX paiifios, B 3aBUCUMOCTU OT Ha3Ha4YeHUsA CUCTEMbl MOXET
pacnonaraTbCs Ha OTAENbHOM HOCUTENE UMK pasMmeLLaTbCcs B onepaTuBHoON NamaTu
(D)

lusr Kartanor nonb3oBaTenbCKMx Nporpamm M JaHHbIX, UCMOMb3yeMbIX TOMbKO Arf YTEHUS

/var KaTtanor uameHsaembix gaHHbix, b1, dainbl )XypHanos u T.M.

3.5.2. UHuumnanusayma — mkfs

MHuunanusayma <OC 3aknwovaeTtcd B CO3JaHUMM CNYXeOHOW CTPYKTYpbl XpaHeHWid
WHdopMaLun 06 nepapxumn ee oOBLEKTOB B (PU3NYECKOW cpede xpaHeHua. CTpyKTypa 3aBuCUT
ot Tuna ®C u TpebyeT YyacTb AOCTYNHOro PU3NYECKOro NpocTpaHcTBa YCTPOMCTBA XpaHEHUS.

[nga cospgaHua ®C npegHasHayeHa ytunuta mkfs, umetrowlas dpopmMar Bbi3oBa:

$ sudo mkfs [-t fstype] [fs-options] device [size]

[daHHaa komaHOoa dBnAetcA 000MoYKOW AnA Bbl3oBa YTUMUTHL  UMHULMANU3auuu,
COOTBETCTBYIOLLEN YKazaHHOMY C noMoLlbio onuuu -t fstype tuny ®C, Hanpumep mkfs.ext4 (npu
mkfs -t ext4).

B kauyectBe mecTa cosgaHua ®C MoxeT ObiTb ykaszaHa nwobasa Touyka OC, kak dann
bnouHoro yctpouctea K[ (Hanpumep, /dev/hdal), Touka MOHTUPOBAHWA WNKU Jaxe
cyllecTsylLWKUIA dhann.

[Mpyu 3TOM C MOMOLLbI OONOMHUTENbHbBIX Onuui fs-options MOXHO 3agaTb MapameTphl,

cneyudpuyHbie Ang seibpaHHoro Tuna ®C.

3.5.3. MoHTUpOBaHMe — mount

Kaxxgaa ®C nepen ucnonb3oBaHUEM [OMKHa ObiTb NPUMOHTMPOBAaHAa Kak 4yacTb o0Llei
®C OC. lNpn aTOoM BbINOMHAKTCA HeobxoauMblie AeUCTBUA, obecneuynBalolne nogknoyeHne
ykaszaHHoM ®C B 3afaHHYK TOYKY MOHTUpOBaHWUA, ABMAKOLWYCA KaTtanorom obuweinn ©C OC.
MNpyn Heo6xooUMOCTK BLINOMHAKTCA NpoLeaypbl ayTeHTUdUKauuM ang gocrtyna K cetesbim ®C
UK UHbIE NOArOTOBUTENbHbIE AENCTBUS.

Jdoctyn K nogknoyeHHbiM ®C ocyllecTBNAeTcA C NMomollbio obpalleHuidi K KaTtanory
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obuen cTpykTypbl katanoroB OC. Takou KaTtanor HasblBaeTCH TOYKOW MOHTUPOBAHWUA U OOMKEH
cyujecTsoBaTb Ha MOMEHT MOHTUPOBAHUSA.

[MpocmoTp uMHpopmauuii No npuHagnexHocTu Katanora ®C MOXeT ObiTb BbINOSHEH C
MOMOLLIbIO KOMaHAbl df, Hanpumep:

$ df -h

Npu aTom ByaeT BbiBeAeH COCTaB KaTanoros NepBoro ypoBHA ¢ yKka3aHueMm Tunos OC, ux
pa3mepoB U ucnonb3yemoro Mecta B yaobouMtaemMoM Buge.

[Mpu MoHTMpoBaHun ®C B KaTanor, yxe coaepxawuin dainnbsl, JocTyn K HUM Oyaoer
HEBO3MOXEH 40 pa3MOHTUPOBaHUA.

Ona moHTupoBaHua OC npeaHasHayeHa KomaHga mount, UMelowWwaa 0000LeHHbI
¢dopmar Bbi3oBa:

$ sudo mount [options] [-t fstype] [-o fs-options] device dir
roe: £stype— TIN OC;

device— YCTPOWUCTBO;
dir— TOYKa MOHTUPOBaHUSA (CYLLECTBYIOLLUIA KaTanor).

Tun ©C ykasbiBaeTca ¢ noMoLbio onyuu fstype,

[na HenogaepXxuBaeMbix caMmoil koMaHaou TunoB ®C, oHa Bbi3biBAET COOTBETCTBYHLL YO
yKazaHHoMy C nomollbio onuun -t fstype tuny OC yTUNUTY MOHTUpPOBAHUA, Hanpumep
mount.cifs (npu mount -t cifs).

KomaHga mount npeaocTaBnAeT LMPOKUNA YHKUMOHaN no onepauusaM, CBA3aHHBbIM C
MOHTUpoBaHuem OC:

— MOHTUpoBaHue OC;

— nepeMmoHTUpoBaHue ®C ¢ Apyrumu onuusaMu U pexxuMmamMmu AocTyna;

— nepeMoHTMpoBaHue kartarnora ®C B pJpyroe MecTO (co3gaHuMe CUHOHUMa And
KaTtanoray);

— U3MeHeHWe pexumMa paboTbl TOYKM MOHTUPOBaHUA.

Cnucok yacTto ucnonb3yemMbix onuyuin KoMaHabl npusegeH B Tabnuue 7.
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Tabnuya 7
Onuma OnucaHue

-a, --all MoaoknounTh Bce ®C, nepeuncneHHble B /etc/fstab

-f, --fake Umutayua nogknioveHna ©C. BbinonHAKTCA Bce AeUCTBUSA, KpoMe
HernocpeacTBEHHO MOHTUPOBaHUA

--bind Co3gaHue cMHOHUMAa And KaTanora

-, --internal-only Mcnonb3oBaTh TONbKO NogaepXusaemble KomaHgon tunsl ©C 6e3
Bbl30Ba BHELLHUX 06paboTynkoB

-n, --no-mtab He dukcupoBath hakT nogknioveHusa B dpaine /etc/mtab

-0 <onuuu>, CneuuduyHeie Ana KoHkpeTHoro Tuna ®C napameTpsbl,

--options <onuun> pasgeneHHble 3anaToun

-0, --test-opts <onuun> Mcnonb3yeTcAa ¢ -a Ang orpaHudeHus cnucka ®C

-1, --read-only lMogknioyeHWe B pexxmme TOMbKO A58 YTEHUA, aHanor -0

-t <Tun>, Cnucok TunoBs nogknoyvaemMbix OC

--types <tun>

--S0uUrce <UCTOYHUK> FlBHOe ykasaHue UCTOYHUKA

--target <uenb> AIBHOE yKasaHue TOYKM MOHTUPOBaHUA

-v, --verbose [MoapoBHbLIN OTUYET O BbIMOMHAEMbIX JEACTBUAX

-W, --1w, --read-write [MoaknoyeHne B pexnmMe YyteHusa/3anmcu (Mo ymonyaHuo)

-h, --help CnpaBka no cnocofy Bbi3oBa U onuUAM KOMaHbl

MHdopmauua no moHTupyeMbim ®C oTobpakaeTca B crneunanbHOM CUCTEMHOM dpaune
AuHamuyeckoi KoHdurypauum ®C/etc/mtab. Npu BbiNOMHEHUN KOMaHObl mount WHdOpPMaLUus
0 MOHTUpoBaHun ®C oTpaxkaeTcsa B 3TOM (paine, ecnv 310 He OTKITHYEHO cneuuarnsHo.

BHUMAHUE! MOHTUPOBAHUE TPOU3BOJIbHLIX ®C OOCTYMHO TOJNbKO
CYMNEPIMONBb3OBATENK. MOJIbSOBATEJIb MUMEET BO3MOXXHOCTb BbIMONHUTL C
MOMOLIbKO 3TOWM KOMAHObI TONbKO OMEPALIMMA, CBOMCTBA KOTOPbLIX 3AJAHbLI B
OAWNE CTATUHMECKON KOHOUTIYPALIMM ®C /ETC/FSTAB C OMNUWMEN USER.

3.5.4. KoHpurypauyua ®C- fstab

Ana onucaHus asToMaTU4yecku nogknoyaemblx OC npegHasHauyeH CUCTEMHbIN
KoH(UrypayumoHHbii dpann /etc/fstab.

Cratuyeckas KoHpurypauua ¢C cogepxut MHopmaLmio 0 NoaKIHYeHUnn HeobxoguMbix
Ana dyHKynoHuposaHua OC ®C u ®C gna aBTOMaTUYECKOro MOHTUpOBaHUA. [Mpu 3TOM
yKa3blBaeTCA UX HasHayeHue, TOYKM 1 ONuun MOHTUPOBAaHUS.

Kaxxgaa cTpoka daina umeet cregyolnin opmart (nona pasgenawTcd npobenom munu
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Tabynauuein n onucadbl Tabnue 8):
<file system><dir><type><options><dump><pass>

Tabnuya 8

[one OnucaHue

file system |Mmsa ©C unu dpaiina ycTpoicTsa, MOXeT coaepxatb UUID pasgena xecTkoro

Aucka

dir Touka MoHTUpoBaHUA B OC, MOXKET yKasbiBaTbCA None Ans cuctemMHbix ®C unu
drannos nogkadku

type Tun ©C

options Onuuu MoHTUpOBaHUA Yepes 3anaTylo 6e3 npobenos, 3HayeHue defaults

onpegenser onuuu no ymonyaHuto. Coctas onuuii 3aBucuUT oT Tuna ®C 1 MOXeT
BKNtOYaTh criegyoLme:

auto — aBTOMaTU4ecKkoe MOHTUpPOBaHue (Unu no mount -a);

noauto — TONbKO py4HOE MOHTUPOBAaHUE;

exec — UcnonHAaTb dannel ¢ ®C (No ymonyaHuio);

ro (rw) — pexxMm TONbKO ANA YTEeHUS (UTeHUsa/3anucu);

sync (async) — CUHXpPOHHOE (aCMHXPOHHOE) BbIMOMHEHWE onepauui;

user — paspeLlueHue MOHTUpOoBaTh Norb3oBaTeneM (BKIOYaET Noexec, nosuid,
nodev — ecnun OHU He NnepeonpeaeneHsbi);

nouser — MOHTUpPOBaHWe TOMbKO cyrnepronb3oBaTenem (Mo ymonyaHui);
defaults — onyuu no ymon4yaHuto (rw, suid, dev, exec, auto, nouser, async);
suid (nosuid) — ncnonb3oBaHue (3anpeT) onepauyuni ¢ suid 1 sgid butamu;
nodev — 3anpeT ucnonb3oBaHUd annos yCTPOUCTB;

atime (noatime) — BKMOYaEeT (BbIKNOYAET) 3annCcb BpEMeHU 4OCTyna;

size — 3afaHue pa3mepa annoBoi cucTeMbl (Tonbko ang tmpfs).

dump ®nar pe3epBHOro KonMposaHusa yTUNuUToin dump, ecnm 1 — BbIMOIHAETCS
pe3epBHOE KoNuMpoBaHue, no ymonyaxHuw — 0

pass Mopanok npoBepku uenoctHocT ®C npu 3arpy3ke KomaHAaon fsck:
0 — He npoBepAThH;

1 — kopHeBada ®C;

2 — ocTtanbHble ®C.

B TekcTe Moryt ucnonb3oBaTbCAd KOMMEHTapuUW CcTaHOapTHOro BuAa C HayvanbHbIM

CUMBONIOM «#».

3.5.5. PaamoHTUpoBaHue — umount

MoagkntodeHHble ®C MoryT ObiTb OTKIMHOYEHbI UMM MOFYT OTKIKOYaTbCA aBTOMaTUYecKU.
Py4yHoe oTkntoyeHue TpebyeTrca neped pU3NYECKUM U3bATUEM HoOcUTend, Hanpumep USB
new-gucka, unu npu HeobxoAUMOCTU BbIMOMHUTL MNpodunakTudeckoe obcnyxusaHue,
Hanpumep rnpoBepKn U BOCCTAHOBIEHUS C MOMOLLbK KOMaHAbl fsck.

CeteBble ®C MOryT OTKNOYaTLCA B Cnyvae notepu CBA3M € yaaneHHbIM UCTOYHUKOM.
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lMepen otknioyeHnem ®C 3aBeplnTb BCe paboTawline C Hel npouecchbl (Hanpumep,
BbIATW U3 KaTanora TO4KM MOHTUPOBAHUSA).

BHMMAHUE! ©®C HE MOXET bBblTb OTKIOYEHA, ECIM CYLWECTBYIOT
MPOLIECCHI, OBPALIAKOWMECA K MPUHAONEXALIMM EW  QAWUNAM (OEPXAT
OTKPbITbIMW OECKPUMTOPLI). B 3TOM CNYYAE ®C CYUTAETCH SAHATON («BUSY»),
M MOXET BblTb OTKIKOYEHA §NWBO MPUHYOUTENBHO, NMUBO C OMUMEN
OTNOXEHHOIO OTKITKOYEHUA.

[na onpeneneHna 3aHumarowux ®C npoueccoB MOXET ObiTb UCMONb30BaHa crnyebHas
KoMaHAa fuser, Hanpumep:

$ fuser -v <xaTamnor>

[Mpu aTom OyaAeT BbiIBEAEH CMUCOK (painoB U UAEHTU(PUKATOPOB MPOLIECCOB, KOTOPbIe UX
OTKPbINN.

Mpyu Heo6XoAMMOCTU C MOMOLLbIO OMUUIA KOMaHAbl fuser MepeYncrieHHble npouecchl
MOryT ObiTb 3aBEPLUEHDI.

[Ona oTknwoyeHua (pasMOHTUMpOBaHUA) MOAKNHYEeHHbIW PC npegHasHayeHa KoMaHAa

umount, UMetoLasa crnegyloLunin 06o00LeHHbIN hopMaT Bbi30Ba:

$ sudo umount

[options]

{<directory>|<device>}

rae B KayecTBe apryMeHTa MOXET yKa3biBaTbCA YCTPOMCTBO UMK TOYKA MOHTUPOBaHUA.

Cnucok yacTto ucnonb3yemMbix onuyuii KoMaHabl npusefeH B Tabnuue 9.

Tabnuya 9
OnuwmAa OnucaHue

-a, --all OtkntounTb Bce OC, nepeyncneHHole B /etc/mtab, 3a ucknovyeHnem
BupTyanbHon ®C /proc

--fake WMmutayua otknoveHns ©C. BoinonHAKTCA BCe AENCTBUA, KpoMe
HenocpeacTBEHHO pa3MOHTUPOBAHUSA

-f, --force [MpuHyauTenbHoe oTkmoyeHune ®C

-1, --internal-only Mcnonb3oBaTtb TONbKO noaaepkmusaemMble kKomaHgon tunel ®C Ges
Bbl30Ba BHeLLHUX o6paboTynKoB

-I, --lazy OTnoxeHHoe oTkNoYeHue 3aHATLIX @C nocne ux ocBoboXxaeHus

-n, --no-mtab He doukcuposaTh hakT oTKMoYeHUA B aiine /etc/mtab

-0, --test-opts <onuun> Mcnone3yeTcq ¢ -a ona orpaHuyeHns cnucka ©C

-R, --recursive PekypcuBHoe oTknoyeHne ©C

-, --read-only B cnyuae Heyoauu oTknoyeHus ®C, nepenoakitoyeHne B pexnume
TOMNbKO ANSA YTEHUA
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OKoHYaHue mabnuybl 9

Onuua OnucaHue
-t <Tnn>, Cnucok Tunos oTknovaemblx PC
--types <tun>
-V, --verbose [MoapoOHbI OTYET O BhIMOTHAEMbIX AeACTBUAX
-h, --help CnpaBka no cnocofy Bbi3oBa 1 onNUUAM KOMaHbl

[na pasmoHTUpoBaHUA W ocBoboxaeHns PC NOAKMHYEHHbIX CMEHHbIX HOcuTenen

MHOpMaLUK NpeHa3Ha4YeHa KoMaHaa eject.

3.5.6. lpoBepka u ucnpasneHue — fsck

[ns npoBepkM LENOCTHOCTM W uUcnpaBneHUs owubok npegHasHavyeHa cUCTeMHas
KoMaHaa fsck, umetrolas cnegyownini 0600LeHHbIN popMaT Bbi30Ba:

$ sudo fsck [options] [-t fstype] [filesys .. ] [-—] [fs-specific-
options]
roe:

fstype-Tun ®C;
filesys— TOYKa MOHTUPOBaAHMUE UNKU dain YyCTPOMCTBA;
fs—-specific-options— cneunguyHsle ang tuna ®C onuuun.

Kak u MHorne KomMaHabl 3TOI rpymnnbl, MOXET Bbi3biBaTb AOMNONHUTENbHLIE 06paboTUmMKy,
cooTtBeTcTByowWKe Tuny ®C (Hanpumep, fsck.vfat).

BHUMAHWE! ONA BO3MOXHOCTU UCMPABINEHUA TPEBYETCA MOHOMOJbHBLIN
AOCTYN K &C. MNEPE[] BbINOJIHEHMEM KOMAHObl FSCK ®C [OOJDKHA bBbITb
PASMOHTUPOBAHA.

B Tabnuuye 10 npuBeaeHbl OCHOBHbIE ONUUKU KOMaHAabl fsck.

Tabnuuya 10
Onuwusa OnucaHue
-A [MpoBeputk Bce ®C, nepeuncneHHsole B /etc/fstab
-M He npoBepATb NpuMoOHTUpOBaHHbie ®C
-N amynauna 6e3 peanbHoro npumeHeHnsa Ha ®C
-P Wcnonb3yeTca ¢ -A And yKkasaHusa NpoBepku KopHeBoin C
-R Mcnonb3yeTca ¢ -A Ang UCKNOYEHUA NpoBepku KopHeso ©C
-S Cepuanusauua onepaun
-t <Tun> Cnucok Tunos npoeepsemMbix ®C
-V [MoApOOHbIA OTYET O BbIMOMTHAEMbIX AeACTBUAX
-h, --help CnpaBka no cnocofy Bbi3oBa ¥ onuuaM KOMaHAbl
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B kayecTBe cneynduyHbix TNy ®C onuyuii 3a4acTyto UCMOMb3YHTCA cneayoLlue:

—-a — aBTOMaTU4eckoe WcMpaBneHue BbIABNEHHbIX npobnem 6e3 3anpoca
noaTBEPXAEeHUS Y Nonb3oBaTens;

— -N — OTKIMKOYEHUE UCTIPAaBIeHUs BbIABNEHHbLIX Npobnem, BbiBoA4 TOMbKO UHopMaLuu o
HUX;

—-I — WHTEePaKTUBHbIA pPEeXUM WCMpaBreHNs BbISIBIIEHHbIX MpoGnemM ¢ 3anpocom
NoATBEPXAEHUS Y Nonb3oBaTens;

—-y — BO MHOMMX cnyyas ykasblBaeT aBTOMaTU4YECKU WCMpPaBriATb BCE BbiSIBMIEHHbIE
OLLMOKMN.

Kog, Bo3BpallaemMblit KOMaHOoW fsck, ABMNFAETCA CYMMOW CreayroLwmnx YyCnoBUm:

— 0 — HeT owwuboK;

— 1 — ownbku ®C ucnpasneHsbl;

— 2 — Heobxoauma nepesarpyska CUCTEMbI;

— 4 — ownBkn ®C He ucnpasneHbl;

— 8 — B npouecce npoBepKu NPOU3OLLIN OLLINBKK;

— 16 — HeBepHoOe Ucnornb3oBaHue KoMaHabl MM6o CUHTaKcu4eckas ownbka;

— 32 — fsck 6bina npepBaHa nonb3oBaTenemM;

— 128 — owmnbka pasgensaemMbix 0ObeKTOB.

MNpwu 3arpyske cuctembl BbiNonHAeTcA nposepka ®C cormacHo OMNuUUSAM CTaTUYECKOW

KoHpurypauum ©C B /etc/fstab.
3.6. YnpaBneHue y4yeTHbIMM 3anUcAMU U napameTpamMu ayTeHTUpUKaLum

3.6.1. YnpaBneHue y4eTHbIMU 3anucaMM nosnb3oBaTenen u rpynn

B OC cyulecTByHOT cnegyloLle cucteMHble painnbl YY4ETHbLIX 3anucen:

— letc/passwd — yyeTHbIE 3annCK NoNb3oBaTenen;

— [etc/group — yJeTHbIE 3anucK rpynn ¢ ykasaHWeM UneHcTBa B HUX Nonb3oBarernen;

— letc/shadow, /etc/gshadow — HegocTynHble ANA YTEHUA HENPUBUIIETMPOBAHHLIM
nornb30BaTeNnaM CKpbITbie YacTu YYETHbIX 3anucen (maponu).

B npouecce ynpaBneHUs Yy4YyeTHbIMW 3anuUcAMU Hapsdy C co3gaHWeM KaTaroros u
ApYyruMu HeobxoaumMbiMU onepauusiMyi NpousBoauTCA MoauduKaLma nepeuncneHHbix gainnos.

YnpasneHue y4yeTHbIMI 3anucsaMu BKITKOYaET cnegyolne agMUHUCTPaTUBHbIE AEACTBUS:

— ynpaBreHue y4yeTHbIMU 3anucamu nonb3osarteneit (adduser/deluser);

— U3MeHeHue atpubyToB y4yeTHOW 3anucu nonb3osatensa (usermod/chfn/chfs);
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— ynpaBreHue y4yeTHbIMU 3anucamu rpynn (addgroup/delgroup);

— U3MeHeHue atpubyToB K cocTaBa nonb3oBarenen rpynnbl (gpasswd);

BbinonHeHWe ykasaHHbIX AeiUCTBUIN TpebyeT npaB agMUHUCTpaTopa.

3.6.1.1. YnpaBneHue y4yeTHbIMW 3anucaMu nonb3osarenei — adduser/deluser

CosnaHue nonb3osateneit OC BbINOMHAETCA C MOMOLLbI KOMaHabl adduser.

[daHHaa komaHpa npeacTtaBnseTr coboil CKpUNT KOMaHAHOW 000noyku, Mo3BONALLUIA
co3gaTb Y4YeTHyl 3anucb nonb3oBaTens, copMupoBaTbh AOMAaLLHUMA KaTanor u3 wabnoHa B
/etc/skel, 3apaTb napaMeTpbl YYETHOW 3anucKU Monb3oBaTend W Has3HauiuTb naponb B
UHTEpPaKTUBHOM pexume. [NToMUMO 3TOro peanu3oBaHa BO3MOXHOCTb CO34aHUA nonb3oBaTens B
HEe UHTEpPaKTUBHOM peXuMe.

[na co3gaHua nonb3oBaTensd BBECTU KOMaHAY:

$ sudo adduser <monb30BaATENbL>

Onuyuun --system K --group no3BonAT 3adaTb CO3JaHUEe CUCTEMHOro nonb3oBaTenu U
yKasaTb rpynmny rnorb3oBaTtens.

[na ynaneHWsa yJyeTHOW 3anucu nonb3oBaTens UCMonb3yeTcs KoMmaHda deluser. [lo
yMonyaHuio JaHHasa KoMaHaa He yaansaeT JOMallHWUA KaTanor U NoYvToBbId AWK nonb3oBartens.
Ecnu Heobxogumo ymanuTe OOMAaLUHWIA KaTanor, ucnomnb3yetcd onuusa --remove-home. [lpu
yKasaHun onuuun --remove-all-files ygandwTca Bce npuHaanexaljue nonb3oBaTtento dannsl,
BKMOYas NoYTOBbIN AWK U AOMALLHUIA KaTanor.

®opmaT Bbi3oBa:

$ sudo deluser <noJnb3o0BaTeJb> [OILMHK]

3.6.1.2. ameHeHue aTpubyToB Yy4YETHON 3anucu nonb3osartens — usermod

ATpubyThl y4yeTHOW 3anucu nonb3oBaTensa (pacnonoXeHue [AoMmallHero Karanora,
KOMMEHTapuii K Y4YeTHOW 3anucu, rpynna nonb3oBaTend, KomaHAHas obonoyka U ap.)
M3MEHSITCA C MOMOLLbI0 KOMaHAbl usermod.

®opmaT Bbi3oBa KOMaHAbl usermod:

$ sudo usermod [onumu] <MMA NOJIb30OBaATENIA>

B Tabnuuye 11 npuBeaeHsl Hanbonee YyacTo UCMonb3yemble ONUUN JaHHOW KOMaHabI.

Tabnuuya 11

Kntoy OnucaHue
-C <KOMMeHTapui> M3MeHUTb KOMMEeHTapui K y4eTHON 3annucu
-d<nyTb> Cosaatb JOMallHWiA KaTanor no ykasaHHOMY nyTu
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OKoHYyaHue mabnuybi 11

Kntoy OnucaHue
-m lMepeMecTUTb JOMaLLHWIA KaTanor (HOBOe pacronoXeHue
yKa3blBaeTCH C MOMOLLbIO onuuu -d)
-s <obonoyka> YCcTaHOBUTb KOMaHAHY0 000M0uKy
-g <ugeHTudukaTop_rpynnbl> M3MeHUTb NEPBUYHYIO Tpynny

Ona ynpaBneHua oTAenbHbIMK aTpubyTaMuM YJYETHOW 3anucu MOryT MPUMEHATHCA
KOMaHabI:

— cnfn— U3MEHEeHUe onucaTenbHOoW YacTh YYETHOWN 3anucu;

— chsh— U3MeHeHue KoMaHgHoW obonouyku nonb3oBaTens, npegocTaBnsaeMon eMy npu
KOHCONbHOM BXo0Je.

3.6.1.3. YnpaBneHue y4eTHbIMU 3anucamu rpynn — addgroup/delgroup

Co3gaHue yyeTHbIx 3anucei rpynn OC BbINONHAETCA C MNOMOLLbI KOMaHAbl addgroup.

[MpuMep Ucnonb3oBaHUA:

$ sudo addgroup [onumm] <rpynmoa>

Onuyma --system no3BondeT 3a4artb Co3AaHue CUCTEMHOW rpynnbi.

Ona yoaneHua Yy4veTHOW 3anucu Trpynnbl Nonb3oBaTenei UCMonb3yeTcA KomMaHaa
delgroup:

$ sudo delgroup <rpynmoa>

BHUMAHUE! TMEPBUYHAA TPYITMA CYLWECTBYIOWENO T1ONb30OBATENA HE
MOXXET BbblTb YOAJIEHA.

3.6.1.4. \ameHeHue aTpubOyTOB U CcOoCTaBa nosfib3oBaTenen B rpynne — gpasswd

YTunuta gpasswd ucrnonb3yercd ANA WU3MeHeHUa aTpubyToB rpynnbl U ee cocTasa
nonb3oBartenei. Hapagy c UnNeHCTBOM Monb3oBaTenei Mo3BOMAET YCTAHOBUTL Maponb Ha
rpynny Unu U3MeHuTb cCocTaB ee agMUHUCTPaTOpOB.

YTunuta ynpaBnAeT TOMbKO JlOKanbHbLIMW TrpynnaMM U BTOPUYHbIM  UNEHCTBOM
none3oBateneil. [lepsuyHas rpynna nornb3oBaTenein ABNAETCA aTpubyToM ero yyeTHoW 3anucu
N U3MEHSETCA C NOMOLLBI YTUNUT U3MEHEHUSA YYETHOW 3anucu nonb3oBartens.

[na nobasneHnsa nonb3oBartens B rpynny UCnonb3yeTca KomaHaa:

$ sudo gpasswd --add <nomnb30BaTeNb><Tpynna>

[na yoaneHua nonb3oBaTens U3 rpynnbl UCNONb3yeTcd KoMaHaa:

$ sudo gpasswd —--remove <NOJLZ0BaTEJNb><TpPYIINna>
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3.6.2. YnpaBneHue napameTpamu ayTeHTUdUKaLum

YnpasneHue napameTpamu ayTeHTUMKaLUKN BKNOYaeT aAMUHUCTPaTUBHbIE AENCTBUSA:

— ycTaHOBKa napond nonb3osBartensd (passwd);

— HacTpoWiKa cpoka AeicTBuA naponsa nonb3oBarensd (chage);

— HacTpoiika 6rMoKUpOBKM yYETHOM 3anucu nomnb3osartensd (usermod, passwd);

— YYeT HeycrneLHbIX NoNnbITOK BxoAa B cuctemy (faillog).

BbinonHeHWe ykasaHHbIX AeiUCTBUI TpebyeT npas agMUHUCTpaTopa.

3.6.2.1. YcTaHoBKa napons nonb3oBartens — passwd

N3meHeHue napons nonb3oBaTens BbINOMHAETCA C MOMOLLbIO YTUMUTLI passwd.

CMeHa napons MOXET BbIMOMHATLCA MO UHULMATUBE MOMb3oBaTens nocne UcTevyeHus
€ro BpeMeHu AenUCcTBUA UMK NPAMON YCTaHOBKOW Unu c6pocoM agMUHUCTPaTOPOM.

Bbl30B KOMaHObl passwd 3anyckaeT CcUeHapuh CMeHbl Mnapons Ans Tekylero
nonb3osartens. [OnA W3MeHeHUs napofid KOHKPETHOro mnonb3oBartens TpebywTca npasa
aagMuHUCTpaTopa:

$ sudo passwd <OOJLZOBaATENbL>

B xode cueHapus cMeHbl napons nonb3oBatento OydeT NpeanoXeHo BBECTU cTapbli
naposnib, MOcCfe TMpOBEepKW KOTOPOro nonb3oBaTenb [JOMMKEH BBECTU HOBbI Mapofb U
noaTeepauTb MOBTOPHbIM BBOAOM. B crnyyae 3anycka ¢ npaBamu agMUHUCTpaTtopa cTapbiit
napornb He 3anpawusaeTtcs. [1pyu 3TOM K Naponto nosnb3oBaTens NpUMEeHseTCcs cylecTByoLwas B
cucTemMe NonuTuKa naponen.

TunoBas napornbHas NONUTUKa BKMKOYAET creyowue npasuna: napornb AOMKEH UMETb
He MeHee LWecTU CUMBOMOB (MPEANOYTUTENBHO — BOCEMb CUMBOJIOB), coAdepXaTb Kak
NPOMUCHbIE, Tak U CTPOYHbIe BYKBbI, 3HAKU MPENUHAHUA U LUdpbI.

[aHHaa komaHaa moguduumpyet dann /etc/shadow, coxpaHas B HeM 3alundpoBaHHoe
npeacTaBrieHe HOBOro napons.

BHMMAHME! MNAPOIJb PEKOMEHOYETCH CO3ABATb CNOCOBOM,
MAKCUMANBHO 3ATPYOHAKLWMM ErO NOOBOP. HAUBOJEE BE3OMACHbLIN MAPOJb
COCTOUT U3 CNYYAMHOW (NMCEBOOCNYYAUHOWN) MOCNEOOBATENIbHOCTU BYKB,
3HAKOB MPEIMMNHAHWA, CTTIELUUWATNBbHBIX CUMBOJIOB U LIMOP.

MNAPOJIb XPAHUTCA B SAWWO®POBAHHOM BWAE, YTO WCKNKOYAET EIO
BOCCTAHOBNEHWME TIYTEM  HAMNMOMWUHAHWA. EAOMHCTBEHHbIM  CIMNOCOBOM
BOCCTAHOBINEHUA ABNAETCA YCTAHOBKA HOBOIO MAPOJA.

3.6.2.2. HacTpoiika cpoka geicTsus naponsa none3osartens — chage
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AENCTBUA naponsa mnonb3oBaTens WCMofib3yeTca KoMaHaa

chage. KOMaH4a U3MEHAET KONMNMYECTBO AHEN MeXay AaToi CMeHbl Napons U Aatoi nocnegHen

CMeHbI napongd. 3T1a uHgopmauyus

MCMonb3yeTca CUCTEMOW Ang onpeaeneHus MOMeHTa, Korga

nonb3oBaTenb A0/MKEH CMEHUTL CBOW napornb.

®dopmar Bbi3oBa:

$ sudo chage [onuuu]

<IIOJIL3OoBaTEeJb>

Cnucok Hambonee YyacTo Ucnosib3yemMbiX ONuUuin npuseaeH B Tabnuue 12.

Tabnuuya 12

Knou

OnucaHue

-E, --expiredate JATA

YcTaHOBUTL AaTy OKOHYaHUa AencTBuA naponsd (B dgopmare
rrrr-Mmm-an)

-1, —inactive KON_QHEN

YcTaHOBUTbL HEAKTUBHOCTL Napons rnocrie ycrapesaHus B
3HaueHune KOJ1_OHEU

-m, --mindays MMH_[JHEN

YCTaHOBUTb MUHUMaIbHOE YNCTO AHel nepes CMeHo
napons

-M, --maxdays MAKC_JIHEW

YCcTaHOBUTb MakCUMarbHOe YUCTO AHe Nnepes CMeHOM
napons

-W, --warndays JHEMN

YCcTaHOBUTL KONUYECTBO AHEN C Bblaayel npegynpexneHus
0 HeobXxo4MMOCTU CMEeHbI Napons

3.6.2.3. HacTpoika 6nokupoBKM YYETHOW 3anucu nonb3osarens — usermod, passwd

bnokupoBka y4eTHOI 3anMcu MOXET OblTb Npou3BeaeHa crieayrwuMmn cnocobamu:

— OrpaHUYeHneM cpoKa KMU3HWU YYETHON 3anucu;

— cbpocom napons nonb3oBaTens;

— BnoKMpoBKOW Mapons nonb3oBaTens.

OrpaHuyeHue cpoKa >KU3HU YYEeTHOW 3annucu Npou3BoguTca KOMaHaon usermod:

$ sudo usermod —--expi

redate <garTa><noJjb30BaTe]ib>

B ykasaHHOW KoMaHOe fata ykasbiBaetca B copmare [TTT-MM-A. Ecnn Heobxogumo

BbIMONMHUTE OMOKMPOBKY YYETHOW 3anucu HemedrneHHo, To B KavecTBe AaThbl ykasbiBaetca 0.

Ecnu TpebyeTca coenatb y4eTHy0 3anucb 6eccpoyHon — -1.

Onepaumn cGpoca naponsi nonb3oBaTenss U ero OrNOKMpOBKA OCYLIECTBASETCA C

MOMOLLIbO KOMaHAbl passwd.

[na cbpoca napons BBECTU:

$ sudo passwd —--delete <moJbp30BaATENbL>

[na GnokupoBK1 Naponsa BBECTU:
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$ sudo passwd —--lock <nonb3oBaTENbL>

[na pa3bnoknpoBKu napons ucnonb3yeTca cnegyrollad KoMmaHaa:

$ sudo passwd —--unlock <moJbp=0BaTENb>

3.6.2.4. Peructpauusa HeycrnellHblX NONbITOK BXoAda B cuctemy — faillog

B cnyyae BBoga HeBepHOro naponsa Npou3BoguTCA 3anucb 0 gakTe HeycnellHoro Bxoga
B CMCTEMY B XXypHarn HeyadaudHbIX nonbIToK /var/log/faillog.

KomaHga faillog MoOKasbiBaeT COAEPXUMOE XKypHana HeyaayHbIX MomnbITOK
(cpann/var/log/faillog) Bxoaa B cuctemy. Takke oHa MOXET ObiTb UCNONb30BaHa ANnd ynpaBneHus
CYETYMKOM HeydayHbIX MOMbITOK U UX orpaHudeHuem. lNpu 3anycke faillog 6e3 napameTpos
BbiBOAATCA 3anucu faillog Tonbko Tex nomb3oBaTeneur, Yy KOTOpbIX UMeeTca XoTa Obl oaHa
HeyaayHas nonbiTka Bxoga.

[MpenenbHoOe YKuCno MONbITOK BXoAa ANA Kaxaon yvyetHoun 3anucu pasHo 10. [Ina cbpoca

HeyaauyHblX MOnbITOK BXoda NpuMeHAaeTcAd onuna -r.

3.6.3. l'pacbnyeckas ytunura ynpasneHusa yYeTHbIMU 3anucaMu — muser

Ana ynpaeneHus rpynnamu nonb3oBaTtenein, nonb3osaTensaMu U aTpubytamu
BesonacHocTu B coctaB OC BXxoguT rpaduyeckas yTunura muser.

3anyck yTUNUTbl BbIMOMHAETCA C MOMOLLLIO NyHKTa «[lonb3oBaTenu U rpynnbi» U3 MEHI0

OC, nnbo c NnoMoLLb0 KOMaHabI:

$ muser-runner
Ha rnaBHOW 3KpaHHOW (popme npeacTaBlieHbl OCHOBHbIE CBOWCTBa MOMb30BaTENEeN,

rpynn u MaHaaTHbIX aTpubyToB (puc. 22).

|+ Y¥TuNWTa HaCTPORKH NONE30BaTEARN M Tpynn =EiN|

®ain Mpaska HacTpowkw Cnpaexa

\gi;«"ﬂ,DEEBHTb == YpanhTs ' T[lpaBka - MamesnTs napons eDﬁHOBMTb

Monk3osaTenn | Tpynnel | YPOBHW LENOCTHOCTM | KaTeropw UenocTHOCTH  YPOBHW KOH$pWAeHUWansHocT | KaTeropww | Tar [P

UID > JNorwH MonHoe uMs HomawHni kaTanor Obonoyka MWH. KOHTEKCT KoHTEeKCT

1000 developer fhome/developer fbin/bash il=0tie=0x0:l=0:c... il=0:1c=0x01=0:c=0x0t=

1001 testuser testuser fhomeftestuser /bin/bash il=0:ic=0x0:1=0:c... l=0:ic=0x0:l=3:c=0x0:t=
Puc. 22

B BepxHeil yacTu npegcTasneHbl MEHIO U NaHenb UHCTPYMEHTOB And BbICTporo gocTyna
K OYHKUUAM yrpaBrneHus yYeTHblMU 3anucamn. [pu co3gaHum yyeTHbIX 3anuncein npuMeHseTca
pA4 CUCTEMHbIX MpedycTaHOBOK, AOCTYN K KOTOPbIM BO3MOXEH C MOMOLLbIO MYHKTOB MEHI0
«HacTponku» (CM. puc. 22).

MeHIo «HacTpoiku» COAEpPXUT MYHKTbI:



58
®JIMP.90001-01 34 01

— «lMoka3aTe naHenb WHCTPYMEHTOB» — BIMAET Ha CKpbITUE NaHenu WMHCTPYMEHTOB
NPUIOXEHUS,

— «lMokasaTb cUCTEMHbIX MOrNb3oBaTenen/rpynnbl» — €Ccnu akTUBHO, TO BO BKNagkax
«[Monb3oBatenu» U «lpynnbi» oTOOpaxalwTcA BCe MoMb3oBaTenu W T[Pynnbl, BKIOYasa
CUCTEMHBIE;

— «PaspelwumnTb pegakTupoBaHue aTtpubyToB 06esonacHoOCTU» — €ecni  akTUBHO, TO
paspellaeTcs BHOCUTb U3MEHEHUS B cocTaB aTpubyToB Ge30nacHOCTU Ha COOTBETCTBYHOLLUX
BKnajgkax;

— «HacTpoiku no ymonyaHui» — Bbl3blBaeT Auanor NMpocMoTpa HacTpoeK co3faHus
nonb3oBaTenei 1 rpynmn, NpUMeHaeMbIX no ymonyaHuiwo (6epytca us daiina /etc/adduser.conf)
(puc. 23).

— «CroXHOCTb Mapons» — Bbi3blBAET Ouanor peaakTUpoBaHUA CMOXHOCTU napons
(puc. 24);

— «CnoxHocTb PIN (GuardantlD)» — Bbi3blBaeT auanor pefakTMpoBaHUA napamMeTpoB

cnoxHocTtu PIN GuardantID (puc. 25).

(2% [fapameTpul no y LA
OnucaHune 3Ha\ueHne
Obono4ka /binjbash
HomaliHui kaTanor jhome
CosgaTe gomawHwi kaTanor B fhome/groupnamejuser? no
CozfdaTh OOMaluHWA kaTanor B fhomefufuser? no
Pacrnonoenune wabnoHa gomawHero katanora Jetc/skel
MepBLlid cucTemHLI UID 100
Nocne HWA cuc TemHbIR UID 999
MepBLIR cucTemHBIR GID 100
Mocne oHWA cucTemHein GID 999
Nepswii UID 1000
Mocnegxuin UID 599499
MepBwin GID 1000
MNocnegHuii GID 59999
Co3gaThk rpynny Kak uMsa nois3ceaTtena? yes
Co3zfaTk NonksoBaTens B rpynne c GID 100
Mpasa OOCTyna Ha BHOBL CO3QaBaEMbLIE OUPEKTOPKIA 0755
YcTarnasnumeaTe SETGID Ha gomMawHWiA kaTanor? no
3aKaBbl4MTh WUMA NoNb3oBaTENsA i
PerynspHoe BoipaeHne 4nA urHopuposaHus dhannos npu konuposad... "dpkg-(old|new|dist|save)"
[ oK

Puc. 23
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W3MennTe NapaMeTpel CROMHOCTH Napons

| NpoBepka UMeHn NonL30BaTens
| MNposepka GECOS

V| MpUMEHATE 417 NoNb30BaTENs root

V! MUuHMMansHaR AAWHS HOBOro Napons:

o 8
|| MUHMMansHoe KoNW4ecTBo CTPoYHLIX Byks B HOBOM nNapone:
W 0
|| MuHMMankHoe Konu4ecTBo 3arfaeHeix byks B HoBoM napone:
I 0
|| MUHUMaNLHOS KOMMHYECTBO Ludp B HOBOM Napone:
L} 5]
| | MuHMMansHoe KONMYeCcTBO APYT WX CUMBO/OB B HOBOM Mapone:
| :- 0

i MuHMManeHoe KoNWYecTE0 K13ccoB CUMBONOE ANS HOBOro Naposs:

| 0

¥ MakcuMansHoe KonMHecTBo MoBTOPRIOLNXCH NOAPAL CMMBOMOE!

; - 3

[ oK 1| OTMeHa

Puc. 24
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Tapaerpe cHomADETH PINl (GUardan
v | MuHUManeHas gnuHa Hosoro PIN:
i) 8
MUHUMaNBHOE KONMYECTBO CTPOHHbLIX Byks B HoBOM PIN;
= 0
MWUHUMENEHOE KONWYeCTED 3arnaeHeix byks 8 Hosom PIN:
" =0
MUHIMaNLEHOE KoNWYeCTEO LUndp B HOBOM PIN:
L= 0
| MUHWMMaNsHOe KONMHeCTBO APYT WX CUMBOMOB B HOBOM PIN:
3 =
MuHWMaNEHOS KONWYECTEO K/1ACCOB CUMBONOE ANA HoBoro PIN:
L) 0
v MakcumansHoe KONMYecTBO NoB TOPADLWWXCH NOAPAL CUMEOOB!
I 3
| ok OTMeHa

Puc. 25
[nga BbinonHeHUsa onepayui no gobasneHuno, MoanUKaLumn, yoaneHuo y4eTHon sanucu
norb3oBarens U U3MeHeHuo napons HeobxoaumMo BbiGpaTh BKNagky «llonb3oBaTenu» rnasHoOM
3KpaHHOW popMbl.
Haxatue kHonku [[Jo6aBuTb] Ha naHenu UHCTPYMEHTOB 3arnyckaeT Auarnor cosgaHus

HOBOTrO nonb3oBaTens (puc. 26).

oblne  BTopuyHele Fpyrisl |

Norud: Il

UiD:
MepawnuHas rpynna; V| Hosas
obonoqka: Jbinfoash -
OdomawHui kaTanor: fome | CasgaTe
GECOS:
YposaHs LenocTHOCTH KaTeropii LenocTHocTH  YpoBeHt KoHPUAeHLNankHoc T KaTercpu Terw (MogudvkaTops)
MH. KoHTaKCT! . :
il= 0 v|:|c=| ~|il=o x| e=| - | = | | =
¥YpOSEHs LENDCTHOCTY KETSropvi LENDC THOCTH  YpoBeHb KoHgIM A EHLNENBHOC TH KaTeropum Terw (MogubvkaTops)
KoxTercT! = T . i T I
il= o | =] vie= | |=ld=|o > | o= | v | t=| |-
OTMaHa
Puc. 26

Ha nepBoii BKnagke gnanora 3anofHATCA OCHOBHbIE CBOWCTBA YYETHOW 3anncu: NOruH,
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nageHTuduKkaTop mnonb3oBaTensd, KomaHaHasa obonoyka, AOMallHUA KaTtanor U onucaHue
GECOS. [lpu HeobxogumoCcTW, agMUHUCTPATOP MOXET yKasaTb MWHUMalnbHbIA KOHTEKCT
Be30nacHOCTU U KOHTEKCT AN nonb3osBaTens ¢ NOMOLLbIO BbiNagatwLlmx CrMckoB. Ha Bknaake
«BTOpUYHbIE Tpynnbi» MOryT ObiTb yKasaHbl rpynnbl, B KOTopble 6yaeT BXoAuTb Mofb3oBaTterb

nocne gobasneHusa B OC (puc. 27).
E}. Coaps o ODOT D MOMLI0BaTCN Q_QQ:

Ofle  BTOPWHHBIE FEYINE

GID * mA =
o roct
1 daemcn
2 bin
2 sys
a adm
5 tty
6 disk
7 153
] il
) naws
10 uucp
12 man
13 proxy
15 krmem
20 dialout
21 fax
22 volce
24 cdrom
25 floppy 5
OTMaHa
Puc. 27

CmeHa napons YxXe CO3JaHHOro Morb30BaTensl BbIMOMHAETCA C MOMOLbI KHOMKM
['aMeHuTb naponb] Ha naHenu MHCTPYMEHTOB. [1py 3TOM UCMOMb3yeTcA CUCTEMHLINA cUeHapuid
CMeHbI naporns, B Xxo4e KoToporo 6yayT 3anpolueHbl Heo6xoAuMble JaHHbIE.

[na u3MeHeHUA CBOWCTB YYETHOW 3anucu mnonb3oBaTend, cpoka ee OeNCTBUA UMK
BbiNonHeHUa ee Bnokuposku TpebyeTca BbibpaTb nonb3oBaTena U Haxatb [[1paBka). anee

OygeT 3anywjeH guanor pegakTMpoBaHUsa CBOMCTB BblOpaHHOWM y4eTHOW 3anucu (puc. 28).

obuwne BTopiyHbIE FEYTIAL MapamMeTprl BnokMpoBKn YNpagsieHne naponsm

TNornA: testuser
uiD: 1001
Mepan4Han rpynna: | testuser -
DBanoqYxa! Jeinfbash -
OoMaluHnil KaTanar: |
GECOS: \testuser,,,
YpoBeHE L enocTHOC T KaTercpu uenocTHoeTH  YpoBeHk KoHudeHUnaAkHoeTH KaTerapum Teru (MoguukaTops)
MIAH. KOHTEKET! ; - : - I
il= 0 - | Hie= ~ | t= (g - | o= - | t= -
YpoBEHE LenocTHOCTH KETEropi LenocTHocTH  ¥poBeHs KoHdMAeHULnankHooTH KaTerapum Terw (MogndwraTops)
KoHTakcT: x T L T
il= 0 | i ~ =3 > |ae= v | = -
Ck OTMaHa
Puc. 28

B otnuuune oT npoueaypbl co3gaHus, yacTtb obg3aTtenbHbiXx aTpubOyToB HeAoCTynHa And
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Moaudpukaunn.

Ha ocHoBHOI BKNagke Auanora AOCTYMHbl ANA U3MEHEeHWd: KomaHgHaa obonouka,
nepeuYyHasa rpynna nonb3oBaTtensd, AOMaLLUHWA KaTanor, onucaHue y4yetHoi 3anucu (GECOS), a
TakKe ¢ MNOMOLLbIO BbiMagatLwux CMCKOB 3a4alTcA KOHTEKCThl 6e30nacHoCTU.

Ha Bknagke «BTopuuHble rpynnbi» HacTpauBakwTCA [OMNOMHUTEMbHBIE IPyMmbl
nonb3oBarens.

Ha Bknagke «[lapameTpbl GnNOKUpPOBKU» [OCTYMHbI ANA pefakTUpOBaHUA CUETYMK
HeyfdauHbIX MOMbITOK, MakCUMaribHOe 4YUCINO HEYCNelUHbIX MOMbLITOK, a TakKe napameTpbl

BroOKMpPOBKM y4YeTHOM 3anucu (puc. 29).

e WaperiiTt coojic o nontooi CEEHE

oblue  BTopWYHele Toynnsl | MEpaveTps Dnoknposen | Ynpagredve napofiem
CHETHAK HeyCnellHkX NoNbIToK: 0f10 | CGBOCMTI:
MaKcHMansHoe HMCIo HeyCnew LK MonsTek: |0 =

MycTol napons

BENoKWposaTe Napois

BNoKUPOSaTE Y4e THYID 3aNMch

OK oTMeHa |

Puc. 29
MNpu Heob6xoguMMocTU cOpPOC CYETUYMKa HeyCrellHbIX MOMbITOK BbIMOMNHAETCA HaxaTuem
[COpocuTh].
Ha Bknagke «YnpaBrneHue naponem» yKkasbiBalOTCA HACTPOWKU BPEMEHM XU3HU YYETHOW

3anucu (puc. 30).

ﬁ N3preHiTE CEOMCTOA TToAksosaTone "testuser! BT

OBLyne BT opnYHbI2 TRy MapaMeTphl EHOKMDOBK&-‘I YNpasheHne Mapanam |
MUHUMANEHOS YUCAo OHSW MeX Oy cMEeHaMiU Naponsi:

an. |

MarcnmansHoe 4Uono QHER MeaOy CMEHEMW Maponed:
B £
Yacno Orelt BelOssSY Npe JynpesOekis 00 cMeHsl Napona:
|7 |-
HAcao GHeR HEEKTMBHOCT M MOCNS YCTapeESHWR Napons Ao baoknposkn y-H=THOR 3anvcw:

14,

Cpok 0elcTRUS YHaTHOA 33MUCi Mok 2083 TENs!

|01.01.2070 v

K OTMeHa |

Puc. 30
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MNapameTpbl BpeMeHU XU3HW 3adaloTca B AHAX. BBoa cpoka AeicTBMA BbINOMHAETCA C
NoMOLLbIO BbinagarLero kaneHgaps.

[nga yoaneHua nonb3osatens us OC Tpebyetca BbiOpaTh Nonb3oBaTeNnsa U HaXaTb KHOMKY
[Yoanutb] Ha naHenu MHCTPYMEHTOB, Npu 3ToM ByAeT 3anpoLleHo NoATBEPXKAEHUE BbIMONHEHUSA
ornepauuu.

[ng BbinonHeHUa onepayui no gobasneHnto, MoanUKaLnKn, yoaneHuo y4eTHon sannucu

Daitn MpaBka HacTpoitkn Crpaska
i‘i‘iﬂ,cﬁaauTb == YpammTe | lpaBka eOGHOBuTh

MonesoBaTenwn Mpyninst YpOoBHWM LenocTHOCTK KaTeropwn LiIeNocTHOCTH YpoBHM KOH¢)HAGHLLMEIH:HOCTH g

;_(_i_i_{?___ v Ums NepeusHas AnA  BTopudHan Ans |
| Tooo developer developer
1001 testuser testuser
| 64055 libvirt-gemu libvirt-qermu
Puc. 31

Haxatue [[JoGaBUTb] Ha MaHenu WHCTPYMEHTOB 3arnyckaeT Auanor co3faHus HOBOW

rpynnbl (puc. 32).

GID: |1050

VER festgrcup

Mone3oBaTeny B rpynne: Monk3oBaTenu HE B rpynne:
UD ¥ MoruH : UD  ~ foruH &
1000 developer 107 pulse

108 dnsmasq
109 postgres

110 saned
@ 111  lightdm
. 112 statd
P | 113 ntp

114 Dehian-snmp

115 ftp

999 vboxadd

1001 testuser

64... libvirt-gemu

65... nobody -

| ok OTMeHa |

T T

Puc. 32
B aouanore ykasbiBaeTca UMSA rpynnbl U MO XenaHuiw agMuHUcTpaTopa uaeHTudukarop
rpynnbl (GID). Takke B co3gaBaemyk rpynny MoryT ObiTb [JobaBneHbl BblOpaHHble
nonb3oBarenu. PefaktupoBaHue cocTaBsa rpynnbl BbINMOMHAETCA C MOMOLLBIO KHOMKKM [[TpaBkal.
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[na yananenusa rpynnbl U3 OC TpebyeTca BbiAENUTb TPYNNY U HaxaTb KHOMKY [YoanuTtb]
Ha naHenu WHCTPYMEHTOB, Npu 3ToM OygeT 3anpoleHo MNOATBEPXAEHUE BbINOMHEHUA
orepauuu.

[ocTynHble YPOBHM LIENOCTHOCTU, KaTeropuu LEnocTHOCTU, mMoaudukatopsl AocTyna
(Tarv) NpuBedeHbl Ha BKNagkax «YPOBHU LienocTHocTU» (puc. 33), «Kateropum LlenocTHOCTU»

(puc. 34) n «Taru (MogudukaTopbl)» (puc. 35) COOTBETCTBEHHO.

YTunuTa HacTpoOWKY NOALIOBATENEN W TPyNN

®ain (paeka HacTpoikn Cnpaeka

eOEHOBMTb
. Nons3osaTtenn Fpyrnel | YPOBHU LENOCTHOCTU | KaTeropuw LienocTHOCTH | YpoOBHW KOHQWASHUMANEHOCTH LA
D * HaumeHoBanwe OnucaHue
0 MNULL
32 Untrusted
64 Low
96 Medium
128 High
160 System
192 Security

Puc. 33

YTUAWTa HACTPOWKN N0 NEI0BATENEN W TPy

®ann lMpaBka HacTpoikw Crnpaska

c ObHoBUTL

Monb3oBaTent | Mpynnsl | YpoBHW LLenocTHOCTKH | KaTeropun UenocTHOCTU | YPOBHW KOHGMAEHUWANLHOCTA ‘1‘)
D ~ Havmerosanne  Ormcanve

0 NetService CeTeBhle cepBUChI
1 BupTyanusauus [ocTeBble CUCTEMBl M KOHTeRHepk!
2 cno CneuwnansHoe MO
3 Xorg rpadudeckuin cepeep Xorg
Puc. 34

®ain [lpaBka HacTpoilku Crnpaeka

e ObHoBWUTE

ICTHOCTW | YpOBHU KoHWOeHLWansHocT  KaTeropuu | Tarun (MogudwkaTopel) | Guardant ID = YcTpoicTea ]1
D * HauMmeHoBaHWe  OnucaHue -
0 ALL Cynep MoAudukaTop (NpegnonarasT HanuyMe Bcex N3BECTHLIX MogugKUKaTopos)

I CCnR Container Clearance not Required JocTyn K 3N12MEHTEM KOHTERHEPa OCyWEecTEN. ..

2 CICnR Container Integrity Clearance not Required JocTyn K 3MeMeHTaM KOHTeiHepa oc...

3 CHCTX BO3MOMHOCTL CMeHbl KOHTeKcTa obbekTa

4 CHMC WameHeHne MaHoaTHOW KoHbUOeHUWankHocTY 0bkekTa

5 CHMC MameHeHne MaHOaTHOW KOH(pUOeHUWanLHoCTY 0bkekTa

6 CHMID MoHmwKeHWe MBHOaTHOWM LenocTHoCTH obbekTa

7 CHMI iamMeHeHne MaHOaTHON LenocTHoCcTM obLekTa

a CHTAGS 3meHeHwe Habopa Teros obLekTa

9 OADDTAGS Oobasnerune Teros k KoHTekcTy 0bbekTa

10 ORMTAGS WecknloHeHne Teros U3 KoHTekcTa obbekTa

5 CHEQU BO3IMOMHOCTE ycTaHoBKW cybbekTom EQU =

Puc. 35
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[na BbinonHeHua onepauyui no gobasneHuo, Moaudukauun, yoaneHu YpoBHEN
KoHpuaeHyManbHocT BbibpaTh BKNagKy «YpPOBHU KOHUAEHUMAaNbHOCTUY [MaBHOW 3KpaHHOW
dopmbl  (puc. 36) u ybeaoutbcd, 4UTO pnar «Pa3pelunTb pefakTUpoBaHUWe aTpubyToB

BGe3onacHOCTU» YyCTaHOBMNEH B HACTpPOMKax NporpamMmmbi.

P YIunwra HacTpoWKs NoAbICEaTEnEN W Tpynm mEw
®ann fpaska HacTpolikw Cnpaska

u':'-‘-*ﬁ-,D,OGaam'rh == ypanute  Mpaska (@ OBHosuTe

MNonk3oBaTenm Ipynnst YpoBHW LenocTHOCTHI KaTeropum LenocTHOCTH YpoBHK KOHCbHJJ,EHLMaJ'IbHOCTH 4/)

D v HaumeHoBaHme  OnucaHue
0 Unclassified

1 Confidential

2 Secret

3 Top Secret

Puc. 36
Haxatne «kHonku [[o6aBuTb] 3anyckaeT [guanor Cco3gaHUA HOBOrO  YPOBHSA

KoHpuaeHymMansHocTu (puc. 37).

~Co3naTs HoRH W yPOBERD KU

HaHMEHOBaHHE:‘YpOBEHb4

vry

YpoBeHb: |4
onucaHue: TecToBLI YPOBEHL

[ oK } OTMeHa

Puc. 37

B awnanore ykasbiBaeTcA HaMMeHOBaHWE YPOBHA (TEKCTOBOE 3HAYEHME), €ro YUCrnosoe
3HaveHue U onucaHue npu Heo6xoANUMOCTH.

Ona pepakTUpoBaHWS HaUMEHOBaHUA U oOnucaHuMA YpoBHA Tpebyetca BbibpaTb
Xenaemblil YpoBeHb B CMUCKE YPOBHEN KOHUAEHUNANbHOCTU U HaXKaTb KHOMKY [[paBka].

[na ynaneHua ypoBHA KoHuaeHuyuanbHocTn U3 OC Tpebyerca BbibpaTb ypoBeHb U
HaxaTb KHOMKY [YpoanuTb] Ha MaHenu WHCTPYMEHTOB, Mnpu 3ToM OydeT 3anpoLlieHo
noATBEPXAEeHUE BbINONMHEHUA onepaLun.

[na BbiNnonHeHUA onepauun no pobasneHuo, MoauduKauuu, yoaneHuo KaTteropui
Heobxoaumo BbibpaTh BKNaaky «Kareropun» rrnasHOM 3KpaHHOW popMbl (puc. 38) n yéeautbes,
yto ¢nar «PaspelwnTb pefakTMpoBaHUEe MaHOaTHbIX YPOBHEW W KaTeropui» MocTaBneH B

HacTpoiikax nporpammbl.
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= B A

®ann MMpaeka HacTpohkn Cnpaska

E—S?-e.ﬂoﬁaawrb &= Yynanute  [lpaBka eOGHOBHTb

hA pynnsl YpOoBHU LENoCcTHOCTN KaTeropin UenocTHOCTH YpoeHNK KOHdJVIA&HLLHaﬂhHOCTH KaTeropun |[4|p

-

ouNnsEWUNEHOG

~ HawmedosaHve Onucadwe
co
cone
Cat2
c3
cd
K5
Ccé

Puc. 38

Haxartue kHonku [[Jo6aBuUThb] 3anyckaeT guanor cosgaHnua HoBou kateropun (puc. 39).

HawmeHoBaHwe: TecToBaA KaTeropwsa

r

Pa3psaa: 16
KaTeropusa: 0x10000
onucanHue: “

| ok OTMeHa

Puc. 39

B Ouanore ykasbiBaeTcA HauMMeHOBaHUe KaTeropyum u ee paspsg. [1pu M3MeHeHUuu

HOMepa paspsaga KaTeropuv asTOMaTUYecku MepecuyUTbiBaeTCA €e YUCNOBOE 3HayeHue.
JononHuTenbHO agMUHUCTPATOPOM MOXET BObiTb YKa3aHOo onucaHue co3gaBaeMoi KaTeropuu.

[na pepakTupoBaHWA HaUMEHOBaHUA W onucaHuA KaTteropuu TpebyeTca BbliOpaTtb
Xenaemyro KaTeropuio B CMUCKe KaTeropuii U Haxkatb KHonky [[paBkal.

Ona ypaneHuna kateropum u3 OC Tpebyerca BbiOpaTb KaTeropuid U Haxarb KHOMKY
[YoanuTtb] Ha naHenu MHCTPYMEHTOB, Mpu 3ToM ByaeT 3anpoLleHo NoATBEPXKAEHUE BbIMONHEHUA
onepauuu.

[nsa BbIMOMHEHUS onepauuih Mo perucTpauuu, OUYUCTKE W WU3MEHEHMIO CBOWCTB
nepcoHanbHbix uaeHTudgukatopos GuardantlD Bbeibpate Bknagky «GuardantlD» rnaBHoWM

3KpaHHoM hopMbl nporpammel (puc. 40).
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P ViRnuTa HacTpoike o nL30aaT =EE
®ann lMpaBka HacTpolkw CrnpaBka
L
== OobasuTs == YpamuTe e ObHoBNTE
I{CTHOCTW  YPOBHM KoHbMAeHUMWaNLHocTW  KaTeropuu | Taru (MogwudwkaTopel) | Guardant ID | YcTpoicTsa |4
| HomeplID) kntoda  ~ Bnageney CTaTyc
Ox36f844cc user nogKAoYeH

Puc. 40
Mpu atoMm OyaeT BbiBEOEH CMMUCOK 3aperucTpUpoBaHHbIX (BbldaHHbIX) Monb3oBaTenam
npgeHTudukaTopoB. [NoaKMHYEHHbIN MAEHTUdUKATOP NOACBEYNBAETCS LIBETOM.
[ns BbINOMHEHUA onepauuun no perucTpauun HOBOro rnepcoHanbHOro uaeHTudukaropa
Heobxogumo nogknunTb GuardantlD u Haxatb kHonky [[Jo6aBuTb] Ha NaHenu UHCTPYMEHTOB
(puc. 41).

pad daperncipiponats GuardantiD =
Homep(ID) kitova; 0x36f84248

AnnapaTHanA BepcuA: 3.1
Homep npoTokona: 2
Homep npoluvBKy: 17

Homep cTaHgapTa: 3

0Obwem namMaTu: 16384 BanT
Bnapeney: testuser -
PIN: YYYYYYY |

MoaTeepkaerne PIN: (090000000 |

oK OTMmeHa

Puc. 41

B auanore Heobxoaumo BbiGpaTb Briagenbla C MOMOLLbK BbiNagalLwero crnucka
[Bnapeney], a Ttakke BBectu B nonda [PIN] u [[MoatBepxaeHne PIN] xenaemblin PIN. [Npu
cosnageHun PIN u ero noaTrsepxAeHWs AaHHble MonA BBoA4a MNOACBEYMBAKOTCHA 3eMeHbIM
LiBETOM, B MPOTUBHOM Clydyae — AaHHble NoNsA NoACBEYMBAOTCA KPAcHbIM.

[na ouyncTkM nepcoHanbHoro uaeHtudukatopa TpebyeTca BbiOpaTb nepcoHanbHbI
naeHTudUKaTop B CMUCKE 3aperucTpupoBaHHbIX U HaxaTb Ha KHOMKY [YAanuTb] Ha naHenu
MHCTPYMeHTOB. Ecnu BbiOpaHHbIi NepcoHanbHbii MAEHTUUKATOP He Obin MOAKMYEH, TO
ByneT BbiBeAeH auanor o4MCTKU ¢ uHdopmaunen o HeobxoguMOCTU NMOAKIYEHUSA YCTpoincTBa
(puc. 42).
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e “DuwcTiTs GuardantiD =isin

o Moaxnto4nTe GuardantiD 0x36f84248 v o4McTUTE

YgamuTe GuardantiD 0x36f84248 13 crcKa 3aperncTPMPOBaHHBIX

| ok || oTmena

Puc. 42

Onuma «MMogknountb GuardantlD u ouyucTUTb» TpebyeT MOAKMYEHUA YKa3aHHOro
naeHTudgukaTopa, nocne Yero NpoucxoauT ero uanyeckas ouncTKa.

Onuua «Yganutb GuardantiD w3 cnucka 3aperucTpMpoBaHHbIX» MOXET ObiTb
NpUMeHeHa, Korda ykasaHHbld MAeHTUUKaTop He MOXET ObiTb MOAKMOYEH (Hanpumep, B
cryyae ero nosBpexaeHuss unu ytepu). B pgaHHoOM cnyyae uHdopMauus o peructpauun
yaanserca us cuctemHoro daina /etc/grdid/grdid.conf.

B cnyyae, korga BblOpaHHbI MNepcoHanbHbIA WAEHTUMUKATOP YXKe MOAKIHYEH,
BbIBOOUTCA Auanor nogTBepKaeHUsa 04UCTKU NepCcoHanbHoro uaeHTudgukaropa.

[nsa BbINONHEHUA onepauui Mo perucTpauuu, OTMEHbl perucTpauum U U3MEHEHUIo
CBOUCTB perucTpauun USB-ycTpoilcTB Tpebyetca BbiOpaTb BKNagky «YCTpoOMCTBa» rnaBHOU
3KpaHHOI1 popMbl Nporpammebl (puc. 43).

o Viunuta HaciponKN NIONBI0BATENEN W IPyIn. =%
@ann lpaeka HacTpodkn CnpaBka

é‘-‘a OobaBnTe == YganuTs e ObHoBNTL

S/0CTHOCTW  YPOBHW KOH®UAEHUNANsHOCTW | KaTeropuw | Tarw (MogudwkaTopsl) = Guardant D | YcTpoicTsa |4
CepwiiHbii Homep ¥ HaumeHoBaHue Bnageney Mpynna Mpaea gocTyna KoHTeKcT OnuncaHune
AAD4012800007511 USB_DISK SMI_... user user 770 il=0:ic=0x0:l... test

Puc. 43

[Mpu aTom OyaeT BbiBEAEH CMUCOK 3aperMcTpUpoBaHHbIX (Y4TEeHHbIX) USB-yCcTpOMCTB.

[ns BbIMNOMHEHUA onepauuu rno perucTpauun HOBOro fnepcoHanbHOro uaeHTudukaropa
HeobxoaMMo HaxaTb KHOMKy [[o6aBuUTb] Ha naHenu WHCTpPyMeHTOB. [lanee no 3anpocy
nporpammbl Tpebyetca nogknounte USB-ycTpoicTea k MK ang ux onpegeneHusa nporpaMmmon
(puc. 44).
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2% Momanywcra mopxnoinre USB ycrpowcroo B
Cnucok NoaKNoYeHHLIX YCTponcTE:!
CEepUAHLIN HOMEp - HauWMeHoBaHMe
C580316F Mass_Storage Generic
OTMEHa
Puc. 44

Bbibop ycTpoicTBa AnA peructpauun nogreepxaaertca Haxatuem Ha kHonky [OK]. lMpu
HeobOXoAMMOCTM  aAMWUHUCTPATOP  MOXET  AOMOMHWUTENbHO  BbLIMOMHUTL  OMnepauuto
dopmaTtupoBaHua yctpoilctea B ®C ext4, nocrne yero Bbi3biBaeTcA Auanor peructpauuu

BblOpaHHOro yctpoicTsa (puc. 45).
| FAPErRCTPVPOASTE HOROE YOTPOWTTHD EIRIE]

HanmeHosaHe: Mass_Storage Generic

Cepuitbiil HoMep: C590316F
Bnageney;: testuser -
Mpynnat testuser -

Mpaga gocTyma: (740

YpoESHE LenocTHOCTI KaTeropun WeNocTHOCTH  YPOBEHE KOHPWAEHLNANEHOCTH KaTeropum Tarw (MoaudwkaTops!)
KoHTekKeT! + T n T
il= |0 - | sie= = |d=|0 - | = - | 1= -

Onwncadne: |test]

oK OTMaHs

Puc. 45
[na pegaktupoBaHua OOCTYMHbI nonda [Bnageneu], [[pynna], [[paBa goctyna] (3agatoTcsa
B uncnosoM Buae), [KoHTekcT] n [OnucaHue].
Ona oTMmeHbl  peructpauyum  Tpebyetrca  BbiOpatb  YCTPOWCTBO B CMUCKe
3aperMcTpupoBaHHbIX U HaxaTb Ha KHOMKY [YAanuTb] Ha naHenu UHCTPYMEHTOB, NMpU 3TOM
ByneT 3anpolleHo NoATBEPXKAEHUE BbIMONHEHUA onepaLuu.

3.7. YnpaBneHue ceTeBbIMU HacTpoilkaMu U punstTpauunen
3.7.1. CeteBoe B3aumogeiictesue (TCP/IP)

B Hauane kKaxgoro naketa ecTb 3arofioBOK, B KOTOPOM COOEpPXUTCA crnyxebHas
nHpopmauua — IP-agpeca otnpasButensa u nonydyartens, AnA KOTOPOro npegHasHayeH AaHHbIN
nakeT, K KakoMy ceTeBoMy npotokony otHocutca (TCP, UDP u T.n.), B HEKOTOpPLIX cnyyasax (ans

npotokonos UDP u TCP) — HoMepa MOpTOB OTNpaBUTENd W nonydartens, a Takke gpyras
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cneyundpuyeckas MHopmayus.
3.7.2. DUNLTP CETEBbLIX NAKETOB

3afaveil punbTpa CeTeBbiX MakeToB ABMNAeTcA dunbrpauus U obpaboTka nakeTos,
npoxoasLmx yepes KoMnbroTep. Npu aHanuse BXoAHOro naketa unsTp NPUHUMAET peLleHue o
TOM, Kakoe AeicTsue criegyeT Npou3BecTU A58 3Toro rnaketa: BbIOpOCUTb MaKeT, MPUHATL UMK
BbIMOMHUTL ApYyroe einCcTBuE.

OyHKUMKM  punbTpa peanusyloTca MoayneMm gapa  netfilter.  VMiHTepdeilcom  ans
ynpaseneHus npasunamu, rno KOTOpbIM 3TOT MoAynb obpabaTbiBaeT MakeTbl, CNYXUT yTunura
iptables anga IPv4 n ytunuta ip6tables ansa IPv6.

K ocHOBHbIM BO3MOXHOCTAM iptables oTHocuTcs:

— (bunbTpauma Tpaduka Ha OCHOBE agpecoB OTNpaBUTENS W MnoryyaTens MakeToB C
YYETOM MOPTOB;

— NepeHanpasneHue NakeTos Mo onpegeneHHbIM napameTpam;

— opraHusauua goctyna B ceTb (SNAT);

— npo6Bpoc nopToB 13 rnobanbHoM ceTu B nokanbHy (DNAT);

— OrpaHu4yeHue Yyucna noaknYeHui;

— yCTaHOBMEeHUe KBOT Tpaduka;

— BbIMOMHEHWE NpaBuUi Mo pacrnucaHuio.

B HacTosilee Bpems Ana yoo6cTBa ynpaBneHWs NPUMEHSIOTCA pa3nuuHble cpeacTsa
Bornee BbICOKOro YpOBHS, HanpumMep ufw, onucaHHbin B 3.7.5.

3.7.2.1. lNopagok punstpaumMi 1 npasmna o6paboTkn NakeTos

CerteBble nakeThl, nocTynusLLue Ha ceTeBoOW UHTepdeic, npoxogaT
nocrnenoBaTenbHOCTL Lenovyek ¢unstpa CeTeBbiX NakeToB. [lakeT obAsaTenbHO MpPoxoauT
nepsoHavanbHyo Uenoyky PREROUTING. lNocne uenoykn PREROUTING, B COOTBETCTBUM C
Tabnuuein wmaplpyTusauun, MNpOBEPAETCA OTnpasBUTENb Maketa W, B 3aBUCMMOCTU OT
HasHayeHus nakeTa, OMnpefensdeTcd, B Kakyl Lenoyky OoH nonaget danblie. Ecnu naker
agpecoBaH He nokanbHol cucteme (B TCP nakeTe nomne «agpec nonyyatensa» ykasaHa He
nokanbHaa cuctema), To OH Hanpasnfaetca B Uenoyky FORWARD, ecnu nakeTr agpecosaH
nokanbHoOW cucteme — oH otnpaensaeTca B uenoyky INPUT 1 nocne ee npoxoxaeHus otaaeTca
nokaneHbiM  cnyx6am/npoueccaMm. [locne o6paboTku nokanbHOW  Mporpammoi  mnpu
HeobxoaumocTu dopmupyeTca oTBeT. OTBETHbIA MaKeT HanpaeNsAeTCA Ha COOTBETCTBYIOLUIA

MapLUpYT (XOCT U3 NOKanbHOWM CETU UNK agpec MapLipyTU3aTopa) U HanpaBnseTcs B LEENOUKy
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OUTPUT. lMocne uenoykn OUTPUT (Mnn FORWARD, ecnu naket Obin npoxoadailui) naker

CHOBa CBepAeTCcA C npaBunaMmu MapLipyTtusauum n otnpasnsaerca B Lenodyky POSTROUTING.

Kaxxgasa Lenodvka, KOTOPYH MPOXOAUT MakeT, COCTOUT U3 Habopa Tabnuy. Tabnuubl B
pasHbiX Lenoykax MWMelT OAMHaKoBOe HauMeHOoBaHue, Ho Mexay cobol He CcBA3aHbl.
Hanpumep, Tabnuua nat B yenoyke PREROUTING He cBfAsaHa c Tabnuuei nat B Leno4yke
POSTROUTING. Kaxpaa tabnuua cocTouT U3 ynopsgodyeHHoro Habopa npasun. Kaxgoe
npaBuUno cogepXvT ycrnosue, KOTOPOMY AOMKEH COOTBETCTBOBATL NPOXOAALUIA NakKeT, u Habop
OEeACTBUIA C NakeToM, NoAXoAALUM JaHHOMY YCIMOBUIO.

MNpoxoas yepes ceputo Lernoyek, nakeT nocrnegoBaTernbHO NPOXoauT Kaxayo Tabnuuy 1 B
Kaxgoun Tabnuue nocnegoBaTernibHO CBEPAETCA C KaXabliM HabopoM ycnoBuin B NpaBurie, U ecnu
NakeT COOTBETCTBYET Kakomy-numbo yCcnoBuilo, TO BbLIMOMHAETCHA 3adaHHoe AeWcTBue Hag
naketoM. B kaxgoi Tabnuue (Kpome nonb3oBaTenbCKoW) CyLecTBYeT 3agaHHaa no ymonyaHuio
nonutuka. [aHHaa nonuTUKa onpedenseTr [JeicTBue Haa MakeToMm, ecnu nakeT He
COOTBETCTBYET HU OAHOMY U3 nNpasun B Tabnuue. Yaue scero — 3to aencteme ACCEPT, utobhl
NPUHATL NakeT U nepedatb B cnegywowyo tadnuuy unu DROP — yToObl OTOpOCUTHL MakerT.
Ecnu naker He Obln OTOpOLUEH, OH 3aBeplUaeT CcBOe MyTewecTBue Mo SApY CUCTEMbI U
OTnpasnAeTCcA B CETEeBON UHTEPEENC, KOTOPLIA NOAXOAUT MO Npasunam mMapLupyTusauun.

lMoacuctema neffilter ucnonb3yeT cnegyoLlne Lenoyku Tadbnuu:

— PREROUTING - anga usHayansHoi 06paboTku BXoAALLUX NakeToB

—INPUT - gna Bxodsdwux MakeToB, agpecoBaHHbIX HEMNOCPeACTBEHHO foKanbHOMY
KOMMbIOTEPY

— FORWARD - ans npoxoadaiwux (MapLpyTusupyemMbix) nakeTos

— OUTPUT — and nakeTos, co3faBaeMblX JIoKalbHbIM KOMMNbIOTEPOM (MCXOAALLMX)

— POSTROUTING — ansa okoH4aTernbHol 06paboTku UcXoasaLmnx nakeTos

CyLecTBYeT BO3MOXHOCTb CO3[jaBaTh U YHUUTOXATb COOCTBEHHbIE LIEMOYKMU NMPU NOMOLLN
yTUnuThl iptables.

Llenoyku npoxoxaeHus NakeTos UCMONb3YT creayoLwue Tabnuub:

—raw — MakeT MpoxXoAWuT AdaHHyw Tabnuuy OO0 nepedadyn cucteme orpegeneHus
COCTOSIHUIA. Ncnonb3yeTca peako, Hanpumep, ANd MapKUpOBKU MakeToB, KoTopble HE AomkHbI
obpabaTbiBaTbCA CUCTEMOW OMpedeneHuss COCTOAHWA. [nsA 3Toro B MpaBune ykasbiBaeTcs
Aeicteue NOTRACK. Cogepxutca B Lenodkax PREROUTING n OUTPUT,

— mangle — coaepXxuT npasuna moaudukayui (0ObiYHO nonei 3aronosBka) |P-nakeTos.
Cpeaun npoyero nogaepxusaet genctena TTL, TOS, n MARK (ona uaMmeHeHus nonen TTL u
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TOS v anAa usaMeHeHUa MapkepoB nakera). CoaepXuTcA BO BCeX MATM CTaHAAPTHBIX Lenoykax;

— nat — npegHasHayeHa AN NOAMEHbI agpeca OTnpaBuUTeNs Unu nonyyatens. [aHHyo
Tabnuuy NpPOXOAUT TONbKO NEpPBbIA MakeT U3 MoToKa, TPaHCNAUUA agpecoB UM MacKupoBsKa
(nogmeHa apgpeca oTnpaBUTENs WM Mony4yaTensa) NPUMEHSIOTCA KO BCeM MNocneayoLmm
naketam B noTtoke aBToMmatuyecku. lNopgepxusaet geictena DNAT, SNAT, MASQUERADE,
REDIRECT. Coaepxutca B yenoykax PREROUTING, OUTPUT n POSTROUTING;

— filter — ocHoBHasa Tabnuua, ucnonb3yeTcd No yMon4yaHuio, ecnu HassaHue Tabnuubl He
yka3zaHo. Wcnonb3yetca ana dunetpauun naketoB. Coaepxutca B uUenoykax INPUT,
FORWARD n OUTPUT.

HenocpeacteseHHo AnA dunbTpauun nakeToB ucnonb3ywTca Tabnuubl filter. [Ona
nakeToB, MpedHasHauyeHHbIX JaHHOMY y3ny, Heobxoaumo moguduumposaTtb Tabnuuy filter
yenoykn INPUT, ana npoxoaawux naketoB — uenoykn FORWARD, ona nakeTtoB, cO3AaHHbIX

AaHHbIM y3nom — OUTPUT. Lienoykn u Tabnuusl obpaboTku nakeToB npuseaeHbl B Tabnuue 13.

Tabnuua 13
Llenouka Tabnuua
filter nat mangle

INPUT + +
FORWARD + +
OUTPUT + + &
PREROUTING + -
POSTROUTING +

3.7.2.2. Tabnuua mangle

OcHoOBHOe HasHauyeHue Tabnuibl mangle — BHeceHMe U3MEHeHUI B 3aronoBoK naketa. B
aToi Tabnuue MoryT Npou3BOAUTLCSA creayloLlmne JencTBUS:

— ycTaHoBka buta Type Of Service;

— yctaHoBKa nong Time To Live;

— yCTaHOBKa METKU Ha NnakeT, KoTopas MOXeT ObiTb NpoBEpeHa B ApYrux npasunax.

Llenouku B Tabnuue mangle:

— PREROUTING - wucnonb3yetca ANA BHECEHUA M3MEHEHW B MaKeTbl Ha BXo4de B
iptables, nepeq NpUHATUEM pPELLEHUS O MapLLpyTU3aLuu;

— POSTROUTING - ucnonb3yetca AnNs BHECEHUA U3MEHEHWI B MaKeTbl Ha Bbixode U3
iptables, nocne NpuUHATUA pelleHnsa 0 MapLIpyTU3aLuu;
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— INPUT — ucnone3yetcsa And BHeCEHUA U3MeEHeHWUI B NaKeThl, Neped TeM Kak oHu ByayT
nepenaHbl NOKanbHOMY MPUIOXEHUIO;

— OUTPUT — ucnonb3yetca ONA BHECEHUS W3MEHEeHWW B MnakeTbl, nocTynawouue or
NpUNoXeHua BHYTpU iptables;

— FORWARD - ncnonb3yeTtca Ang BHECEHUA U3SMEHEHUI B TPaH3UTHbIE MaKeThI.

3.7.2.3. Tabnuua nat

Tabnuua ucnonb3yetca Ana npeobpasoBaHusa ceTeBbix agpecoB (Network Address
Translation) n korga BCTpedyaeTcsa NakeT, ycTaHaBNUBaKLWWA HOBOE coeduHeHue. B 3Toi
Tabnuue MoryT Npous3BOAUTLCA CreayrLiue AeiCTBUS:

— DNAT (Destination Network Address Translation) — npeobpa3oBaHue agpeca
HasHa4YeHWUs B 3arorfioBKe Naketa;

— SNAT (Source Network Address Translation) —n3ameHeHue UcxogHOro agpeca nakera;

— MASQUERADE - ucnonb3yetcs B Tex e uenax, yto u SNAT, Ho no3sonsaeT paborartb
c AMHaMuyeckumu IP-agpecamu.

Llenouku B aToit Tabnuue:

— PREROUTING - wucnonb3yetca ANA BHECEHUA M3MEHEHW B MakeTbl Ha BXode B
iptables;

-~ OUTPUT - wucnonb3yeTrcAa Ana npeobpas3oBaHMA agpecoB B Maketax nepen
JanbHeilen MmapLipyTusalmen;

— POSTROUTING - ucnonb3yetca gna npeobpasoBaHus NakeToB nepen oTnpaBkon UX B
ceTb.

3.7.2.4. Tabnuua filter

Tabnuua ncnonb3yerca Ang punerpauun naketos. B aTor Tabnuue ecTb TpU LIEMOYKA:

— INPUT — uenoyka ons BXOAALMUX NAKETOB;

— FORWARD - uenouka ans nepecbinaemMbix (TpaH3uUTHbIX) MNakeToB;

— OUTPUT — uenoyka Ana UCXOAALUX NAKETOB.

[MakeT, npoxodAwnin Yepe3 3T LIEMOYKU, MOXEeT noasepratbca Aencteuam: ACCEPT,
DROP, REJECT, LOG.

3.7.3. YnpaBneHue (ounbTpOM CeTEBbIX NakeTos (iptables)

YnpasneHue UNETPOM CETEBbLIX MAKETOB OCYLIECTBAETCHA MyTEM 3arpy3kum B HeEro
npasun cunstpayuun. [Janee onucbiBalOTCA ornepauunm No COXpaHeHU WU 3arpyske npasun
iptables.

BHUMAHWE! AgmuHucTtpaTtop gomkeH obecneuyntb 3arpy3Ky COOTBETCTBYHOLUX NpaBun
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npu 3arpyske onepauyoHHOW CUCTEMbI C MOMOLLbIO AOCTYMHbIX CPEACTB 3anycka CnyXebHbIX
CKpUNTOB BO BPEMS 3arpy3ku.
lMpumevyaHune. Cpencteo ynpasneHusa dunstpom ufw (cMm. 3.7.5) camocToATENbHO
obecneunBaeT aBTOMAaTUYeCcKyl 3arpy3ky npasun iptables, NOCTPOEHHbIX € NOMOLYbIO
YMPOLLEHHOr0 CUHTaKCHUCa.

CoxpaHeHue npasun:

$ sudo sh -c "iptables-save > /etc/iptables/iptables.rules"

BoccTaHoBneHue npasun U3 gaina:

$ iptables-restore < firewall-config

Kaxgoe npasuno B iptables— 310 oTOenbHas cTpoka, cdopmMupoBaHHaa Mo
onpedeneHHbIM MpaBunam W cogepxallas Kputepuu U Ageicteua. B obllem Buge npasuno
MMeET Takon popmar:

iptables [-t table] command [match] [target/jump]

— t table— 3afaeT UMA Tabnuubl, ANd KOTopoi OyaeT co3gaHo NpaBuro;

— command— KOMaHAa, KoTopasa onpefensetr gencteue iptables — nobaButb npasuno,
yOanuTb NPaBuNo U T. A.;

— match— 3afaeT KpUTEPUU NMPOBEPKU, NO KOTOPLIM ONpeaenseTcd, nonagaeT nu naket
noa AeicTeue npasuna Unu HeT,;

— target/jump— Kakoe [AeWlCTBUE [OMKHO ObiTb BbIMNONHEHO NPU BbINOMHEHUU
KpuTepus.

KomaHabl iptables:

— -A- gobaBneHue npasuna B LENoYKy, npasuno 6yaet 4o6aBneHo B KOHeL, LLeNoYKH;

— —D—yaaneHue npasuna 1U3 Leno4ku;

—R— 3aMeHWUTb OOHO NpaBuio ApYyruMm,

—I— BCTaBUTb HOBOE MNMpaBusio B LLEMNOYKY,

— —1— BbIBOA CNKUCKa NpaBuIl B 3a4aHHOM LLENOYKe;

~F— cOpoc Bcex NpaBun B 3afaHHO LIENOYKe;

-7~ 0OHyneHue Bcex CYETUYUKOB B 3aaHHOW LIeMoYKe;

—-N— cO3JaHue HOBOW LEenoYku ¢ 3aaaHHbIM UMEHEM;
— —X—yaarneHue Leno4vku,
— —P—3ajaeT NoJIMTUKY No ymonyaHu OnAa Lerno4vku,

—-E — NepenumMeHoBaHue nonb3oBaTeNbCKOW LenoYKu.
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[nga ykasaHua OeicTBuUA (Lenn) ¢ NnakeTomM CryXuT onuus -j. OCHOBHble AENCTBUA:

— ACCEPT - paspeluuTb NakeT;

— DROP — yHUYTOXUTb NaKeT;

— REJECT - 6yget otnpasneHo ICMP coobLueHune, 4To nopT HEAOCTYMNEH;

— LOG - uHdopmauusa o6 aTom nakete Oyaer gobasreHa B CUCTEMHbLIA XypHan. He
npepbiBaeT LEnouKy;

— RETURN - Bo3BpaLlaeT nakeT B Ty LiENOYKY, U3 KOTOPOI OH NpuUbkbIn;

— SNAT — npumeHuTb source NAT KO BCeM YOOBMNETBOPANOLMM YCIOBUIO MakeTam.
MoreT ucnonbsoBartbcd Tonbko B Lenodkax POSTROUTING n OUTPUT Tabnuubl NAT;

— DNAT - npumeHuTb destination NAT ko BceM yOoOBMETBOPAKOLMM YCIIOBUIO MakeTam.
MoxeT ucnonb3soartbcs Tonbko B Lienodke POSTROUTING Tabnuubl NAT*;

— MASQUERADE — moxeT npumeHATbcA Tonbko B Uenoyke POSTROUTING Tabnuubl
NAT. Wcnonb3yetca Npyu Hanuyuu coeguHeHusa ¢ guHamudeckum IP. MNoxoxx Ha SNAT, ogHako
MMeeT CBOWCTBO 3abbiBaTb NMPO BCe aKTUBHble COeAMHEHWd Mpu notepe UHTepdgeica. 3To
nonesHo Npu HanuuuM CoedMHEeHUsA, Ha KOTOpOM BpeMms OT BpeMeHU MeHsAeTcA IP-agpec, HO
npyu Hanmuyuu noctosHHoro |IP 3To TOnMbKO AocTaBUT HeyaobcTBa. B TOM uucrne noatomy
pekomeHayeTcAa Anga ctatuyeckux IP ucnonb3oBatb SNAT.

B kauecTBe OeicTBUA MOXHO yKasaTb U UMSA MONb30BaTeNbCKOW LEenoyvku. Hanpumep,
«MEepekuHyTb» BCE MakeTbl C foKanbHOW ceTu B LUenouky, rge 6ygeT npou3BOAUTLCA
AornonHuTenbLHasa NpoBepka:

$ iptables -A INPUT -s 192.168.1.0/24 -3j ACCEPT

3.7.3.1. NpumMepsbl ounbTpaLnmn CETEBOTO YPOBHSA

Ona dunsTpauMM No UCTOYHUKY WUCMONb3yeTcA onuusa -s. Hanpumep, 3anpetum Bce
BXoAfALMe nakeThl ¢ y3na 192.168.1.95:

$ iptables —-A INPUT -s 192.168.1.95 -j DROP

MoxHo ucnonb3oBaTb JOMEHHOE UMSA AN YKa3aHUd agpeca xocTta:

$ iptables -A INPUT -s test.host.net -j DROP

Taioke MOXHO yKasaTb Lienyto NoACceTh:

$ iptables -A INPUT -s 192.168.1.0/24 -j DROP

Take MOXHO MUcnonb3oBaTb OTpuLaHue (3Hak !). Hanpumep, Bce nakeTbl C XOCTOB
OTNUYHbIX OT 192.168.1.96 ByayT YHUUTOXATLCA:

$ iptables -A INPUT ! -s 192.168.1.96 —-j DROP

PaspelwunTb xoxaeHne Tpadguka no localhost:
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$ iptables -A INPUT -i lo —-j ACCEPT

Jlorupyem nonbiTkK cnydguHra ¢ npegpukcom «IP_SPOOF A:» 1 3aBepLUaeM CoeanHEHNE:

$ iptables -A INPUT -i ethl -s 10.0.0.0/8 -j LOG —-log-prefix
POOF A: "

$ iptables -A INPUT -i ethl -s 10.0.0.0/8 —-J DROP

[na ucnonb3oBaHUA B KadyecTBe punbTpauumn agpeca nonyyarensd Ucnonb3yeTca onuusa

-d. Hanpumep, 3anpeTuTb BCe UCXOAALLNE NakeTbl Ha xocT 192.168.1.95:

OOMEH

$ iptables -A OUTPUT -d 192.168.156.156 —-j DROP
3anpeTuTb JOCTYM K pecypcy:

$ iptables -A OUTPUT -d vk.com —-j REJECT

Kak u B crnyyae C WCTOYHMKOM MaKeTa MOXHO MCMonb3oBaTb ajpeca noaceTn u
Hble MeHa. OTpuLaHue TaKke paboTaeT.

3.7.3.2. [puMepbl punbTpaLumn TPaHCMOPTHOIO YPOBHA

Onuwmsa -p ykasbiBaeT Ha npotokon. MoxHo ucnonb3osath all, icmp, tcp, udp unu Homep

npotokona (13 /etc/protocols).

PaspeluuTb BXoAsLlNe 3X0-3anpochl:

$ iptables -A INPUT -p icmp ——-icmp-type echo-request -j ACCEPT
PaspeluunTb BCe ucxoasdilne naketsl ¢ nopta 80:

$ iptables -A INPUT -p tcp —-—-sport 80 —-j ACCEPT

3abnokuposaTb Bce Bxoadwue sanpockl nopta 80:

$ iptables -A INPUT -p tcp —-dport 80 —-j DROP

lMpu ykasaHuuM nopta HeoOXOAMMO yKasaTb TPaHCMOPTHbLIA npoTokon (tcp wnu udp).

MorkHO Mcnonb3oBaTh OTpULaHue.

7000:

OTKprTb AunanasoH nopToB.
$ iptables -A INPUT -m state —--state NEW -m tcp -p tcp —--dport

7010 -j ACCEPT

Paspelwntb nogknoyveHuns no HTTP:
$ iptables -A INPUT -p tcp ——-dport 80 -j ACCEPT

Paspelwuntb nogknoveHns no SSH:
$ iptables -A INPUT -p tcp -i eth0 —--dport 22 -j ACCEPT

Paspewutb nonyyatb gaHHble ot DHCP-cepBepa:
$ iptables -A INPUT -p UDP --dport 68 —-—-sport 67 —-j ACCEPT

PaspelunTb rsync ¢ onpeaeneHHon CeTu:
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$ iptables -A INPUT -i eth0 -p tcp -s 192.168.1.0/24 --dport 873
-m state —--stateNEW,ESTABLISHED -j ACCEPT
$ iptables -A OUTPUT -o eth0 -p tcp --sport 873 -m state --state
ESTABLISHED -j ACCEPT
Paspewuntb IMAP/IMAP2 Tpaduk:
$ iptables -A INPUT -i eth0 —-p tcp —--dport 143 -m state —--state
NEW, ESTABLISHED -j ACCEPT
$ iptables -A OUTPUT -o eth0 -p tcp —--sport 143 -m state —--state
ESTABLISHED —-jACCEPT
Paspewuntb ucxogdawme HTTP, FTP, DNS, SSH, SMTP:
iptables -A OUTPUT -p TCP -o eth0 --dport 443 -j ACCEPT
iptables -A OUTPUT -p TCP -o eth0 --dport 80 -j ACCEPT
iptables -A OUTPUT -p TCP -o eth0 —--dport 53 -j ACCEPT

(B

iptables -A OUTPUT -p TCP -o eth0 —--dport 25 -j ACCEPT

(]
h%]

iptables -A OUTPUT -p TCP -o eth0 —--dport

$

$

$

$ iptables -A OUTPUT -p UDP -0 eth(Q —--dport 53 —-j ACCEPT
$

$ -j ACCEPT
$

(]
=

iptables -A OUTPUT -p TCP -o eth0 --dport -3 ACCEPT

PGSDBIJJMTb mysql OnNsA noKanbHbIX rnonb3oBaTenei:
$ iptables -I INPUT -p tcp —-—-dport 3306 —-j ACCEPT

Paspewuntb CUPS (cepBep nevyaTtu, nopt 631) AnA nonb3oBaTeneil BHYTPU NOKanbHOW

CeTu:

$ iptables -A INPUT -s 192.168.1.0/24 -p udp —-m udp ——-dport 631 -
j ACCEPT

$ iptables -A INPUT -s 192.168.1.0/24 -p tcp —-m tcp ——dport 631 -
j ACCEPT

PaspelwnTb cuHXpoHusauuo BpeMeH NTP ona nonb3oBartenei BHYTPU NoKanbHOW CETU:

$ iptables -A INPUT -s 192.168.1.0/24 -m state —--state NEW -p udp
—-—dport 123 -j ACCEPT

PaspelluTb TOpeHThI:

$ iptables -A INPUT -p TCP -i ethO --dport 51413 -j ACCEPT

$ iptables -A INPUT -p UDP -i ethO —--dport 51413 -j ACCEPT

$ iptables -A INPUT -p TCP -i ethO --dport 6881 -j ACCEPT

$ iptables -A INPUT -p UDP -i ethO --dport 6881 -j ACCEPT

Paspewntb ucxoaawmin Google Talk:
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$ iptables -A OUTPUT -p TCP -0 eth0 --dport 5222 -j ACCEPT

Paspewntb TeamViewer:

$ iptables -A OUTPUT -p UDP -o eth0 —--dport 5938 —-j ACCEPT

[Mpobpoc nopToB:

[na npumepa HanpaBuMm TpaduK ¢ nopta 442 Ha 22, 3TO 3HA4YUT, 4YTO BXogdwme ssh-
coenHeHUs MoryT ObITb NPUHATLI C NopTa 422 n 22.

$ iptables -t nat -A PREROUTING -p tcp -d 192.168.1.15 —--dport
422 —j DHAT ——to 192.168.1.15:22

Talke Hago paspeLlluTb BXogsLmMe coeanHeHus ¢ nopra 422:

$ iptables -A INPUT -i eth0 -p tcp —--dport 422 -m state —--state
NEW, ESTABLISHED -j ACCEPT

$ iptables -A OUTPUT -o eth0 -p tcp --sport 422 -m state --state
ESTABLISHED -j ACCEPT

3.7.3.3. Npumep 6a3oBoro Habopa npasun

B OonblUMHCTBE cnyyaeB KOHEYHOMY nonb3oBaTento (paboyas cTaHUuA) OOCTaTO4HO
BbIMOMHUTL TaKytlo nocrnegoBaTenbHOCTb KOMaHA:

$ iptables —P FORWARD DROP

$ iptables —-P OUTPUT ACCEPT

$ iptables -A INPUT -i lo -j ACCEPT

$ iptables -A INPUT -m state --state RELATED,ESTABLISHED -j
ACCEPT

$ iptables —P INPUT DROP

3.7.3.4. PacwumpeHue yHKUMOHanNbLHOCTH iptables nogknioyaeMbiMu MOAYNAMU

B iptables nmeeTca BO3MOXHOCTb NOAKMKYaTh MOOYNU, AN 3TOr0 UCMONb3yeTca onuus

-m.
Mogaynb limit npegHasHadeH Ana orpaHUYEeHUsA Harpy3ku, Hanpumep:
$ iptables -A INPUT -p icmp -m limit —-limit 4/second —-j ACCEPT
PaspeluuTb nogaepXusaTb OTKPbITLIMUA YK€ YCTaHOBIMEHHbIE COeAUHEHNS:
$ iptables -A OUTPUT -o eth0 -m state --state ESTABLISHED,RELATED
-j ACCEPT

3.7.3.5. YnpaBneHue npasunamu
CnucoK TeKyLux npasun:
iptables —-nvL —line-numbers

roe L — nokasaTb CMUCOK npasum;
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vV — oToGpaxarTb A0NONHUTENBHYI0 UHOPMALMIO;
*n — otobpaxatb ip agpec M nopt uucnamu (He wucnonb3yad DNS cepsepa ansa
onpeaeneHusa UMeH. 3TO YCKOPUT oTobpaeHue);
line-numbers — BbIBOO4 HOMEPOB CTPOK.
OuuncTka BCex npasun:
$ iptables -F
OuuncTka npaBun B LiEMOYKE:
$ iptables —-F INPUT
YaoaneHusa natoro npasuna B Leno4vke INPUT:
$ iptables -D INPUT 5
Yaanutb npaBumo, B KOTOPOM aapec UCToYHMKa (192.168.1.15)
$ iptables -D INPUT -s 192.168.1.15 —-j DROP

3.7.4. puMep 3alnUTbl OT pa3HbiX BUAOB 3abMBaHUA NONOChHl NPonycKkaHus

3.7.4.1. ICMP-cpnyn

OuyeHb NPpUMUTUBHBIA MeToA 3abuBaHUA NMOMOChI MPOMycKaHWA U CO3[4aHUA HarpysoK Ha
CeTeBOM CTEK Yepe3 MOHOTOHHYKW nocbinky 3anpocoB ICMP ECHO (nuHr). Jlerko
obHapyxuBaeTca ¢ MOMOLLbIO aHanu3a notoka Tpadguka B o6e CTOpOHbI: BO BpeMA ataku Tuna
ICMP-onyd OHM npakTU4yeckn wuaeHTUYHbl. [louTn 6Ges3bonesHeHHbld cnocob abconTHOU
3alnTbl OCHOBaH Ha OTKIOYEeHUM OTBETOB Ha 3anpockl ICMP ECHO:

$ iptables -A INPUT -p icmp -j DROP ——-icmp-type 8

3.7.4.2. SYN-pnya

OavH 13 pacnpocTpaHeHHbIX CrnocoboB He TONMbKO 3abUTb KaHan CBA3W, HO U BBECTU
CeTeBOi CTEK onepaLluoHHOW CUCTEMbI B TaKOe COCTOAHUE, KOrda OH YXe He CMOXET NpUHUMaTh
HOBble 3amnpocbl Ha noakntoyeHne. OCHOBaH Ha MOMbITKE WHULManu3auuuM GonbLlioro yucna
ogHoBpeMeHHbiX TCP-coeguHeHu 4epe3 nocbiNky SYN-naketa ¢ HecywlecTBYLWNUM
obpaTtHbiM agpecoM. [locrie HecKONMbKUX MOMbITOK OTocraTb OTBeTHbld ACK-makeT Ha
HedocTynHbl agpec GonblinHCTBO OC CcTaBAT HeycTaHOBNEHHOE coeduHeHWe B ovepedb. U
TONbKO Mocne n-o/ MOMbITKU 3aKpbiBalOT coefuHeHue. Tak kak notok ACK-nakeToB oyeHb
BENUK, BCKOpe o4yepelb OKasblBaeTCA 3amnonHeHHOW, U AApo AaeT OTKas Ha NOMbITKU OTKPbITh
HoBOe coeauMHeHue. Haubonee ymHble DoS-60Tbl elle M aHanU3MpywT CUCTEMY nepen
HayanoM artaku, 4YTobbl cnaTb 3anpocbl TONMbKO Ha OTKPbITblE XU3HEHHO BaXHble MNOPThI.
NoeHTuduuMpoBaTh TaKyr aTaky NpocTo: AOoCTaToYyHO nonpoboBaTh MOAKMHOYUTLCA K OQHOMY
U3 CepBUCOB.
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O6opoHUTENBHbIE MEpONPUATUA 0ObIYHO BKHOYaKOT B ceba:

YBenuyeHune oyepeamn «nonyoTkpbiThix» TCP-coequHeHuIA:

$ sysctl —-w net.ipv4.tcp max syn backlog=1024

YMeHbLLEeHUe BpeMEHN yaepXXaHus «NoyoTKPbITbIX» COEAUHEHWUN:

$ sysctl -w net.ipv4.tcp synack retries=1

BkntoueHne mexaHuama TCP syncookies:

$ sysctl —w net.ipv4.tcp syncookies=l1

OrpaHuyeHMe MakcumaribHOro 4Jucria «nofnyoTKpbITbIX» CcoeguHeHuin ¢ opHoro IP K
KOHKPETHOMY MOPTY:

$ iptables -I INPUT -p tcp --syn —-dport 80 -m connlimit -—-
connlimit-above 10 -J DROP

3.7.4.3. UDP-cpnyn

TunuyHeIn MeTog 3abuBaHuA nomnockl nponyckaHusa. OcHoBaH Ha BeCKOHEeYHOW nockinke
UDP-nakeToB Ha nopTbl pasnuyHbix UDP-cepBucOB. Jlerko ycTpaHAeTca 3a CYET OoTpesaHus
Takmx CepBUCOB OT BHELLUHEro MWpa U YCTaHOBKM INUMUTA Ha KONMWYECTBO COEAUHEHUW B
eauHuly Bpemenun K DNS-cepBepy Ha CTOpOHe Lnto3a:

$ diptables -I INPUT -p udp --dport 53 -3 DROP -m connlimit --
connlimit-above 1

3.7.4.4. HTTP-cnya.

OauH 13 cambiX pacnpocTpaHeHHbIX Ha cerogHAaWHUin geHb cnocoboB dnyga. OcHoBaH
Ha OeckoHeyHor nocbinke HTTP-coobuleHnin GET Ha 80-blid NopT € Uenbio 3arpy3utb web-
cepBep HacTonbKo, 4YTOObl OH OKasancA He B cocToAHWM obpabaTbiBaTb BCe OCTalbHbIE
3anpockl. YacTto uUenb dnyga cTaHOBUTCA He KopeHb web-cepBepa, a OAWH U3 CKPUMTOB,
BbIMOMHALLUX pecypcoemMkue 3agaduun unu padotawowmi ¢ B1. B niobom cnyyae, MHAUKaTopom
HayaBLUeica aTaku 6ygeT cny>XuTb aHoManbHO ObICTpbIA poCT fioroB web-cepBepa.

OnpegenuBLunck ¢ IP BUHOBHUKA, HAaYMHaeM yaanarth no |IP-agpecam:

$ iptables -A INPUT -5 XXX.XXX.XXX.XXX -p tcp —-—-destination-port
http -j DROP

Wnu cpasy no noaceTam:

$ iptables -A INPUT -s xxx.xxx.0.0/16 -p tcp --destination-port
http -j DROP

[na orpaHUYyeHUsa KonuyecTBa OAHOBPEMEHHbIX MOAKIIYEHUN K cepBepy ANA KNueHTa
no IP ucnonesyetrca mogynb connlimit. OrpaHU4YMM KONUYECTBO NapansenbHbiX NOAKMIOYEHUN
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no SSH o Tpex Ang ogHoro KrueHTa:

$ iptables -A INPUT -p tcp --syn —-dport 22 -m connlimit --
connlimit-above 3 -Jj REJECT

OrpaHuunMTbL KONMWYecTBO MapannenbHbiX noaknoyeHud no HTTP go Tpex AnA ogHoro
KnueHTa:

$ iptables -p tcp --syn —-dport 80 -m connlimit --connlimit-above
20 —--connlimit-mask 24 -j DROP
rae: connlimit-above 10 — ycnosue Ang npoBepkn 0QHOBPEMEHHbIX MogknoyeHuin He bonee 10;

connlimit-mask 24 — rpynnupoBKa XOCTOB MO ANWHE npeduKca, MHaye roBopsa «Mackar
(anga IPv4 ato yncno AomkHo ObiTh B Anana3oHe oT 0 A0 32 BKNHOYUTENBHO).

Takke orpaHU4MTL KONMUYECTBO MOAKIKYEHUN B €ANHULYY BPEMEHU MOXHO C MOMOLLbIO
Moayns limit.

$ iptables —-A INPUT -p tcp —--dport 80 -m limit --limit 25/minute
——limit-burst 100 -j ACCEPT
rae: m limit — nogknoyaem moayne limit;

limit 25/minute — nopor B 25 nogKnoYeHUin B MUH.;

limit-burst 100 — ycnoBue BknoyeHus nopora: nocne goctxkeHna 100 noaxknoYeHui.
3.7.5. YnpaBneHue (puUnbTPOM CETEBbLIX NakeTos (ufw)

Mo ymonuyaHuw ANA ynpasneHwus npasunamu unsTpauunm B CUCTEME MUCMOMb3yeTcA
npocTorM KoMaHAHbli uHTepdpeitc ufw. OH paspaboraH OnA nerkoi HacTpouku iptables wu
npenocTaBnaeT ApPYKeCcTBeHHbI cnocob co3gaHua cetesBoid 3awuthl ang IPv4 u |IPv6.
YnpoLyeHHble npasuna ufw TpaHCNUpYTCA B paclunpeHHble npaBuna iptables u npumeHaTCA
npu 3arpysKe CUCTEMbl aBTOMATUYECKU (B CNy4ae BKIHUYEHHOro No yMonyaHuo ufw).

W3HayanbHO cepBuC Ufw BbIKMOYEH.

MpocToTa ucnonb3oBaHUsa ufm MoXeT BbiTb NOKa3aHa Ha cneaylLux npuMepax:

BxntoueHue ceteBoro ounsrpa:

$ sudo ufw enable

OTKpbITHE NopTa (B 4aHHOM npumepe SSH):

$ sudo ufw allow 22

MNpasuna MoryT 6biTb J06aBneHbl ¢ UCNOoNb30BaHUEM HYMepoBaHHOro popmara:

$ sudo ufw insert 1 allow 80

[Moao6HbIM 06pa3oM MOXHO 3aKpbiTb OTKPbITHIW MOPT:

$ sudo ufw deny 22
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[na yoaneHua npasuna ucnonb3yercd KomaHaa delete:

$ sudo ufw delete deny 22

Taike MOXHO paspellunTb OOCTYM K MOPTY C onpedeneHHbIX KOMMbITEPOB UNMKU CETEN.
Cnegyownii npuMep paspeLlaeT Ha 3TOM KomnbloTepe goctyn no SSH ¢ agpeca 192.168.0.2
Ha noboit IP agpec:

sudo ufw allow proto tcp from 192.168.0.2 to any port 22

[obaBneHue onuun --dry-run komaHge ufw BbIBEAET CMUCOK NpaBui, HO He MPUMEHUT UX.

Hanpumep, nanee nokasaHo, YTo Obirio Obl NpUMEHeHo, ecnu oTKpbiTb HT TP nopT:

sudo ufw —--dry-run allow http

*filter

cufw-user—-input - [0:0]
:ufw-user-output - [0:0]
c:ufw-user-forward - [0:0]
:ufw-user-1imit - [0:0]
cufw-user—-limit-accept - [0:0]

### RULES ###

### tuple ### allow tcp 80 0.0.0.0/0 any 0.0.0.0/0

—-A ufw-user-input -p tcp —--dport 80 -j ACCEPT

### END RULES ###

—-A ufw-user-input —-j RETURN

—-A ufw-user-output -j RETURN

—-A ufw-user-forward -j RETURN

-A ufw-user-limit -m limit --limit 3/minute -j LOG --log-prefix
"[UFW LIMIT]: "

—-A ufw-user-limit —-j REJECT

—A ufw-user-limit-accept -j ACCEPT

COMMIT

Rules updated

ufw MOXXHO BbIKITHOUUTE KOMaHA0A:

sudo ufw disable

YT06bI NOCMOTPETL CTATYC CETEBOM 3aLUUTHI:
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sudo ufw status

[ina 6onee nonHoro otobpaxeHus MHPOpMaLUumn cnegyeT BBECTU:

sudo ufw status verbose

[na oTobpaxeHusa B Buage cpopmarta numbered:

sudo ufw status numbered

[na ynpaBneHus npasunaMmn U coctoaHuem ufw B cUCTeMe Ucnonb3yeTcs rpaguyeckas
ytunuta ufw-gtk (NyHKT oCHOBHOro MeHK «[lapameTpbl/YnpaBrneHue MexceTeBbiM 3KpaHOM»).

Ha puc. 46 npuBedeHO OCHOBHOE OKHO TMporpamMMbl, MO3BONANLLEE BbINOMHATb
3anyck/ocTaHOB MEXCETEBOro 3KpaHa W ynpaBreHune cocTaBoM MpaBun dunsTpauum c

ucnonb3oBaHNeM rpadpuyeckoro uHTedeica sagaHua npasun, NpUBe4eHHOro Ha puc. 47.
v YApasnenue HEMCETESHM IRpaHoN HEL
©ain [paska WHcTpyMmedTel Crnpaska

e c + ® Edf ] |

| OTKMOHNTE | Mepe3arpy3nTe NobaBuTe Npaswno YAanuTe Npasuno WaMeHWTs Npaswio MepeMecTUTE HXe [lepeMecTWThL Bhille

MpaBwuna | CobeiTuA
# OefcTene Hanpasnexwne MpoTokon WcToYHuK MopT Hasuayeuune MopT MangaTHas MeTKa

Syl Fifry oiaealndl S,

Puc. 46
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o Tpapuno =iEe
Obuiune
3 Hanpaeneuue: @ BxogHoW wHTepdeic () BuixogHon wHTepdeiic MpoTokon:
Moznyna: | 1= — —— =
HeiticTeune: Allow < | Noruposanune: | Off z
UcTouHuk HasHauyeHune
Appec: Appec:
@ Moboi @ Maoboi
() 3agaHHbIA ) 3agaHHLIR
Hopy MopT
) NMoboit LGB
() 3apgaHHbIA () 3apaHHblin
@ TpunoeHWe iLDAP < | Y | ) MpunomxeHue
PacluMpeHHbIe
MaHpaTHan MeTKa:
() He ucnonesyeTcA
@ WcnonsayeTcs Mpasuno: | paseHcTBO Mo YFOBHKOD z |
3HadeHne: |2 |
| @ OTmenuTe |l < ok |

Puc. 47
3.8. YnpaBneHue cpeacTsamun peructpayuii codbiTuin

[Moaocuctema perucTpauum cobbiTMid npeactaBnger cobow  cnyxby (auditd),
dukcupyrowlyio cobbiTus CUCTEMHbIX Bbi3oBoB fgpa OC M knaccupuuupylowmx WUxX B
3aBMCUMOCTM OT KOHTEKCTa NOABMEHUS:

— task — cobbiTUA, CBA3aHHbIE C CO34aHUEM HOBbIX MPOLECCOB;

— entry — cobblTUA, KOTOPbIE UMEKOT MECTO MPU BXOAE B CUCTEMHbI BbI30B;

— exit — cobbITUA, KOTOPbIE UMEKOT MECTO MPU BbIXOAE U3 CUCTEMHOIO BbI30BA;

— user — cobbITUA, UCMONb3YIOLLME NapaMeTpbl MONb30BaTENbCKOro NPOCTPaHCTBa.

Kaxxgoe cobbiTe npeacTtaBnser coboil Habop 3HaYeHWd Buaa KI4-3HAYEHWe, rae
KMOYOM MOTYT BbICTynatb pasnuyHble nonsd. B coctaB obasatenbHOW WHoOpMauuu BXOAAT
crnegyoLue nons:

— HagexHasi MeTka BpeMEHU;

— TUN cobbITUSA;

— pesynkrart cobbiTUA (YyCnex Unu otkas).

CocTaB nonen cobblTUA MOXET OTNUYATLCH B 3aBUCUMOCTUM OT €ro Tuna, Hanpumep, npu
peructpaunn  cobbeitua Bxoga nonb3oBatenda (USER_LOGIN) npucyTtcTByloT  nons
unaeHTudukartopa npouecca (pid), Homep TepmuHana (tty) n gp.
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[aHHaa cnyxba ycTaHaBnNuBaeTCa crieqytoLlein KomaHOoom:
$ sudo apt-get install auditd

B cocTaB nakera auditd BxoaaT crneayowne yTUnuTbl:

— cnyxba BegeHus cobblTu aygurta — auditd;

— ynpasrneHue npasunamu aygurta — auditctl;

— MPOCMOTP OTYETOB O COOLITUAX ayauta — aureport;

— nouck cobbiTuin 6eszonacHoCcTU — ausearch.

3.8.1. Cnyx0ba BegeHusa cobbiTnin ayauta — auditd

Cnyxba BepgeHua cobbiTuid ayauta auditd npegctaBngaeT cobor  cnyxoy,
OCyLLeCcTBNALL Y0 3anucb cobbITUIA Be3onacHoOCTU B Nor paun cornacHo nNpasunam aygura.

HanHaa cnyxba He 3anyckaeTrca aBToMartuuyecku. [Ana ee 3anycka npu crtapte OC
TpebyeTca Ao6aBuUThb AaHHY cnyX0y B CMUCOK aBTO3arpy3ku:

$ sudo systemctl enable auditd

[nsa 3anycka cnyx6bl ucnonb3yeTcsa crnegyolliasa komaHaa:

$ sudo systemctl start auditd

[nsa ocTaHOBKU U Nepesanycka Heobxo4MMO BbIMONHUT!

$ sudo systemctl stop auditd

$ sudo systemctl restart auditd

Cnyxba auditd ucnonbsyet crneayouime dainbi:

— letc/audit/auditd.conf — koHUrypauuoHHbiA dpain cnyxobl ayauTa;

— [etc/audit/audit.rules — cain npasun, NPUMEHAEMbIX MPU 3anycke cryXobl;

— [etc/audit/rules.d — kaTanor, cogepxatyuii paiinsl ¢ NpaBuIoM Unu Habopos npasun;

— Ivar/log/audit/audit.log —xypHan cnyx06bl auditd.

3.8.2. YnpaBneHue npasunamu ayauta — auditctl

[na ynpaBneHua npasunamu ayguta wucnonb3dyetca ytunurta auditctl, wumetowas
cnepywouwmii popmart Beidosa: auditctl [onyuu].

YTunura umeeT 60rbLIOE YUCIIO OMNLUIA, OCHOBHbIE U3 KOTOPbIX:

— | — BbIBECTU CMUCOK OCHOBHbIX Mpasun,

— a— gobaBuTb HOBOE NpPaBuIo;

—d — yganuTe npasuno;

— D — yaanutb Bce uMetoLLMecs npasuna.

[nsa npocmoTpa cnucka NpUMeHAeMbIX Npasun UCMonb3yeTca crneayollas komaHaa:
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$ sudo auditctl -1

,EI.I'IFI nobaBrieHns HOBOro npasusiia ncnomnb3yeTcAa KomaHaa Buaa:

$ sudo auditctl -a <coucok>, <geMcTBMe> —-S <MMA CHCTEeMHOTO
BEIBOBa> -F <{umibTpR>

Onuwnn BiGOpa cnucka npu ynpasneHun npasunamm npusegeHsl B Tabnuue 14

Tabnuuya 14
Cnucok OnucaHue

task Cnucok npasun npotecca. 3ToT CMUCOK NpaBun UCMNOMb3yeTcH TONbKO BO
BpeMa co3JaHusa npouecca — Korga poAuTenbCKuid npouecc Bbi3biBaeT
fork() WNKU clone ()

entry Cnucok npaBun To4yeK BXoAa CUCTEMHbIX BbI30BOB. 3TOT CMMUCOK
NpUMeHsieTca, korga Heobxogumo co3gatb cobbiTMe And  ayauta,
npuBsi3aHHOE K TOYKaM BXO[4a CUCTEMHbIX BbI30OBOB.

exit Cnucok npaBun TodyeK Bbixoda W3 CUCTEMHbIX Bbi30BOB. 3TOT CMUCOK
NpUMeHsAeTca, Korga Heobxogumo cos3datb coObiTMe OnA  ayauTa,
npuBsi3aHHOE K TOYKaM BblXxo4a U3 CUCTEMHbIX Bbl30BOB.

user Cnucok dunbTpauum nonb3oBaTenbCkuX CcOooOLeHuiA. 3TOT CMUCOK
ucnonb3yerca A4poM, UToObl OTUNETpPOBaTh COOLITUA, NpuUxogsALlie U3
nonb30BaTeNbCKOro NpocTpaHcTBa, neped TeM Kak oHU OyayT nepedadbi
AeMOoHYy ayauTa.

exclude Cnucok dunbTpauun coObiTUA onpedenieHHoro Tuna. 3TOT  CMUCOK
ucnone3yeTcsd, YTobbl OTPUNETPOBLIBaTL HEHYXHbIE coObITUA. Hanpumep,
€ecnu Bbl HE XOTUTE BUOETb avc CooOblLleHUs, Bbl JOMKHbI UCMOMNb30BaTh
3TOT cnucok. Tun coobLyeHnsa 3agaetca B none msgtype.

Cnucok SoCTynHbIX AeiUCTBUI NpuBeaeH B Tabnuue 15.

Tabnuuya 15
[eictBne OnucaHue
never He reHepupoBaTb HUKaKMX 3anucei. 3To MOXET ObiTb UCMONb30BaHO A5A
nogasneHus reHepauun cobbiTUiA.
always YcTaHOBUTbL KOHTEKCT ayauta. Becerga 3anonHATb ero Bo BpeMs Bxoda B
CUCTEMHbIN BbI30B U BCerga reHepupoBaTb 3anucb BO BPeMSA Bbixoda U3
CUCTEMHOrO Bbi30Ba.

B KauyecTBe mMenm cucTeMHOTO BbIsoBa MOXET ObiTb UCMOMb30BAHO Kak ero UMs, Tak
1 ero Homep.

YKkaszaHne UNLTPOB MO3BOMAET ONpedenuTb cnyyam dukcaymm cobbiTuiA ayguTa.
OOBLWwuit cMHTaKcuc Ana ykasaHua (UnbTpoB:

<noJje><olnepalMA><3HadeHMe>
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rje <onepaumAa> ABMNAETCA NOTMYECKUM OMEPATOPOM: =, 1=, <, >, <=, >=, &, &=

Hanpumep, ansa sagadvs cunetpa ans aupektopun /home ucnonb3yeTcs crneayoulas
CTpOKa:

dir=/home

Cnuncok gocTynHbIX atpubyToB ANnA 3agaHua unbTpoB yKkasaH B man auditctl.

[ng yganenus cywecTBYHOLEero npasuna Ucnosnb3yeTca crneayoLlan komaHaa:

$ sudo auditctl -d <cnomcok>, <IeMcTBuUe>

Hanpumep, npasuno Ha oOTCrnexnsaHne CUCTEeMHBbIX BbI3OBOB oOpen Cco3daeTcA
crnegyrowmm obpasom:

$ sudo auditctl -a exit,always —-S open

Co3pnaHue npasuna AnAa KOHTponA co3gaHuA cyneprnonb3oBaTternem CpaF‘IJ'IOB B Katanore
/home:

$ sudo auditectl -a always,exit -F dir=/home/ -F uid=0 -C
auid!=obj uid

ans yaaneHua npegbiayllero npasuna UCnosib3yeTcAd KoMaHaa:

$ sudo auditectl -d always,exit -F dir=/home/ -F uid=0 -C

auid!=obj uid
3.8.3. [lpocMOTp OTYETOB O COOLITUAX ayauTa — aureport

Ytunuta aureport ucnonb3yetcd AnNA  NpoCMOTpa  OTYETOB  ©Ge30onacHOCTH,
3apermcTpuMpoBaHHbIX cnyxb6oi auditd. lpu 3anycke 6e3 aprymMeHTOB BbiBOOUT 0OLLYYHO
CTATUCTUKY no cobbiTuaM 6GesonacHocTu. Onuum BbiGOpa TUMa oTyeTa YTUNUTLI aureport
npeacTtasneHsbl B Tabnuue 16.

Tabnuuya 16
Onuusa HasBaHue oTtyeTa
-a, --avc OTyeT AVC
-au, -auth CobbITnA ucnonb3oBaHUa MexaHM3Ma ayTeHTUUKaLum
-cr, --crypto CobbiTna kpuntorpadum
-e, —-event Bce coobueHns
-h, --host CobbITA yganeHHoro xocTa
-1, --login CobbITuA aBTOpPU3aLUK Nonb3oBaTenei
-m, --mods CobbITUA U3MEHEHNS aKKayHTOB
-p, —-pid CobbiTnA no npoueccam
-u, --user CobbiTuA nonb3oBartenei
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OKoHYyaHue mabnuybi 16

Onuusa HasBaHue oTtyeTa

-X, — executable

CobbiTnA 3anycka nporpamm

[na copTupoBkM coObITUMA MO TUMy pesynbrata (ycnex, oTKas) UCMONb3YHTCA K4u

KOMaHOHOW CTpOKM --success, --failure. [Ana 3apgaHUA uWHTepBana BpeMeHW AnA OoT4yeTa

ncnonb3yoTca knoun —start, -end (3apatorca B popmate A.MM.ITTT).

roaa:

Hanpumep, NnpocMoTp cobbITUIA UCMONb30BaHUA MeXxaHU3Ma ayTEHTUUKaLIN:
$ sudo aureport -au

[MpocMOTp cOObLITUA M3MEHEHWA YYETHbIX 3anuceil nonb3oBaTtenein 3a gekabpo 2017

$ sudo aureport -m --start 01.12.2017 —--end 31.12.2017

[MogpobHoe onucaHue yTunuTel aureport npuBegeHo B man aureport.

3.8.4. Nouck cobbiTnin 6esonacHocTU — ausearch

[na npocmoTpa getanbHo MHpopmaLMn 0 cobbiTUM UCNoNb3yeTca yTunuTa ausearch:

$ sudo ausearch -a <Homep cobblTUa> [onuun]

CoofueHna ayouTa BbIBOAATCA B dopmare Cchnucka Knwoy-3HayeHue. [Ana noucka

cobbiTuit BGesonacHOCTM 3afaroTcA YCNOBUA MOUCKA C MOMOLLBK OOHOMO WU HECKOJTbKUX

Krodein ns Tabnuubi 17.

Tabnuua 17

Onuusa

OnucaHue

-a, --event <Homep cobbiTUA ayauTta>

[Mouck no Homepy cobbiTUA

--arch <apxutekTypa>

Mouck No apxuTekType npoleccopa

-C, --comm <KomMmaHAaa>

I'TouUCK No UCMONMHAEMON KoMaHae

-e, —exXit <koa owmnbKkn>

[Mouck no Koay Bo3BpaTta U HoMepa oLNBKK

-f, --file <cpann>

lMouck no umeHun gaina

-gi, --gid <uaeHTUdukarop>

Mouck No uaeHTUdUKaTopy rpynnbl

-hn, --host <xocT>

[MoUCK No MMEeHU XocTa

-p, —-pid <ugeHTUduKaTop>

Mouck no naeHTUdMKaTopy npouecca

-SC, --syscall <Bbi30B>

IMoucK no HassaHWIO CUCTEMHOrO BbI30Ba

-ue, --uid-effective <adpdektnsHbin UID>

Mouck no agpcpekTMBHOMY UaeHTUdUKaTopy
nornb3oBarens

-ui, -—-uid <UID>

IMouck no UID
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OKoHYyaHue mabnuybi 17

Oonuusa OnucaHue
-ul, --loginuid <uaeHTUdUKaTop NoruHa> lMouck no ngeHtTudukaTopy noruHa
nonb3oBareng
-X, --executable <ucnonHaembl ain> lMouck no ucnonHaemomy dainy

AHanorMyHo KomaHge aureport Ona noucka Mo 3agaHHOMY WHTepBany BpeMeHU
ucnone3yrTca onuuu --start n --end.

B paccmatpuBaemoil nogcucteme npegcrtasneHo Oonblioe YUCNOo TUMOB COOOLLEHUN,
CMUCOK KOTOPbIX MOXET ObiTb MOMy4YyeH 3anyckoM YTUNMUTbI C onuuein -m 6e3 apryMeHTOB.
YKasaHHasa onuug ¢ apryMmeHToMm (TUnom coobLleHnsa) MoXeT ObiTb ncnonb3oBaHa Ansa otbopa
coobLeHnin ¢ 3agaHHbIM TUMOM.

[Mpumepbl:

Mouck cobbiTUiA UCNONb30BaHUA MexaHu3Ma MoBbileHUA npusunernii sudo:

$ sudo ausearch -x /usr/bin/sudo

Mouck cobbiTuin Bxoga nonb3osBartens (LOGIN) 3a aekabpb 2017:

$ sudo ausearch —-m LOGIN —--start 01.12.2017 —-—-end 31.12.2017

3.8.5. I'pachuyeckaa ytunurta ynpasneHus ayautom — maudit

[nsa npocmoTpa cobbiTHil 6e30NacHOCTU U YrpaBreHUs npasunamu BeLeHUs KypHana
BesonacHoOCTU ucnonb3yetca rpacdudeckas ytunuta maudit. [laHHasa yTunuta BXoguT B CcOCTas
naketa maudit.

[na ee 3anycka TpebyeTca BbiOpaTb NYHKT «AyOUT» B MaHENU 3anycka unv 3anycTutb U3
KOMaHOHOW CTPOKWU KOMaHOOoM:

$ maudit-runner

OcHoBHaA a3KpaHHaa opma npunoXeHUa npeactaBneHa Ha puc. 48. Ha Hel
npegcTasrneHa cratucTuyeckas uHgopmauua no cobuiTuAM ayauTta, 3aperucTpupoBaHHbIM Ha

TEKYLUA MOMEHT.
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£ KoHcosL ayanTa (RETERE HacTpofes neproga oTusta « RacTpodu dafinogoro aygETa O Mporp s

an u-hop M AL ME

COBOKYMHas UHpoOpMaLunA

Ece codeimne

ik & Mapametp JHAYeHME
Cofismua oy
TIpOTOKOMNE OS 3RS Disanazod spemeH B norax 19.09:2018 12:01:59.451 - 20.09 2018 17:15:15.400
COBLTUR Sy TEHTAC KA W Bsifpan-os Bpema ans oTueta 19.09 2018 12:01:59 - 20.05.2018 17;15:15 400
¥ ameHsSni ko sinryp s e 1227
CofisiTUA BXoga
noneInEITENEN WameHe SIS B yUSTHER SEMICHE, TRYTIMEL Wi [onsEs L3
ST MRS YUSTHR Bxogoe nansioeaTEnER 3z
sANMCE HeyorellHax Bs008 Nank30BaT=nsRA 0
Cofisrris cepespa NexaET CoBEITWA aETODMIALIK 48
cupsd) :: - =
P CofbITWA HEyCNelWHbX asTopHIaL A 7]
Z0BRTHA NPRMEHEHKS MNansioeaTensd 5
MENAHHIMOB PEIEPIHN0BEHUA
W BOCCTIHOBNEHUR | BRI 8 s
b e ViMaH xacToa 2
CofisTua wime-e=us Wenonsasme s dhadnoe 110
NMAPAMETPOE MOHTUPOESHAA
Fomang 188
COBLTAS NIMEHEHAS Baiiioe aa1
ROHTM YA i ARpE
Cobemmi AT a
Cofisrrus cios noouyeccos
= Cofibimui uansHsHWE MAT 0
CucTenkeis coSemus (ourral) HeyoreiHeg cHeTEMHR K Bhiz0E0a 50

Puc. 48
B nesou yacTu npeacTasneHa naHenb Boibopa Tuna otyeTa no kateropuam. Npu Beibope
KOHKpETHOM KaTeropuu B nNpaBoil 4acTu oTobpaxaeTcs CMUCOK C OCHOBHBLIMWU CBOWCTBaAMMU
cobbiTuiA (aata, Bpems, cyObeKT, 00beKT, onepalusa u ctaTyc onepauyuu). Hanpumep, kateropus
«Bce cobbitua» (puc. 49) coaepxuT CMNUCOK Bcex cobbliTuK GesonacHOCTU, a KaTeropus
«CobbIT1A BXoAa nofb3oBaTtenei» — 3aperncTpupoBaHHble coObITUA BXoAa Monb3oBaTeneii.



< KoHcons aygnia

Copoeyn=as wehon wans

Cofeimng cnymde

NP OTOROMMPOARHW S
Cofierns ayTsHTHdimasg g

Cofierwa sxopz

noneIceETANEH

Crfibmid HEMEHEHUE YUSTHEIX

1anyceE

CofbmvA cepoepa nedana
(eupsd)

CofLiTHa MPHMaHSHIA

bR 1BpEAPOEEHAR

W s0cE

WHEpOpMELL N

(CEE

Cofipmma nsmeHesns

NnapasMeTpos MOHTWPOBEHWA

CofbmnA NaMEHEHNR
KOHEMrYRAL MY SEpa

Cofemua cor npoLaccoe

CHeTEMHLIE COOEMHA (Jourral)

Haxartue Ha Tun cobeiTua B cTonbue «Tun cobbiTUA» NO3BOMAET NMOCMOTPETL MOHATHYIO

MaHens
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HacTpofka nepuags otueta »

Bce cobbIiTUA 3a cerogHs (20.09.2018 00:00:00 - 20.09,2018 17:17:30)

HaeTpoiky crafnoeors aynuTa

0 fporpanms

Disiy F Ounetp W Moxasare tankeo CTHATE]
. 2 (3 4 (B (B (7B |9 |
EpemA CobbiTHe Cyduesr PID Pesy/LTarT
Lata +4 +4 4 +4 Obwexr 4+ t+4 Onepauns+ 4+
20,09 2018 | 17:17:01 SYSCALL roaot Jusrishin/cron 15181 =HeT gasHens  yoones
20092018 174701 CRED OISP |roob fusrfsbin/cron 15181 PAM setcrad yrrex
20 092018 17:1701 SYSCALL root fusrfsbinieron 15181 <HeT ganHsixs  yemes
20092018 171701 SYSCALL root fusrfsbinferon 15181  <HeT gaHHEIX®  yorex
20092018 | 17:17v:.0L LOGIN root <HET SaHHENK> 15181 <HET gaHHBLIX®  YCTEN
20:09.2018 1 171701 SYSCALL root Jusrisbinieron 15181 =HeT gaHHLIX=  yooex
20092018 | 171701 USER_ACCT  root Jusrisbin/cron 15181 PAM:accounting yorex
20022018 17:.1701 SYSCALL root fetcishadow 15181 stcpasswd YLTIER
20.09 2018 171701 SYSCALL roaot SnpimpftEOSFy I51BL kel yorex
200092018  1717.00 SYSCALL root JoptfVBoxGuestAdditions- Ta1 SHET OHHAITE  yorex
5 2.18fsbin/VHoxSenacs
20092018 17:1665 SYSCALL root JoptfVBoxGuestAddhions- 781 <HET OBHHLIX®  YCrex
B.2.18/cbin/VBoxSenaca
20:09-2018  17:16:11 SYSCALL developer | Jusrflic/chromium/chromium 15174 =HeT gaHHLi>  yoraw
20092018 171811 SYSCALL developer  Justlioichramiumiehromium 14924 =HeT garHenc yonex

Puc. 49

AnA agMUHUcTpaTopa uHgpopmavuo o cobbitun (puc. 50).

KO HC oM R ay AT | VTHH

< KoHconb ayanta

CoBOKyITHAA WHIEOPMELNS
Bce cofermur

Cofkmus cmykisl
T BT B S

ColelTna dpTasTudma

Cofermms sxogs

nof=ioEaTEnSn

Cofeimns NIMSHEHUR JUSTHSE

1anncER

Cofibrmve cepespa nasaTh
{cupsd]

HaxaTtune Ha
cobbiTuA.

Mamare

HacTpodka neguogs otiera «

Hacrpoin thainooro aywra

O nporpamme

Cobkitne SYSCALL #14023 ot 20.09.2018 17:17:01: ycnex

CoGuitne
CyGwekr
Mpoyecc
CTpona Bmi0Ea

PID

Mogpofkas MHDopkauws

ccbinky «llogpobHas

CHeTamMHLIH B61302 sockat
roat

lusrisbinfcran
fusriehin/CRON -f

15181

Puc. 50

MHopmMmaLuua» (puc.

Hasan

51) BbIBOOUT Bce aTpubyThl
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MNapameTp 3HaueHue
Oara 20.09.2018
Bpema 17:17:01
fsuid root
ses 83
uid root
syscall socket
pid 15181
sgid root
serial 14023
auid root
suid root
gid root

Puc. 51

[na otobpaxeHua cobbiTuin Be3onacHOCTU 3a BbliOpaHHbIA agMUHUCTPATOPOM Mepuog
BPEMEHU UCMOb3YIOTCA MYHKTbl MEHI0 «HacTpoika nepuoga otyeTan»:

CerogHa — cobbiTua ¢ 00.00 TekyLlero AHA A0 HACTOALLEr0 BPEMEHH;

[MocneaoHue 24 yaca — cobbiTUA 3a 24 4 00 HaAcTOALLEro BpEMEHU;

Tekywlaa Hegena — cobbITUA C Ha4Yana Hegenu 40 HacToALero AHS;

BbibpaHHbI 4eHb — MO3BONAET yKa3aTb LEeHb, 3@ KOTOPbI OyayT oTpaXeHbl COObITUS;

BoibpaHHbIii nepuog — MO3BONAET yKasarb AuManasoH [ar, 3a KoTtopble 6yayT
oTpaeHbl COObITUSA.

[ononHUTENbHO NpeaocTaBnaeTca BO3MOXHOCTb coObITUA co cTatycom «OTKA3», ang
3TOro HaxaTb KHOMKY [[Moka3aTb Tonbko OTKA3bI]. Haxxatue kHomnku [[TokasaTb Bce coObITUA]
npuBeneT K cOpocy gaHHOro unsrpa.

[nsa akTuBM3aUMU KOHTEKCTHOro unktpa Xenaemas cTpoka ¢unsTpaluu BBOAUTCH B
none seoda «®unstp» U BbIOOpP noaTBepXAaeTcda HaxaTtuem KHornku [®unetp]. Ona cbpoca
KOHTEKCTHOro (punbTpa ucnonb3yercsa kHonka [COpocutb punstpl.

HacTpoiika cainoBoro ayaouta nNpou3BOAUTCA HaKaTUeM Ha MYyHKT MeHi «HacTpoika
daiinosoro ayauta» (puc. 52).
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. = TKAnCONE ayaaTa | TPIBHNS) (A anaro ayanTs (S]]
¢ KoHcomnk ayauTa Maxsns HacTpoiika nepuonga oTHeTa =

HacTpoiis da@dnosoro aydyma - MTPOTDaMME

oFORyTIHAS W-hopMate e

MNpaBuna dpaiiIoBoro ayaurta

e cofb e

Ofbexr Mpaea goeryna
W g

Onucammne

tmprule Pl |

£

C O3AFTH HOEOE Npasuno

Puc. 52
Ha cTpaHuue npuBOAMTCA CNUCOK TEKYLUMX npasun daitnosoro ayauTta, otobpaxaerca
nyTb palnoBoi cucTeMbI, NpaBa AoCTyna U Kny-onucadue ang unstpauumn colbiTUA.
[na co3gaHusa HoBoro npasuna TpebyeTca HaxaTtb Ha KHonky [Co3gaTtb HOBOE npaBunol.

[anee B aunanore Bblbupaetca nyTb (pailfioBOi CUCTEMbI ANA ayauTa, B CNeayllleM OKHe —
yKa3blBaloTCA NpaBa AOCTyna U onucaHue npasuna (puc. 53).

Co3gaTtb HOBOE MNMpaBuI1o

MyTe Jusr

Mpasa gocTyna* | WameHerwe aTpubyTos (a)
« Utenue ()
¥ 3anucek (w)

WcnonHenue (x)

OnucaHue usr_rule
Co3pate OTmeHa
Puc. 53

Ana nsMeHeHua npas AocTyna UMM onucaHua npasuna TpebyeTcA HaxaTb Ha KHOMKY
['3aMeHUTb NnpaBuno] B CNUCKe Npasun.

[na ypaneHua npasBuna UCMNonb3yeTcAa KHomka [YaanuTb npasuno]. [Ona yaaneHus
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npasuna TpebyeTca NoATBEPAUTL CBOE AEWCTBUE B CNIblBaAKOLLEM Anarnore.
3.9. YnpaBeneHue cepsepom nevyatn (CUPS)

CUPS (Common UNIX Printing System) — moaynbHaa cuctema neyat ana UNIX-
noaobHbIX onepaunoHHbIX cucteM. KomnbloTep € 3anyuleHHbIM cepeepoM CUPS npegcrasnset
coboii ceTeBOU y3er, KOTOpbI MPUHUMAET 3ajaHUA Ha neyaTtb OT KIIMeHTOB, obpabaTbiBaeT ux
1 OTNpaBnseT Ha COOTBETCTBYIOLLWIA MPUHTED.

B OC noagcuctema nevatn CUPS o6ecneynBa€eT BhIMOMIHEHWE Cneayowux 3agad:

— perucTpauusa 1 ynpasneHue ycTponcTBaMu neyartu (ouepeasmu, npuHTepamu U T. n.);

— NpedocTaBneHMe WH@OpMaLun O COCTOAHWM YCTPOWUCTB MeyaTu roKalnbHbIM 1
yaoaneHHbIM nporpammanm;

— ynpasneHue 3afaHnusiMu, BbidaBaeMbiMU Ha Nnevarb;

— BbIMOMHEHWE KOMaHA agMUHUCTpaTopa nevaTu;

— MapK1MpoBKa BbIBOAUMbIX Ha NevyaTtb JOKYMEHTOB B COOTBETCTBUM C TpebosBaHuamu P
AnS JOKYMEHTOB, NoAnexalyux MapkupoBKe.

Onepauun no ycTaHOBKE U MepBOHa4yanbHOW HACTPOMKE MOACUCTEMBbI MNevaTtu
BbIMOMHAKTCA C NpUBUNErUAMKU cynepnonb3osatensd. LUTaTHbIA pexum agMUHUCTPUPOBAaHUSA
nogpasymeBaeT BbINOMHEHWE onepauunii no JobasneHuo U yaaneHuo NpuHTEPOB, U3MEHEHUIO
X MONUTUKM W MaHOaTHbIX aTpubyToB OT WUMEHW TMonb3oBaTens, BXOAALWEero B rpynny
aAMUHUCTPATOPOB MeyvaTu, yKasaHHY B 3HayeHuu napametpa SystemGroup (no ymonuyaHuto
Ipadmin) B dpaine /etc/cups/cups-files.conf.

Onepauun nNo MapKUpOBKE BbLINOMHAKTCA OT WMMEHU MOrnb3oBaTens, BXOAALIEro B
crneyuanbHyo rpynny, ykasaHHyo B 3HayeHun napametpa MarkGroup (no ymonuyaHuio lpmark) B
dhaine /etc/cups/cups-files.conf.

JononHutenbHas uHpopmayua o HacTpoirke cepsepa CUPS HaxoouTca B JOKYMEHTE
®OIIMP.90001-01 93 01 «OC OH «CTpeneu». [NogcHUTENbHaA 3anucka.

MNpumevyanue. Onepauuu Mo MapKUPOBKE BbINOMHAKTCA OT WMEHW Monb3oBaTens,

BXOASILLEr0 B cneLuanbHyo rpynny (no ymonyaHuio marker).

3.9.1. ApxutekTypa u NpuHLMNbl PYHKLMOHUPOBAHUSA

CoctaB CUPS:

— aucnetyep neyatu (scheduler);

— cucTeMa cunbTpauum, npeobpasyollas gaHHble neyat B popmat, noaaepXMBaeMbiii

KOHKpPETHbIM NMpuHTEpPOM (mime-filters);
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— cucTeMma B3aMMoAeicTensa ¢ obopyaosaHueM, oTrpasnAwLas AaHHble Ha yCTpoiicTBa
nevyatu (backends).

3.9.1.1. lucnetyep nevatu

Oucnetyep neyatn CUPS npegocTtaBnAeT Beb-uHTEpdpeic ona ynpasneHusa 3agaHuamu
neyaTn, KOHMUIypupoBaHUA CcepBepa W MpegocTaBneHus CnpaBoYHOW [OKyMeHTauum ¢
nomouybio npotokon IPP (Internet Printing Protocol), B ocHoBe KoToporo ucnonb3oBaH MPOTOKON
HITP'1.1

Mo ymonuaHuto ucnonbsyetrca TCP-nopt 631.

Mogynb aBTOopU3aLnu KOHTPOMUPYET, Kakue 3anpockl MoryT obpabaTbiBaTbCAl B CUCTEME.
MNocne npoxoXAeHUs asTopu3auuu 3anpoc MnepechinaeTca KIAUMEeHTCKOMY MoAymo  And
obpaboTku.

KnueHTckuiA Moaynb Takke oTBeYaeT 3a UCMonHeHue BHelHuX CGl-nporpaMm, HYXHbIX
AnA NoAAEPXKKU CETEBLIX MPUHTEPOB, KNAcCcoB U MOHUTOPUHra COCTOAHUI 3aaHuii neyaTtu.

Moaynb KoHdurypauum CUYATbIBAET KOHQPUrypauuoHHble daiinbl, WHULUanusupyet
CTPYKTYpbl AaHHbiXx CUPS, ynpasnseT 3anyckoM W OCTAHOBKOW BCMOMOraTefbHbiX MporpaMm
CUPS. Moaynb koHurypauum Takke npuoctaHasnusaet cnyxobl CUPS B TeueHne obpaboTku
dhaiinos KoHGUrypauuu n Bo3obHoBNAET ux paboTy nocrie 06HOBNEHUSA NapamMeTpPOB.

Moaynb BefeHUs XypHarnoB OCYLLEeCTBMAET 3anucb cobbITUN, BO3HUKAIOLMUX B rpouecce
paboTbl. [loCTyNHbI CneayoLlue Buabl XypHaros:

— )XXypHan 3agaHui (access);

— XypHan nHdopmMauun o PyHKLMOHMPOBaAHUM U BO3MOXHbIX oLLMbKax (error);

— XypHan pacneyaraHHbIX CTpaHuy, (page).

MIME-mogynb obpabatbiBaeT npotokon MIME (Multipurpose Internet Mail Extensions),
ucnomnb3yeTca B cUCTeMe unsTpauuu Ans npeobpa3oBaHUA pasnUuHbIX TUMOB AaHHbIX B
dopmarT, noaaepKnuBaemMblil YCTPOUCTBOM NevyaTu.

PPD-mogyne obpabatbiBaeT cnucok dainos onucaHusa npuHtepos PPD (Postscript
Printer Description).

Moaynb ycTpoilcTB oOpabaTbiBaeT CMMCOK YCTPOUCTB neyaTu, JOCTYMHbIX B CUCTEME.

Moayrnb npuHTEpPOB, KOTOpLIX paboTtaeT ¢ npuHTepamu U PPD-tainamu sHyTpu CUPS.

3.9.1.2. Cuctema cpunsrpayuu

Cuctema neyatu CUPS no3sonfAeT oTnpasndaTb pasnuyHble AaHHble Ha cepsep CUPS,
rae oHu npeobpasyloTcsa B popmar, nogaepxusaemblii UCNOMb3yeMbIM NMPUHTEPOM.

OTO OCYLUeCTBNAETCA C TMOMOLb MNOCMNeaoBaTeNbHOIO MNPUMEHEHUS pasnUYHbIX



96
®JIMP.90001-01 34 01

unerpos. [Ana naeHtTudukauum opmartoB AaHHbIX U Npasun paboTbl ¢ HUMKU UCMOMNb3YTCA
criegyroline dainbl KoHpurypauuu: mime.types, B KOTOPOM oOrpeaeneHbl U3BEeCTHble TUrbI
AaHHbix MIME, nogpepxuBaembie cuctemon CUPS, 1 mime.convs, B KOTOPOM OnpeneneHbl
npasuna npeobpa3oBaHua 3TUX TUMOB.

®uneTpbl NpegocTaBneHbl ANA MHOrMX opMmaToB (ainnoB U BKNHOYakT, B YACTHOCTH,
duneTpbl hainnoB n3obpaxeHus U pacTpoBblie punbTpbl PostScript, koTopble noaaepxusaroT
NpUHTEPBLI, He oTHocAwMeca K Tuny PostScript. Kak npaBuno takue nporpammbl UCMOMb3YHOT
eAuHbI opMaT onuuii Bbi3oBa: UMSA MPUHTEpPA, MOeHTUdUKaTOp 3adaHusa, UMS nonb3oBaTens,
UMSA 3aaHus, 4YMCNOo KOMWA KM napameTpbl 3agaHus nevatn. [lepegava  uHopmMauuu
OCYLUEeCTBASAETCA C MOMOLLbIO CTaHAapTHLIX NMOTOKOB BBOAA/BbIBOAA.

3.9.1.3. Cuctema B3aumogeincTemsa c obopygoBaHuemM

Cuctema B3aumoaencTsus ¢ obopygoBaHuemMm onpeaenseT cnocod, ¢ NOMOLLLI KOTOPOro
[aHHble OTNPaBAATCA Ha KOHKPETHbIW NpUHTEp. 3TOT UHTEpdelnc B3aunModecTBUS BKIOYaeT
B cebfa napannenbHble, nocnegosartenbHblie U USB nopThl, BUPTYanbHblil NPUHTEP cups-pdf ans
neyatu B dpamn popmata PDF, ceTeBbie NpuHTEPLI, KOTOpbie paboTaloT yepes npotokonbl PP,
JetDirect (AppSocket), Line Printer Daemon (LPD) n SMB.

3.9.1.4. Paboune painbl U KaTanoru

B cucteme CUPS ucnonb3yoTca crneayrouwme gainbl U pabodyne katanoru (tabnuuya 18).
Tabnuuya 18

MyTb OnucaHue

/etc/cups/

dainbl NapamMeTpoB KOHUrypaLum cepeepa nedyatu

Jcupsd.conf

OcHoBHble NapaMeTpbl cepBepa nevartu U NoONUTUKA

Icups-files.conf

[lononHuTenbHbie NapaMeTpbl cepBepa nevyatu

printers.conf

OnucaHusa UCNonb3yeMbiX B CUCTEME MeYaTt MPUHTEPOB U UX
napameTpbl

Isubscriptions.conf

Cnu1cok nognucok

Uclient.conf O6uwue napaMeTpbl NOAKMOUYEHUA KITMEHTa Mo CEeTU K cepBepy
neyaru

/etc/cups/ppd OnucaHua npuHtepos PPD

/etc/cups/ssl Ceptudpmkatbl ¥ KNoYn Ana goctyna no npotokony SSL

Ivar/spool/cups/ ®annbl 3agaHuin neyatu

JaXXXXX [aHHble ayTeHTUUKaLuKM nonb3oBaTtens Ang 3agaHna XXXXX

JEXXXXX ATpubyThI 3agaHna XXXXX
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OKoHYyaHue mabnuybi 18

MyTe OnucaHue
JAXXXXXX-NNN ®ann 3agaHua XXXX daina NNN
/var/spool/cups/tmp/ BpemeHHbIN kaTanor ana unsTpos
/var/cache/cups/ Katanor, cogepxalluit onepaTtuBHYO UHpopMaLUIo 0 3a0aHUAX
neyatu
/var/log/cups/ JKypHanbl paboTbl cepBepa nedyatu
Jerror_log OcHoBHOI XypHan paboTbl, cogepXXuT uHopmaLuo o0 cobbITUAX,

nponcxoaAawmnx Ha cepsepe rne4vatu

Jaccess_log JKypHan 3agaHuii, cogepXXut nHpopmaLMio 0 COCTOAHMUAX onepaunii
C cepBepoM nevyatu

.Ipage_log JKypHan cTpaHuL, KOTopbliA COAEpXUT MHopMaLuo o
pacneyataHHbIX CTpaHuLax

3.9.1.5. T1oNUTUKM KOHTpPOISA onepayui

B cucteme CUPS ana npoBepku AocTyna MpU BbIMOMTHEHUM pasnuyHbIX ornepauuii
NPUMEHSAIOTCA pasfnUuHble MOMUTUKU KOHTPOMSHA, KOTopble MOryT ObiTb Has3HauyeHbl Kak And
cepBepa neyartu, Tak U Ans KOHKPETHOro NPUHTEpa.

OnucaHua 3TUX MNOMUTUK CcodepXaTcd B OCHOBHOM KOH(UrypauuoHHoM dpaine
/etc/cups/cupsd.conf.

M3HayanbHO AOCTYMHbI MOMUTUKM MO yMonyaHuio ¢ umeHamu default, authenticated,
kerberos n NESS.

3.9.1.6. Ouepeau nevatu

PaboTta ¢ oTnpaBnsemMbiMK Ha nevyatb 3agaHusiMU peanusyeTca ¢ MOMOLLbI odyepenei
neyatm — MeEXaHU3M opraHusauun (onpegeneHus nopsagka) u Oydepusauuu 3agaHui,
BbIBOOUMbIX Ha nevyatb. [aHHblA MexaHusM HeoOxoAMM MO MpUYMHE HU3KOW CKOPOCTU
06paboTkM AaHHbIX YCTpOMCTBaMM nevyatn u Ang obecnevyeHnss KOHKYPEHTHOro AoCTyna K HUM
CO CTOpPOHbI Monb3oBaTtenei. [Ana XxpaHeHWs ouyepeden 3agaHuil WUCMoNb3yeTcs KaTanor
/var/spool/cups/.

B kauyecTse ouepegein neyat¥ MOryT BbICTyraTb NOMMEHOBaHHbIE YCTPOWCTBA MevyaTu
(NpuHTEpbIl) UNK rpynnsl NpUHTEPOB. [pKu NevyaTn AaHHble cHayana opMUPYHOTCH Ha cepBepe
neyaTu, rMocrne Yero NOChINAaKTCA Ha NOAKMOUYEHHbIW K HEMY UMW 3aperucTpupoBaHHbIN Ha HEM
CEeTeBOM NPUHTEP.

CocTosiHWe oyepenu rnevyatu MOXET NpeaoCcTaBnAaATLCA MOMb3oBaTeNo ANA oTobpaXeHus

Xo4a npouecca ne4yartu.
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3.9.2. ADMUHUCTpUpoBaHe

YnpasneHue nogcuctemoin neyatm CUPS BknwvaeT cneaywwne agMUHUCTPaTUBHbIE
AelcTBuUA:

— U3MeHeHne napaMeTpoB KoOHdUrypaLuu noacuctemsl neyatu cupsd.conf,

— MPOCMOTP CMKUCKa ouyepenen neyatu (rpynnbl NPUHTEPOB, MPUHTEPLI) U ynpaBrneHue
nmu;

— MPOCMOTp CMUCKa TEKYLUUX 3aaHunit U ynpasreHns uMu.

Onsa n3MeHeHWs napameTpoB KOHUrypauuu rnoacuctembl nevyatu TpebyeTca OTKpPbITb
dhann /etc/cups/cupsd.conf ¢ npaBamMn agMUHUCTpaTopa TEKCTOBbIM PefakTOpPOM, BbIMOJSIHUTh

penakTMpoBaHWe HacTpPOeK, COXpaHUTL dpaitn U nepesanycTUTb NOACUCTEMY NeyaTu:

$ sudo systemctl restart cups
3.9.2.1. KomaHAbl ynpaBrneHua nevyatbio

[na ynpaBneHUs nNoACUCTEMOW MeyaT WUCMOMb3yTCA Creayruue CUCTEMHbIE
KOMaHAabl:

— lpadmin — ynpaBreHue npuHTepamMu 1 Krnaccamu npuHTEpPOB;

—1p, lpr —nocTaHoBKa 3adaHui B oyepedb;

— 1pc, lpstat —MpoBepKa TeKyLlero CoCToAHUA ouepenen neyat U nnaHUpoBLLKKa;

— lpinfo — MPOCMOTP AOCTYNHbIX YCTPOWUCTB U ApalBeEpPOB;

— lpmove — MepeMeLleHne 3agaHuil Mexay ouyepeasammn neyaru;

— lprm — OTMEHa 3agaHui, NocTaBNeHHbIX B oYepeab Ha nevyartb;

— 1pg — NPOCMOTP o4yepeaeit nevyaTu.

YnpasneHue npuHTepamu (gobGaBneHne U HacTpolka) MOXET ObiTb BbIMOMHEHa C
MOMOLLIbKO KOMaHAbl 1padmin:

$ sudo lpadmin -p printer [onumm]

OcHoBHble onuun KomaHabl Ipadmin npuBeaeHsl B Tabnuue 19.

Tabnuuya 19
Onuusa OnucaHwue
-c class [lo6GaBnaeT Ha3BaHHbIN NPUHTEP K KNnaccy NPUHTEPOB class.
Ecnu knacc He cylecTByeT, TO OH co34aeTcH
-m model 3ajaeT cTaHgapTHbIn gpairBep npuHTepa, obbiuHo dhan PPD. ®aiinel PPD

00bI4YHO XpaHATCA B KaTtanore /usr/share/cups/model/.
Cnucok JOCTYMHbIX MoAenen MoXXHO BbiBECTU KoMaHaou Ipinf

-0 param=value |3agaHue onyuit U NapameTpoB NpPUHTEpPA
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OKoHYaHuUe mabnuuysbi 19

Onuusa OnucaHue

-r class YpanseT ykasaHHbIi NPUHTEpP U3 Knacca class.
Ecnu B pesynkraTe knacc cTaHOBUTCA MYCTbIM, OH yaarnseTcs

-u rule YnpaBneHue 4OCTyrnoM nornb3oBartenei K npuHTepy

-V device-uri YkasbiBaeT agpec yctpoictsa (URI) anga cBaA3u ¢ NnpuHTEPOM.
Cnucok goctynHbix agpecos (URI) MOXHO BbiBECTU KOMaHAo# Ipinfo

-D info BbigaeT TekcTOBOE onucaHue npuHTepa

-E PaspeluaeT ucnornb3oBaHWe NpuUHTEPa U BKNOYaeT NpueM 3agaHun

-L location BbiBOAUT pacnonoxeHue npuHTepa

-P ppd-file YkasbiBaeT nokanbHbin pann PPD ana apaiiBepa npuHTepa

[ns oTnpaBku ¢hainoB Ha nevyaTtb M yNpaBneHWUs 3agaHusiMKU nevat npeaHasHauyeHbl
KOMaHAbl 1p U 1pr. MpeaocTaBnsaoT CX0XUA Habop onuuii 1 NO3BOMSAOT OTNPABNATL Ha NevyaTb
taiinbl ¢ ykasaHMEM HeOOXOAUMbIX NapameTpoB 3adaHusi rnevyaTu: Monb3oBaTensl, UMEHM,
KONMMYecTBa KOMUiA U T. .

[ns npocMoTpa TeKywero COCTOSHAS ouepedeit neyatu M NAaHUMpPOBLUMKA
npefHasHayeHbl KOMaHdbl lpc, lpstat M 1lpg. Haubonee npocToit koMaHZoi sBRseTcs
KOMaH4a npocMoTpa 3afaHuil neyaTu 1pq, APYrue KoMaHabl npefocTaensioT 6onbluoit Habop
onuuin Ans NpocMoTpa cTaTyca NPUHTEPOB U oyependeit neyaT ¢ BO3MOXKHOCTbI oTGopa Mo
3aflaHHbIM KpUTEPUSIM.

OTMeHa 3agaHusi M3 oyepeaM neyaTy BhIMOMHSAETCS KOMaHAoW lprm C yKasaHUeEM
uaeHTUdMKaTopa 3agaHusi, KOTOpblil MOXET ObiTb ONpeaeneH, HanpuMmep, ¢ NOMOLLbI0 KOMaHAbI
Ipg. Be3 ykasaHus apryMeHTa OTMEHSIETCS Tekyllee 3aJaHue.

C noMolbl KOMaHAbl lpmove 3ajaHue MOXET OblTb MEpeHEeceHO B ouyepedb nevyatu
ApYroro npuHTepa.

KomaHga lpinfo MO3BOMAET MOMYYUTb CMMCOK AOCTYMHbIX YCTPOMCTB neyatn W

ApanBepoB ANA HUX.
3.9.3. I'pacunyeckuint NHTepdeiic ynpasneHnua noagcucTeMoun nevartu

YnpasneHue CNMCKOM TeKyLWKUX 3agaHui U o4yepedsaMn MeyaTu OCYLUEecTBMSAETCH C
NoMoLLb BCTpoeHHoro Beb-cepBepa. [nA ero yHKUMOHUpPOBaHUA TpebyeTcsa YCTaHOBUTb
cnegywouMe napaMmeTpbl KOHQUrypauum B koHduUrypauunoHHom ganne /etc/cups/cupsd.conf:

Listen localhost:<nopt>
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Weblnterface: Yes

Mo ymonuaHuio Beb-cepBep PyHKUNOHUPYET Ha nopTty 631.

Ona 3anycka rpaduyeckoro cpeactsa ynpaBneHUs MOACUCTEMOI nevyaTtu TpebyeTcs
nogknounTbca Beb-6paysepom no agpecy:http://localhost:<nopt>/admin.

[Mpumep rpaduyeckoro okHa NpUNoXXeHUs npuseaeH Ha puc. 54.

AAMHHACTDMPOBANHWS - CUPS 2 1 3 - Mazilla Firefox

B Agmunncipeposaine X | =+

« ¢ @ D 127.001 - @ ¥ In @ @ =
CUPS.org Havano ENUETETTRGPHLEECREE Mpynnel  Cnpaska  3agaqua  [puHTeps
AQMUHUCTPpUpOBaHue
MpuHTEpbLI Cepsep
HAoBagnTe npuHTER Hafmv HOBWIA NPHHTED YnpasneHwe NPUHTERIMM PegakTHpoBaTe KOHGUIypauoHibiR dain MokasaTe ypHan 3a8aHn i
Moxazats xypran owmbox MoxKazans xypHan crpasingg
rpyn nbl MapameTpel cepeepa:
HAnGasinTe rpynmy YnpagneHwe rpynnasn AononHuTensHse NapameTpkl »
PaspeluTs COBMECTHLIR AOCTYN K NPUHTEPaM, NOJKMOYEHHLIM K 3TOH
cHCTeMe
3a41auum | PaspelunTs NeYaTs 13 HHTepHET

PazpeiumTs YIANEHHOE A/IMUHUCTRUPORAHKE
Paspewwts ayTesmuukaunio Kerberos (FAQ)

Pa3spelnTh NONL30BATENAM OTMEHATH MOG0e 3a8aHne(He TONLKO uX
CoBCTBEHHBIE)

YrnpagneH e 335aHUAMK

CoXpaHATL OTNALOHHY HHIOPMALIIO B MypHane

Puc. 54

[na ynpaBneHus oyepeasMu nNeYaTtu BbiMoNMHUTL «AOMUHUCTPUPOBaHUe — MpUHTEpPbI»:

— «[Jo6aBuUTb NpUHTEpP» — 3anyckaeT gnanor gobasneHua NpuHTepa, No3BONAET yKasaTb
pacnonoxeHue, gpaiisep U Npoune napaMmeTpsbl;

— «HaiTu HOBbIW NPUHTEP» — 3anycKaeT NOUCK NMPUHTEPOB B CETU U 3aryckaeT guanor
AobasneHUs NpuHTepa cpeaun HangeHHbIX;

— «YnpaBneHue npuHTepammu» — otobpaxeHue yxe gobaBneHHbIX B NoACUCTEMY NevyaTu
NPUHTEPOB C BO3MOXHOCTbLIO U3MEHEHUSA UX MapamMeTpOoB.

Onepauua pobasneHuss npuHTEpa peanus3oBaHa C MNOMOLUbK Auarnora, B KOTOPOM
aJMUHUCTpaTop YKa3blBaeT criegyollue ceegeHus (puc. 55):

— npotokon paboTbl npuHTepa W ero |IP-agpec wnu BblOpaHHbIA NPUHTEP Ccpeau
HalleHHbIX aBTOMAaTUYECKH;

— OOMONHUTENLHYIO UHGOpMaLU0 0 NPUHTEpPe (Ha3BaHUe MpUHTEpa Ans nonb3oBaTens,
onucaHue, pacrnonoxeHue);

— npoussogutena u gpansep PPD npuHTepa;



101
®JIMP.90001-01 34 01

— HacTpOKU NapaMeTpOB nevaTu.

AcbaswTs NpWHTED - CUPS 2°1.3 - Moziila Firefox

B gofasnTe npasTep-cur X | 4

L - 2 127,000 S B+ £ In @ @

CUPS.org  Hauano EEYIERETIMGRSEEELTEN [pyinsl  Chnpaska  3agaHid  [prHreps:

[B06aBUTL NPUHTEP

[o6GaBneHue npuHTEpa

YCTaHOBNEHHBIE NPMHTEPBL | | Sapal Port 41
HP Printer (HPLIP)
LPT #1
HP Fax (HPLIP)

Haligieriibie ceTenbie Hewlett-Packard HP Color LaserJet Pro M252dw on 172.16.101.98 (Hewlett-Packard HP Color LaserJet Pro
NPUHTERKL M252dw)

HP HP LaserJet MFP M129-M134 on 172.16.101.99 (HP HP LaserJet MFP M129-M134)

Xerox WorkCentre 3215 on 172.16.101.94 (Xerox WorkCentre 3215)

Xerox WorkCentre 3215 on 172.16.101 .96 (Xerox WorkCentre 3215)

Xerox WorkCentre 3215 on 172.16.101.95 (Xerox WorkCentre 3215)

HP Color LaserJet Pro M2520w (AFOEA3) (Hewleti-Packard HP Color LaserJet Pro M252dw)

HP LaserJet MFP M132in (ADF761) (HP HP LaserJet MFP M129-M134)

Xerox WorkCentre 3215 (XRX9C934E44F61B) (Xerox WorkCentre 3215)

- anlre GCO34EA4EGTR) (Ke 4 "

Xaro WorkC en XE

Puc. 55

Cnncox AocTynHER npuHTepoa - CUPS 2 1 3 - Mozifla Firefox

B concox pocrymsxnpuk. X | =+

« e o 9 127.001 v @ 9 L In @ @D =

CUPSomg Havano ENMULETEApELLEEETEE [pynns  Cnpaska  3agadva  [Npasieps

CrUCOK JOCTYNHbIX NPUHTEPOB

JAoCTynHbIE NPUHTEPbI

*  JoBaswmsstornpustep  Hewlett-Packard HP Color Laserlet Pro M252dw (Hewlett-Packard HP Color Laserlet Pro M252dw on 172.16.101.98)
®  fOoBasurestornpustep  HP HP Laserlet MFP M129-M134 (HP HP LaserJet MFP M129-M134 on 172.16.101.99)
*  JfoBasumestornpustep  Xerox WorkCentre 3215 (Xerox WorkCentre 3215 on 172.16.101.96)

* JcGasutsatornpuntep | Xerox WorkCentre 3215 (Xerox WorkCentre 3215 on 172.16.101.94)

*  JOobaswtsstornpuntep | Xerox WorkCentre 3215 (Xerox WorkCentre 3215 on 172.16.101.95)

* fofaspmestornpestep | HP Color LaserJet Pro M252dw (HP Color LaserJet Pro M252dw)

* | AcBasumsstornpustep | HP LaserJet MFP M129-M134 (HP LaserJet MFP M132in)

* [AoBaswtestornpuntep  Hewlett-Packard HP Color LaserJet Pro M252dw (HP Color LaserJet Pro M252dw (AFOEA3))
* | JoBasutesToTnpunTep | Xerox WorkCentre 3215 (Xerox WorkCentre 3215 (XRX9C934E44F61B))

* | AoBasute stornpustep | Xerox WorkCentre 3215 (Xerox WorkCentre 3215 (XRX9C934E4504DCY))

Puc. 56
Mpu atom npeanaraetca BbibpaTb NPUHTEP Cpeau HalAeHHbIX Mo CeTU MOACUCTEMON
neyaty 6e3 BO3MOXHOCTU YKa3aHUA NPOM3BOSIbHOIO aZpeca pacrofioXeHUs npuHTepa.
HaxaTtue KHOMKW [YnpaBneHue rnpuHTEpamu] OTKPbIBAET OKHO CO CMUCKOM BCEX
po6aBneHHblX B MOACUCTEMY MevaTu NpuHTepoB. Bouibop npuHTEepa B CAUCKE OOCTYMHbIX
NPUHTEPOB 3anyckaeT Auanor ynpasfieHUs COCTOSHMEM TMpUHTEPA W U3MEHEHWEM ero

napamMeTpoB (puc. 57).
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B Printer-CUPS2 13 x [+

¢ c @ D 127.0.0.1 63 - @ 1 @@ =

CUPSorg Hauano AgmanucrpupoBadue [pynnst  Cnpaska  3agadua EEGTE _

Printer

Printer (oXugaeT, NpMHUMaeT 3ajaHusl, HET COBMECTHOTro AocTyna )

OfcnysuBaHne M ALMHHRCTDH ROBIHW S "t
Onucanne: Xerox WorkCentre 3215
Pacnonomenwve:

Dpaieep. Xerox WorkCentre 3215 (vepro-Dentit)
Mogrnioserwe: dnssd e 20WorkCentre%203215%20(XRX9C934E44F67B)._printer._icp local/

Moy * job-sh one, none media=iso_ad_210x297mm sides=one-sided
3agaHnA
Mowck Printer: Mouex CUNCTH TR
Noxazate 23BEPLUSHHEBIE 3303HUR MNokaaaTs Bce 3afadiur
HeT zagaHwi.

Puc. 57

B Bbinagawlwux cnuckax «O6cnyxuBaHue» U «AOMUHUCTPUPOBaHKUE» BbIGpaTh

HeobxoauMble [eicTBUA, Hanpumep, neyaTb NPOOHOI CTpaHuubl, yaaneHWe npuUHTEpa,
yCTaHOBKa €ro Mo YMOMYaHuo.

B cekumn «O6cnyxuBaHMe» NpUBEAEHbI onepauni no U3MEHEHUIO COCTOSIHUS, B CEKLWK
«AOMUHUCTPUPOBaHKUE» — OMNepaLiMi Mo U3MEHEHUIO aTpUBYTOB NPUHTEPA.

[ns U3MeHEeHWUs MonuTukK 6e3onacHOCTU MpUHTepa BblbpaTb «AOMUHUCTPUPOBaHUE —
YCTaHOBUTL NapaMeTpbl N0 YMONMUYaHU». B OTKpbIBLUEMCS OKHe B CeKUMUM «[oNUTUKKM» yKa3aTb

Xenaemyro nonutuky (puc. 58).

B Hacrpove napamerpe e X |

€ c @ D 127001 o @ ¥y @ @ =

CUPS.0rg  Hasano EERURETSGELLLEEELE Tpynnsl  Cnpaska  3aganws  TipaHTeps

HacTpouTb napaMeTpbi NPUMHTEpPA

YcraHOBUTBL NapamMeTpbl MO ymondaHuio Ansa Printer

General JCL  BauHepnl  [Monutuku

MonuTika oWwWBoK: retry ok -
MonMTHKa ONepaLWA:  NESS v

A KOHTeKCT 6 L H=

KouTexcr GesonacHocTu: |l=31=1|

CORpARNTE NapaMeTps

Puc. 58
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Ana npocMmoTpa U ynpasBrneHus TeKyLWUMU 3ajaHUaMU HaxaTb KHOMKY [YnpasneHue
3agaHuamu] (puc. 59).

JagaHvn - CUPS 213 - Mozilia Firefox

B 3aganmn-cuPs 213 x|+
« ¢ @ i 127.000.1 - @ 0 | v NSO =
CUPSorg Hauano Agmukwctpuposaswe  Tpynns  Cnpaska QEENWECTEN [1puHTEDS!
3agaHusn
TMoMeK 3ajaHWA" Towex DK ETHT
MoXasaTs JADEPWITHHLE 25HItR Moxasams Boo 3agamua
3ananue 1 W3 1 aKTHBHBIX.
v ID » Hazmanwe MoaAk3aoraTens Paamep Crpanuiy Cratyc Ynparnenue
test-B2 | tHoe [pwoc BNEHO N0, 1k 1 Coagaxo

Ut 25 ang 2018 14:42 27 Sioueyui || Tieremernam:

“Mpusmep "test” He Haliden"

Puc. 59

B oTKpbiBLUEMCA OKHE OTOOpasuTCA CMUCOK akTUBHbIX 3a4ay U 3NeMeHTbl ynpaBneHus

ANsi COPTUPOBKM NO NapaMeTpam.

3.9.4. MapkupoBKa JOKYMEHTOB

Bce 3agaHus, KoTopble MornyyakwT KOHTEKCT 6e30nacHOCTM C HEHYNEeBbIM 3HaYeHUEM
YPOBHA KOH(UAEHUMANBHOCTU UMM HemnycTbiM HabopoMm KaTeropuil, 3adepXuBarTCcs Ha
cepBepe nevyatu U TpebyroT MapKUpOBKU.

Takue 3agaHus MOryT BKITouaTh B e TONbKO OAUH LOKYMEHT (dpaiin).

B coctaBe OC npeacTaBrneHbl cneayoLwue cpeactsa AN MapKUpoBKU:

— [usr/bin/lpattr — KNUeHTCKOe NpunoXeHue Ana nony4yeHns atpubyToB 3agaHus;

— lusr/share/cups/mark/ — wabnoHbl U cueHapuu Ha A3blke PostScript ana mapkuposku
[OKYMEHTOB;

— [usr/bin/markjob-bin — npunoxeHne onNa MapkKUpoBKU JOKYMEHTOB;

— lusr/lib/cups/mark/psmark —  BCromoratefibHoe  TMpUNIoXKeHUe,  BbIMONHAKLLee
MapKUpOBKY JOKYMEHTa nevaru;

— lusr/lib/cups/mark/psmarker — cLeHapuii, BbIMOHAOLUIA 3anycK NpUnoXxeHusa psmarker
C HeobxoQUMbIMK NapaMmeTpamu;

— lusr/lib/cups/mark/pssplash — BcnomoraTenbHoe TMpUNOXeHWe, BbIMONHAKLee

reHepauuio Tak Ha3biBaeMoro poHapuka And JOKYMEeHTa nevyary;
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— [usr/lib/cups/mark/splash — cLeHapuii, BbIMOMHAKLMIA 3anyck NpuoxeHusa pssplash c
HeoOxoAUMbIMU NapaMeTpamu;

— lusr/lib/cups/mark/cupspasswd — BcroMmoratenbHoe TMpunoXxeHue rpadguyeckoro
Auarora 3anpoca napons ans cepsepa nevaru.

MapkupoBka [OOKYMEHTa OCYLLECTBMAETCA C MOMOLb0 KOHCOIMLHOIO MPUNOXEHUA
markjob-bin, 3anyckaemoro oT WUMEHW CcheuuanbHOro nonb3oBaTens, BXOAAWEro B rpymnmny
Ipmark.

lMpunoxeHue markjob-bin npousBo4uUT crieqyoLne 4eNCTBUA:

— BbIBOOUT CMUCOK 3afaHuil, Tpebyllwux MapkupoBKM, C TMOMOLLbI 3anpoca
IPP_OP_NESS_MARK_GET_JOBS;

— 3anpalmnBaeT Yy Mnorb3oBaTens HOMep MapKMpyemoro 3afjaHusl U CMUCOK CreayloLumx
aTpubyTos:

— ness-inv-num — UHBEHTapPHbLIA HOMEP;

— ness-owner-phone — TenedgoH UCNOMHUTENS;

— ness-workplace-id — ugeHTudukatop paboyero MecTa;
— ness-distribution — cnncok paccbinkm;

— oTnpasnaeT 3anpoc yCTaHOBKU arpubytos
IPP_OP_NESS_MARK_SET_JOB_ATTRIBUTES c BBEOeHHbIMU 3HAYEHUAMU BbilLeyKa3aHHbIX
aTpubyTOB Ha cepBep nevaTu;

— otnpaBnsaeT 3anpoc IPP_OP_NESS_MARK_JOB Ha cepBep nevaty;

— BbIBOOUT HOMepa 3afjaHuii AN NpoMapKMpoBaHHOro JOKYMEHTa U COOTBETCTBYHOLLErO
eMy dooHapuka.

B xope BbinonHeHua 3anpoca IPP_OP_NESS_MARK JOB Ha cepBepe neyatu
BbIMONHAETCA Npeobpa3oBaHWe OpUTrMHaNbHOro AOKyMeHTa B dopmar fa3bika PostScript ¢
ucnone3oBaHnem MIME-cpunstpa «vnd.cups-postscript».

3arem 3anyckaetca Ha BbinonHeHwe bash-ckpunt /usr/lib/cups/mark/psmarker,
NPUHUMAIOLLUIA B KAaYeCcTBe BXOAHbIX NapamMeTpoB UMS daina JOoKyMeHTa A5 MapKUpoBKKU Ha
A3blke PostScript, uma daina wabnoHa mapkupoBku /usr/share/cups/mark/marker.defs, nms
dhaitna nepemeHHbIX 3HaYeHUW MapKUpoBKM M WMMA BbiXxogHOro dauna, KoTtopbid Oyaer
coAepXxarb NpoMapKUpoBaHHbIN AOKYMEHT Ha A3bike PostScript.

B xoge BbinonHeHus atoro bash-ckpunTa 3anyckaeTca Ha BbiNoMHeHUe BcrnomoratensHas
nporpamma /usr/lib/cups/mark/psmarker, Kotopas 3aHUMaeTca MOArOTOBKOW UCXOAHbLIX AaHHbIX
Ha A3blke PostScript.
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B npouecce ee pabGoTbi UCMornb3ykTcsa AaHHble darna wabnoHa
/usr/share/cups/mark/marker.template.

3areM npoucxoguT 3anyck nporpammbl Ghostscript /usr/bin/gs, B pesynbrate paboThl
KoTopou nony4yaetcsa cpain Ha Asbike PostScript, npeactasnawwmMin coboil NnpoMapKkMpoBaHHbIN
[OKYMEHT.

B kayecTBe UcxoAHbiX AaHHbIX AnA nporpamMmbl Ghostscript ncnonb3sytoTca cnegywouue
dannbl Ha A3blke PostScript:

— lusr/share/cups/mark/encoding.ps — [faHHble wWpudTOoB B KOoAMpoBKe Unicode,
ncnornb3yemMble AN oTo6paxeHus TeKCTa MapKUPOBKU;

— lusr/share/cups/mark/inject.ps — peanusauua obpabotunka EndPage, ucnonb3yemoro
AN HaHeCEeHUA MapKUPOBKU Ha KaxKayo CTpaHULy AOKYMEHTa;

— lusr/share/cups/mark/utils.ps — 3arotoBku AnA oToOpaeHUA TeKcTa MapKUpPOBKU B
pasnuyHbIX YacTax nucTa.

3atem, nocne otpabotkm bash-ckpunta /usr/lib/cups/mark/psmarker Ha ©ase
pesyneTupylollero daina co3gaeTca 3afjaHue Ha nevyatb, KOTOPOe ABNSAETCA AOYEPHUM MO
OTHOLLEHUIO K UCXOOQHOMY 3a[aHuio.

370 3agaHue fobasBnaeTcA B ouepenb AN neyatu B NpUocTaHoOBIIEHHOM COCTOSAHUN.

AHanormyHo, ans cosgaHus ¢oHapuKka ucnonb3yercs bash-ckpunt
l/usr/lib/cups/mark/splash. Ero napameTtpbl: wuma  ¢ainna wabnoHa  MapKUPOBKU
/usr/share/cups/mark/splash.defs, uma daiina nepemMeHHbIX 3Ha4YeHWUA MapKUpPOBKU, WUMS
BbIxogHOro dauna Ha dA3blke PostScript, KonuyecTBO KOMWIK OTNpaBneHHOro Ha ne4vartb
AOKYMEHTA.

B npouecce BbinonHeHusa atoro bash-ckpunta 3anyckaeTcd Ha  BbiNOMHEHUe
BCnomoratenbHaa nporpamma /usr/lib/cups/mark/pssplash, koTopaa 3aHUMaeTcsa MOArOTOBKOW
UCXOAHbIX AaHHbIX Ha A3blke PostScript. B npouecce ee paboThbl ucnonb3yTCcA AaHHbIe haina
wabnoHa/usr/share/cups/mark/marker.template.

3areM npoucxoguT 3anyck nporpammbl Ghostscript /usr/bin/gs, B pesynbratre paboThl
KoTopow nony4vaetca pann poHapuka Ha A3bike PostScript.

B kayecTBe UcxodHbiX AaHHbIX AnA nporpamMbl Ghostscript ucnonb3syoTca cnegyoiine
dannbl Ha A3blke PostScript:

— lusr/share/cups/mark/blank.ps — nycToi nucT popmata A4;

— lusr/share/cups/mark/encoding.ps — QfaHHble wWpudToB B KoAMpoBke Unicode,

ucnonb3yemMble Ansg otobpaxeHus TeKkcTa MapKUpPOBKMU;
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— lusr/share/cups/mark/inject.ps — peanusauna obpabortumka EndPage, ncnonb3ayemoro
AN HaHeCEeHUA MapKUPOBKU;

— lusr/share/cups/mark/utils.ps — 3arotoBku OnA oToOpaXxeHWa TeKcTa MapKUpOBKW B
pasnuuHbIX YacTax nucTa.

3atem, nocne oTpaboTkm bash-ckpunta  /usr/lib/cups/mark/splash Ha 6ase
pesynesTupylollero dgaina co3gaeTca 3afjaHue Ha nevyartb, KOTOpPOe SABMAETCA AOYEPHUM Mo
OTHOLLEHUIO K MUCXOOQHOMY 3afjaHuio. 3TO 3adaHue gobaBndeTcA B ouvepedb ANA nevatn B
NPUOCTAHOBMEHHOM COCTOAHUMN.

Mpouecc cosgaHUs OOYEepHUX 3adaHuil Ha nevyaTtb MOBTOPAETCHA MO KOMUYECTBY KOMUM,
3arnpoLLUeHHbIX NpKU OTNpaBKe JOKYMEHTA Ha nevyatb.

[na BbiBOOAa MNPOMapKUpOBaHHOrO [AOKYMeHTa W doHapuka Ha nmnevyaTtb cneayer
BO306HOBUTb BbIMONHEHWE COOTBETCTBYHOLNX 3adaHui.

3.9.5. I'padhuyeckuit HTEpEenc MapKUPOBKN JOKYMEHTOB

[na MapKMpoBKM [OKYMEHTOB Takke MOXHO Ucnonb3oBaTb npunoxeHue «Mapkuposka
3agaHuiy».

3anyck MNpUNoXeHus ocyllecTBnsaeTcd uepe3 MeHw «[lyck» — «CuUCTEMHbIe» —
«MapkupoBsKa 3afjaHuii neyaTn» UK Yepes KOMaHOHY CTPOKY:

$ markjob-app

OcHoBHaA 3KpaHHaa dopMma npunoXeHua npeactasneHa Ha puc. 60. Ha Hent
npegcrasneHa ocHoBHas UHgopMaLus 0 3agaHuaX, Haxo4sALWmUXca B ouepeamn Ha MapKupoBKY.

Q. Maprupoexa Sagannm =e=
Ne 3anaHua Bnapeney 3agaHue Pasmep
31 user BesniMAHHEIRL 6144
32 user BessiMAHHBIR]L 65144
MapkwpoBaTe Yoanute Test

Puc. 60
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B npunoxeHuu otobpaxatTca 3agaHua NnpuHTepa, YyCTaHOBMEHHOIo N0 YMOMYaHuIo.

HaxaTtne Ha 3neMeHT B CMNUCKe BblAENAeT ero And MapKUpoBKW, Mocre 4ero
HeoOXoAMMO HaXaTb Ha KHonKy [MapkupoBsaTb]. [logBuTca popma gnga 3anofiHeHus aTpubyTos
(puc. 61).

[=-] MaprMpoBKa 3aOaHni [=}[o] [x]

Nz 3apaHma  Bnapgeneu 3apaHue Pa3auep

!user | BessiMAHHLIAL | 6144

32

VIHBEHTapHbIA HOMEp

TenedoH UCNOAHUTENA
WoeuTudmkaTop paboyero mecta

Agpeca

v CTapToBaTb NeYaTb

Mapkuposa OK OTmMeHa Test

E I =

Puc. 61
MNocne 3anonHeHUsa Bcex aTpubyToB MOXHO BbIAENUTb NYHKT «CTapToBaTh Nevyatby, YTo
ybupaeT HeobXxogMMOCTb 3anyckaTb JoYepHue 3agaHua yepes seb-uHtepgeic CUPS.
B cnyyae ecnu Heobxoaumo pacnevyaTtatb Oornee OAHOM KOMWU [AOKYMEHTa, B OKHE
3anonHeHus aTpubyToB NOABMAKTCA AOMOMHUTENbHbIE CTPOKU B CUCKe «Aapeca» (puc. 62).
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| @ MapkupoBsxa 3anaHmnil [=][E] ]
~ Ne sapanma  Bnapeney  3apgavne Pasmep

(31 user BesbMAHHBIN] 6144

BesniMAHHLIRL | 6144

Pacuer paccoingm e

MHBEHTapHLIA HoMep |]

TenedoH NCNOAHWTENs |

MpeHTudukaTop pabouero mecTta |

Anpeca

v CtapToBaT 4aT
MapkupoBaT PITCRSTN LY. Test |

| oK || OTMmeHa |

Puc. 62
Yepes npunoxeHne BO3MOXHO yAanuTb 3ajaHue Ha nedyatb. [Ina atoro Heobxoaumo

BblJeNUTb 3afaHne W HaxaTb Ha KHOMKy [YaanuTb], nocne 4ero MOABUTCHA OKHO C
noATeBepXKaeHueM onepavuu (puc. 63).

(<} MapxkupoBxa 3apaHui [=][B] [x]

Ne 3apauna Bnapeney  3apaHue Pasmep

Yoanenwe

( @) Bbt eACTBUTENLHO XOTUTE yAaIuTh 3anaHve?

da | Het

|MapkupoBaTs | | Yaanute | | Test |

Puc. 63
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3.9.6. 'padhuyeckuit HTepdpeitc NpocMoTpa UCTOPUN 3a4aHuin neyaTu
[na npocMmoTpa MCTOpPUKM 3adaHuii nevaTu CyL|ecTBYET npunoxeHue «OB3op neyatu»,
KOTOpOE OTKPbIBAETCA C MOMOLLbI0 KOMaHOHOW CTPOKU:
$ printlog-app
OcHoBHas aKkpaHHasa popMa NpUNoXKeHUsa npeacTasneHa Ha puc. 64.

- Obsap neam =
MpuHTaps! Jaganun
— JagaHne Mone3oEaTens  [flokymedT TpuHTep Pasmep Bpems oTosinkn  COCTORHWE
30 usar BesuMAHHLAL Printer-1 &k 43 MuH. wazan BenonHexo
28 user BesemanHui]l Printer-1 6k 43 MuH, Hasan Bunandexo
B8 cnrter-2
27 user EeluiMAHHLIAL Printer-1 &k 43 MuH, Hazan BHNONHEHD

B neBoi yacT okHa BbiObupaeTca NpuHTEP ANA NPOCMOTPa UCTOpUKM 3adaHuin neyaTtu. B
npaBoi 4acTu oTobpaxaeTcqa UCTOPUS 3aBepLUEHHbIX 3agaHui (CO cTaTtycoM «BbiMmonHeHo»
nnn «OTMEHeHo»).

[BoiHOE Ha)xaTue no 3agaHuio OTKpPbIBAET OKHO C NapaMeTpamu 3adaHus.

Ana npocmoTpa UCTOpUM 3adaHUl HECKOMbKUX NPUHTEPOB, Heobxoaumo BblbpaTb
TpebyeMbie NpUHTEPHLI B JIEBOI YacTK okHa (puc. 65). B ctonbue «lpuHTEpP» YyKa3aHo, K KakoMy

NPUHTEPY OTHOCUTCA onpedesieHHoe 3aaaHune.
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it ot el L,

zimw

MprHTEps JagaHna

3agavve lMonsz0BaTens HowysmedT  MpuHTep Pasmep BpemA oTcenky CocTosHWe

=
-— Hretar 30 user BesbiMAHHBIAL Printer-1 6k 45 muH. Hasag BriNonHeHo

28 user BesMARHBIRL Printer-1 &k 45 muH, Hasagn BrinonxexHo

27 user BeskMaHHEIAL Printer-1 6k 45 mmH. Ha3ag Beifonkexo

29 user BessiMAHHLIAL Prirter-2 6k 45 MuH. Ha3a g BuinonHeHo

Puc. 65

3.9.7. Anroput™m nevyatu AOKYMEHTOB, TPeOyHLLUX MapKUPOBKA
O6LWuin anropuTM neyaT JOKYMEHTOB, TPeOYOLUNX MapKUPOBKU, BbIMAAUT CreayrLum

obpa3om:
1) nonb3oBaTternb 3axoAUT B CUCTEMY C TpebyeMblM KOHTEKCTOM 6GesonacHocTH

(3.156.1);

2) JOKYMEHT C HeHyneBblM KOHTEKCTOM ©e3onacHOCTU uWNU HenycTbiM Habopom
KaTeropui otTnpasnaeTcsd nonb3oBarenemM Ha nevarb (3.9.2.1);

3) AOKYMEHT aBTOMaTU4EeCKU 3aJepXXUBAETCA Ha CepBepe nevartu;

4) agMuHUCTpaTop, BXoAdwuii B rpynny marker, ykasbiBaeT atpubyTbl JOKYMEHTa npu
nomoLyu npunoxeHua «MapkupoBKka 3agaHuin» 1 oTrnpaBnNAeT AJOKYMEHT Ha nevartb (3.9.5).

AOMUHUACTPATOP MOXET MNPOBEpPUTb BLIMONHEHWE 3afaHuA neyatu npu  MOMOLLK

npunoxeHusa «O63op nevatn» (3.9.6).
3.10. KoHTpOnb LienocTHOCTH

LienocTHOCTb cpeabl ucnonHenns OC obecneunBaeTcs cneayowmumm MexaHuamamu:
— CpeAcTBa pernamMeHTHOro KOHTPOns LenocTHocTu — afick;
— CPeACTBO noacyeTa KOHTPOSbHbLIX CyMM (haitnoB U HocuTenein — gostsum;

— CpeAcTBa co3fjaHusl 3aMKHYTO MporpaMMHOiA cpeab.
Kaxgplii M3 MexaHU3MOB HauerneH Ha pelleHUs KOHKpeTHbIX 3apady obecneuyeHus

KOHTpOnA UenocTHOCTH.
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3.10.1. CpeqcTBa pernameHTHOro KOHTponsa uenoctHoctu — afick

B KkayecTBe pernameHTHOro KOHTponsa uenoctHocTu gainos OC npumeHaeTca Habop NMC
Ha ocHoBe nporpammHoro naketa afick («Another File Integrity Checker»).

[MpuHUMN PYHKLMOHUPOBAaHUA 3aKnovaeTcsa B BeAeHUM atanoHHou (u obHoBngemoin) b
KOHTPOMbHBIX CYMM MOMELLEHHbIX MoA KOHTponb daitnos. lMpouecc NpoBEpPKU MOXET ObITb
3anyuwleH Bpy4Hyw nMbO C MOMOLLbID CUCTEMHOrO NraHWpoBLUKa 3adaHuid (cron). B xoge
NPOBEPKU MNPOU3BOAMUTCH BbIYUCINEHUE KOHTPOMbHbIX CYMM dainoB ¢ Mocneayrowmm
CpaBHEHWEM BbIYMCINEHHbIX 3HAYEHUI C 3TANOHHLIMU.

OcHoBHble MapaMeTpbl (YHKUMOHUPOBaAHUA CpeAcTBa perfaMeHTHOro KOHTporA
L|eNOCTHOCTU yKasblBalOTCA B KOHwUrypauuoHHoMm dpaine no ymonyaHuw (/etc/afick.conf),
Hanpumep, NyTb K danny b/.

Ona onucaHua crnocoba BbIYMCMEHUA U KOHTPONSA LEMOCTHOCTU OTAEMbHbIX MyTen u
Katanoros nNpuUMEHAETCHA cucTemMa npasun. Hanpumep, npasuno AN KaTanoroB MOXET
BbIrMSAAETb criegyroLuM obpasom:

DIR = p+i+n+u+g
rae nepevncrneHHble Kouu 3agatoT KOHTPOIb fnpas AoCTyna, MeTagaHHbIX, KONUMYecTBa CChlMoK
N cTaHOapTHbIX atpubyToB. CNMCOK OCHOBHLIX KMOUER KOHTpONupyemMbix aTpubyToB npuBeaeH
B Tabnuue 20.

Tabnuya 20

Koy OnucaHue

MeTka BpemeHu nocrneaHero goctyna ganna (atime)

Pasmep B 6nokax (blocks)

MeTka BpemeHu nsmeHeHus inode (ctime)

CocTaBHoO HoMep ycTpoliicTea unu ®C (device number)

gid — rpynna
| Homep inode

Qe a0 | o|o

m MeTka BpeMeHM nocrneaHero UamMeHeHua gaitna (mtime)

md5 KoHTponbHaga cymma MD5 (no ymonyaHuio)

Yncno KeCcTKUX CChINOK

[MpaBa goctyna (Bnagenew, rpynna, Apyroe) (permissions)

uid — Bnagenel (user)

m | c T |3

Pasmep daiina (size)
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OKoHYyaHue mabnuybi 20

Knrou OnucaHue
shai OauH 13 BapuMaHTOB KOHTponbHOW cyMMbl SHA. MoXeT ObiTb 3agaH TONbKO O4UH U3
sha256 \BapuaHTOB
sha512
t PacwupeHHble npasa goctyna (ACL)
z2 OauH 13 BapuMaHTOB KOHTposnbHOW cyMMbl no anroputmy NOCT P 34.10-2012 (z2 -¢
z5 ANUHOW X3LLU-CYMMbI 256 6UT, z5 - ¢ ANnHOM X3LW-CyMMbl 512 6uT).
e KoHTekcT GesonacHocTU
all b+c+d+g+i+m+mdS+n+p+u+s

p+d+i+n+u+g+s+m+c+mdd

L p+d+i+n+u+g
E MycTon Habop

rae

rae

JononHuTenbHO NpeacTaBreHbl cnelnanbHbie npasuna.

lMpaBuno NESS BbirmaguT cnegyowmum obpasom:

NESS = p+d+i+n+ut+g+s+b+md5+m+e+t
p+d+i+n+u+g+s+b+md5+m o3HayaeT cnexeHue 3a BCeMW CTaHAapTHbIMU aTtpubyTamu
darina U ucnonb3oBaHue X3W-pyHKUMM MD5-Digest ana cnexeHua 3a UENOCTHOCTbH
coAepXumMoro gannos;
+e+t 03HayaeT KOHTpOnb paclUMpeHHbIX aTpubyToB: MaH4aTHOM METKU U cpriaroB ayguTa,
COOTBETCTBEHHO.

KoHTponb ACL ocyLlecTBNAETCA NpU yCTaHOBKe (hnara +g.

MpaBsuno GOST BbIMAQUT cnegyowmum obpasom:

GOST = p+d+i+nt+ut+g+s+b+gost+mte+t
p+d+i+n+u+g+s+b+gost+m o3HayaeT crnexeHwe 3a BCEMU CTaHAAPTHbIMK aTpubyTamu
danna u ucnonb3osaHue xaw-pyHkumm NMOCT P 34.11-2012 ¢ anuHoi xaw-koaa 256 6ut
AnNA CrexeHus 3a LienocTHOCTLIO CoaepXXUMoro ¢gpainos;
+e+t 03HauyaeT KOHTPONb paclUuuMpeHHbIX aTpubyToB: MaHOaTHOW METKU U naroB ayauTa,
COOTBETCTBEHHO.

KoHTponb ACL ocyLlecTBNAETCA NpU yCTaHOBKe (hnara +g.

KoHTponb (haitnos n Katanoros B (paine KoHpurypawlum BbINONHAETCA:

/boot GOST

/bin GOST

/etc/security NESS

/etc/pam.d NESS
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/etc/fatab NESS

/lib/modules NESS

/1lib64/security NESS

/lib/security NESS

/sbin NESS

/usr/bin NESS

/usr/lib NESS

/usr/sbin NESS

Co3gaHue B[] aTanoHHbIX 3Ha4eHUI KOHTPOSIbHBIX CYMM U aTpubyTOB BbINOMHAETCS Npu
noMOLLM criefyroLei KoOMaHabl:

$ sudo afick -i

Mpu atom Byaet cospaH daiin /var/lib/afick/afick B popmarte ndbm.

MakeT coaepXUT KOHUrypauuio Mo yMONYaHU ANA CUCTEMHOTO MfaHWpPOBLLYMKa
3agaHuiA cron.

BHUMAHWE! KOHOUTYPALIUA CUCTEMHOIO MITAHUPOBLUVKA 3AOAHMA CRON
anAa  3AMYCKA PEIMAMEHTHOIO KOHTPOJIA LENOCTHOCTKM [OOJMKHA BblTbh
PABPABOTAHA C VYYETOM COBMECTHOIMO TMPUMEHEHUA C TNOOCUCTEMOW
PETMCTPALIA COBbITUN.

[MogpobHoe onucaHue yTtunutol afick u dgopmata KoHuUrypalyMoHHoro daina
npuseaeHo B pykosoacTee man afick, man afick.conf.

B cocTtaB cpeacTB perfiaMeHTHOro KOHTPONS LenoCTHOCTU BXOAUT rpaduyeckas ytunuta
afick-gui (afick-tk).

3.10.2. CpencTBo nogcyera KOHTPOMbHbIX CYyMM dpaiinoB — gostsum

[na noacyeta KOHTPOnbHbIA cymMM dpannoB M Hocutenen B coctas OC BKMHOYEHBI
YTUNUTBI KOMaHOHOW CcTpoku gosti2sum u gost94sum. Ytunuta gosti2sum ucnonb3syer
anroputMm BbluucrieHusa xew-cymmbl FTOCT P 34.11-2012. YTunuta gost94sum wucnonb3syet
ycTapeBLUUiA anropuTM BbluucsieHusa xeww-cymmbl FOCT P 34.11-94.

Ans BbiBOAa UH(MOpMaLUM 0 CUHTaKcuce HeobxoaAUMO BbIMOMHUTL KOMaHAy

gostl2sum -h

3.10.2.1. 'padbuyeckunt uHTepdgenc paboTsbl ¢ gost12sum

[na npoBepku KOHTPOJSIbHbIX CYyMM AuckoB U obpasoB B OC OH «Ctpeneu»
HeobxoauMo:

1) 3anyctutb nporpammy «lNogcuet KC» (puc. 66).
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| Aynovo nengso »
4 Tpatuka »
O HMHTepHeT » |
OBpaznEaTenkHLE »
=5 £ @ Midnight Commander
B Oduc |3 ;
£ [ gTerminal
o lMporpaMMuposadne 41
o i £ [® GTerminal drop down
CACTEMHRIE »
EEEETT, .
@ CreuuancHuie BoIMOMHOCTI b
B xTerm
| CTeHpapTHbie
i B OuereTusp zagady
MNapameTpel »
I Nap P o KMRYenLie HOCHTan 1 cepTUhMKaTLI
8 Boiitn »

MEHE 4¥EP BIPTYaNBHBIX MallnH

B 3-bncrupden e ohey MogAnes W ILAgiposaHMe faEines

HafTn..

Ela =g

MegeydaT KC

Mporpamms NoACYeTa KOHTPOMLHOR CYMME! N0 2nropuTmy MOCT A 34.11-2012
Puc. 66

OTKpoeTcAa OKHO nporpaMmmbl «[1o4cYeT KOHTPONbHOW CyMMbI» (pUc. 67).
¢ [ IO K CHET KA T AR WA T OCIF, S TLF 2T T2 =

@ailn [eAcTenA HacTpodkwn CnpaBka

<+ ® [ YeTpoicTeO Paamep MeTka KoHTpoNnkHaR cyMMa
e NECVMWar WVM,.. 1024M6

LaTta spems YeTpodcTeo Pazmep MeTka KoHTpONEHaA cymma

Puc. 67

KoHTponbHbIE CyMMbl OAMCKOB, BCTaBMeHHbIX B AWCKOBOLA, HauYMHAKT MOACYUTHLIBATLCA
aBTOMaTUYECKU (MOXHO OTKIMIOUUTD B MyHKTE «HacTpoikm»);

2) yToObl oGaBuThL 0Opa3 Ans NpoBEPKU KOHTPOSIbHOW CYMMbI, HY)XHO BbiOpaTb MyHKT
«Dann» — «[Jobasutb anny,

3) AnA Havana noAcYyeTa KOHTPOmNbHOW CyMMbl AobaBrneHHoro obpasa Heobxoaumo
BbliOpaTb MyHKT MeH «[edcTBus» — «3anycTuTb BCce» NMOO HaxaTb Ha 3HAYOK HanpoTus
HeobxogumMoro obpasa B CrucCKe.

HauHeTcA noacyeT KOHTPOMbHOW CYMMbl C YyKasaHUeM fMporpecca W oOcTaBLUIerocs

BpemeHu B cTonbue «KoHTponbHasa cymma» (puc. 68, puc. 69).
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fMogcyer konTponunon cyams FOCT P 34,11-2012

= 'gn
@ain  [deAcTBWA HacTpodkw Cnpaska
4 ® ) M vcrpoicteo  PaaMep MeTka KoHTponLHas cymma |
¥ | |NECVMWarVM... 1024M6 i
= @  strelets.iso 1841M6 Obpas aucka [ 06paboTauo 17%. OcTanocs 15cek |
fataspems  YcTpocTeo  Pasmep  MeTka

KOHTPONEHas cymma

Puc. 68

MopcHer XoHTPoALHOR cymme TOCT P 34,11-2012

©aan geﬁc'mun HacTpoiiky Cnpaska

t@_ Yitp?ic'rﬂo ____ﬁgal-_lgp__ MeTka . KouTponeHas cymma -
| @®| | NECVMWarvM.. 1,916  strelets ... [N ObpaboTaro 13%. OcTanoce 37cek
OaTa spew | YcTpoicTso  Pasmep | MeTka _KOMTPO/isHaR Cymma

Puc. 69

lNocne okKoHYaHUsA mMoAcyeTa KOHTponbHad cymma OyaeTr ykasaHa B cTonbue
«KoHTponbHaa cymma» (puc. 70);

Mopcrietr konTponLHOW cymmsl T OCT P 34.11-2012

Dain geﬁc'rsnn HacTpoiiku Cnpaan.a

4 @ "] Vcrpns‘ﬂ:raa _PasMep  MeTka Il  KOHTponkHan cymma |
|NECVMWar VM., 11024M6 | I
@ )l strelets.iso '1841ME OBpa3s aucka |7ds4abcedbf3bfos54f6488b044bbB11e910811e606c98185fa0cbcdaciacd229
_ DaTaspems | YcTpodcTso P  MeTka KOHTpONLHas cymma

|E8 15:16:06 09.07.2019  strelets.iso 1930952704 Obpas aucka  7dSdabcedbf3bfo54f6488b0aabbs11e9108112606c98185Fa0cbcdactocd229 |

Puc. 70

Bo BTOpOi MOMOBUHE OKHa OTOOpaXaeTcs WUCTOPUS KOHTPOINIbHbIX CyMM 06pa3oB U
LAVCKOB.
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3.10.3. CpegcTtBa co3gaHuA 3aMKHYTOM NporpaMMHON cpeabl

Ona peanusauuu 3amMKHYTOW NporpaMMHOW cpedbl UCMONb3yeTcA MexaHu3M sfapa
Integrity Measurement Architecture (IMA). Ero peanusayua gononHeHa nogaepXkon yHKUUA
x3wmpoBaHMa B cootBeTcTBUM ¢ TOCT P 34.11-2012 1 dpopMuUpoBaHUa U NPOBEPKU LU POBOIA
noanucu B cootBeTcTBUM ¢ TOCT P 34.10-2012.

MexaHusm IMA npegocTaBnAeT BO3MOXHOCTb BHEOPEHUA KOHTPOMbHOW CYMMbl WIU
LU1dpoBOi Noanucu B pacluMpeHHbie aTpubyThl daitnos. MNpu obpalieHnu Kk danny npoBoanTcs
npoBepka KOPPEKTHOCTU MOAMWCU U B Cnyvyae HECOOTBETCTBMA OOCTYNM K Takomy dainy
3anpelyaetcs.

Ha atane komnunauum B agpo OC pgobaBnaeTcsa KOpHEBOW cepTudukaTt paspadoTtunka
OC (anuHa kmoya 512 6MT) M NoanucaHHbIK Ha HeM cepTuduKar ONA NPOBEPKU MoAnucen
Moaynen ggpa (anuvHa knwodva 512 6uT). lNMoanmucb mMoaynen agpa opmupyeTcs B xoae
KOMMUMALUU U XpaHUTCA B KOHLEe dpannoB moayneit B popmate PKCST.

Kpome Toro, moaoynu sgpa [AOMOMHUTENbHO MoAnucaHsl U MexaHusmom I[IMA c
COXpaHeHMeM B paclluMpeHHbIX aTpubyTtax. Takoe AybnupoBaHWe HyXHO AnsA obecrneyeHud
rTMOKOCTU HacTPONKU U pHYKUMoHUpoBaHua OC, a Takke ANnA OONONHUTENBHOW 3aLLUThHI.

B TecToBbIX UenAXx BO3MOXHO OTKIOYEHWE MPOBEPKU mnoanucei moaynen sagpa. [nsa
aTOr0 HaAoO yKasaTb B nMapaMmeTpax 3arpy3ku fagpa module.sig enforce=0. Caenatb 370
MOXHO B WHTepdence 3arpyaumka GRUB wunu BHecTM 3TU U3MeHeHUa B paine
/etc/default/grub WU BbINOMHUTL KOMaHAy:

sudo upgrade-grub

Cogepxumoe OWHaApHbIX MaKeToB MoAMUCbIBAeTCA BO BpeMsa cbopku M nognucu
pobaBnAawTcA B pacluupeHHble atpubytel ainoB naketa. CepTtudpukar, Ha KOTOpOM
npoBepATCA Mnoanucu dainnos, cogepxutca B daine /etc/ima/x509 ima.der (ANUHA
Krtoda 256 6uT).

ECTb BO3MOXHOCTb BbiMycKa LOMOMHUTENbHbIX cepTudukartos gna paspabdortuukos 10,
KoTOpble MOAMUCLIBAIOTCA Ha KOPHEBOM cepTuduKaTe npousBoauUTENd U Takke MoryT
ucnonb3oBatbCcA ANA MOAMNUWCK WU MOcnefyolleid NpoBepku noanucei obbekToB haitnoBoi
cuctembl. Kcnonb3oBaHWe AN MpoOBEpKM noanucerd cepTudUKaToB, He MOAMUCaHHbIX Ha
KopHeBOM cepTudukaTe pa3pabdbotumka OC, HEBO3MOXHO.

[na npoBepku nognuceil Ucnonb3yTcA cepTudukaThl paspaboTymkoB, Haxo4dlWMecs B
cBA3Ke Kno4yelh ima. [lpu 3arpyske cUCTeMbl B CBA3KY KNuyeld ima noanagarwT BCe
cepTuduKaThl (nMoanucaHHble Ha KOpHeBOM cepTudukaTte paspabotunka OC) U3 gupeKkTopun
/etc/ima/certs, BKNOYaa BNOXEHHbIE AUPEKTOPUMN.

B TecToBbIX Lensax Bo3MOXHO A00aBUTb CBOW cCepTUdUKaT OTKPbITOrO Krya B CBA3KY
KIouen Bpy4HYH KOMaHOoM:
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sudo evmctl import <certificate.file> 0x<nnnnnn>
rde nnnnnn - 3TO0 UAEHTUMUKATOP CBA3KU KNO4Yer (M3MeHAeTca AUHAMUYECKU MpU 3arpyske
CUCTEMBDI).

[MonyuynTb ero MoXHo, UCMoNb3ya KoOMaHay:

sudo grep .ima /proc/keys

Obb0Oe3le I-————— 1 perm 1£f0£f0000 0 O keyring .ima blacklist:
empty

Z2e26dad%e T=—v=—— 1 perm 1£f0£f0000 0 0O keyring .ima: 5

B naHHOM npumepe uaeHTUUKaTop CBA3KKN Knoyen ima — 2c264a9e.

[na BbiNonHeHWa onepauuii No ynpasneHuo kKnwovyaMmu U pyvyHOU MpoBepku nognucen
dainos B coctas OC BxoguUT yTunuta evmctl. [lanee npusegeH NpMMep O0CHOBHbIX onepauui
yTUNUTLI, 8 noapobHoe onucaHne JOCTYNHO B PYKOBOACTBE man evmctl.

[Mpumepsbl:

1) YctaHoBka nognucu IMA:

sudo evmctl -k <private.key> ima sign <filename>

2) MNMpoBepka nognucu IMA:

evmctl -k <certificate.file> ima verify <filename>

3) MpocmoTp uHdopmauun o nognucu IMA:

evmctl show <filename>

4) NpocmoTp uHgpopmarmm o nognucu IMA B popmate XML:

evmctl show xml <filename>

[na ocylwlecTBneHMa noanucu ceBoux deb nNakeToB C COXpaHeHUWeM paclUUpPeHHbIX
aTpubyToB BHYTpU NakeTa pa3paboTymMkamMm NpegocTaBnaTCA HECKOMbKO CKPUMTOB:

/usr/lib/ima-evm-utils/sign-deb—-ko.sh <privkey> <cert>
<kernel privkey> <kernel cert> <package>

CKpunT ocyulecTBndaeT noanuck deb-naketa, BHeapAa WHQOpMauUulo O MNoANWCU B
pacluupeHHble aTpubyThl (paiinoB BHYTPU NakeTa, KOHTPONbHAdA CyMMa Nnaketa U3MeHAeTCs.

/usr/lib/ima-evm-utils/sign—-deb. sh <privkey> <cert>
<kernel privkey> <kernel cert> <package>

CKpunt ocyulecTBnAeT noanucb deb naketa, BHeapAsa WHdoOpMaLUiO O noanucu B
pacliupeHHble aTpubyThl paiinoB BHYTPU MakKeTa, KOHTponbHas CyMMa nakeTa U3MeHseTcs.
lNomMMMoO 3TOro nognuckiBarTca Bce .Ko dainbl Moaynei aapa, Haxoadwmecs B NakeTe.

OnucaHue Ucnonb3yeMbliX B CKpUMTax apryMeHTOB:

<privkey> - 3aKpbITbli KN4 pa3paboTynka (OCHOBHOW);

<cert>- CEpTUPUKAT OTKPLITOro Kritoya paspaboTumka;
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<privkey> - 3aKpbiTbli Knio4 paspaboTumka OnNA nognucu mogynein agpa (MOXeT
coBnajaTtb C OCHOBHbIM);

<cert> - CepTUUKaT OTKPLITOro Krya paspaboTuuka Ona nognucu moaynein agpa
(MOXXeT coBnagaTb C OCHOBHbIM);

<package> - .deb naker.

[na ocyllecTBneHWs NOAMUCA CTOPOHHWX MakeToB MpedocTaBndaAeTcA criegyowui
CKpUNT:

/usr/lib/ima-evm-utils/sign-foreign—-deb.sh <privkey> <package>

CkpunT co3gaeTt dann, cogepxawui uHpopmauuo o nognucax Bcex painnos nakeTta.
Cam nakeT npu 3TOM He uaMmeHaeTca. CKpUnT co3gaeT gaMmn dain <package-name>.dump

[na ycTaHOBKM NakeToB, MOArOTOBMNEHHbIX TakuM obOpas3oMm, npeaBapuUTenbHO
HeobxoguMo nMomecTUTb paln <package-name>.dump B JUPEKTOPUIO /etc/dpkg/ima.d/.
MNocne YCTAHOBKW  KaOoro naketa dpkg  NpoBepAeT  Hanuuuve  pauna
letc/dpkg/ima.d/<package-name>.dump W, TMPU €ro CyL|eCTBOBaHUU, MEPEHOCUT
MHJopMaLM0 0 NoanucAx painos NakeTa B paclumpeHHbie atpubyThl dainos nakera.

M3 nonuTuMK nNpoBepku MNOANMUCEN appraise, audit W measure CYLWECTBYWOT 8
BO3MOXHbIX KOMOUMHaLUK, BCe NpeacTaBneHbl B Katanore /etc/ima/policy.d:

— empty — NycTad NonuTHKa (He oCcyLLlecTBNATbL NPOBEPKY Noanucen gainos);

— appraise — BbIMOMHATL NPOBEPKY NOAMNUCEN;

— audit — BbIMONHATbL perucTpauuo Bcex AoCTYnoB 6e3 npoBepkn U UsMepeHus;

— measure — MPOU3BOOUTb U3MEPEHUE (BbIYUCIEHUE KOHTPOMbHOM CYyMMbI) dhaina c
COXpaHeHueM B NamsaTu A4pa;

— appraise audit — BbIMOMHATL NPOBEPKY nMoanuce U Npou3BOAUTbL perucrpaluto
BCEX MPOBEPOK noanucei;

— appraise measure — NPOBEPATb NOANUCE U U3SMEPATD,

— appraise audit measure -— MNPOBEPATb NOAMNMUCb, W3MEPATb U MNPOUIBOAUTL
perycTpaunio Bcex NpoBepok NOANUCEN;

—audit measure — MPOU3BOAUTL PErUcTpaLMio BCeX NMPOBEPOK noanucein U U3MepaTh.

MpumeyaHue. [NpocMOTpeTbL Npou3BeAeHHbIE MOMUTUKOW measure U3MepeHUs MOXHO
KOMaHOoM:

# cat /sys/kernel/security/ima/ascii runtime measurements

Bbibop nNonMWUTUKM  OCyLlecTBMNAeTcA 4Yepe3 YCTaHOBKY CUMBOINUYECKOW  CChINKK
/etc/ima/policy Ha HYXHYIO MOMUTHUKY.

[Mpumepsbi:

1) [ina BbIKMOYEHUA NPOBEPKU Noanuceit Heo6xoANMO BbINOMHUTL KOMaHAbI:
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sudo rm /etc/ima/policy

sudo 1ln -s /etc/ima/policy.d/empty /etc/ima/policy

sudo update-initramfs -u -k all

sudo reboot

2) [ing BKNMHOYEHUSA NPOBEPKN NOAMUCYU BbIMOMHUTB:

sudo rm /etc/ima/policy

sudo 1ln -s /etc/ima/policy.d/appraise /etc/ima/policy

sudo update-initramfs -u -k all

sudo reboot

AOMUHUCTpPaTOp CUCTEMbI MOXET co3fdaBaTb CBOK COOCTBEHHYH MONMUTUKY MPOBEpPKU
noanucen. [lna ee BKMOYEHUA HeOOXOAMMO MOMEHATb CChINIKY Ha aKTUBHYK MOMUTUKY, Kak
yKa3aHo paHee.

lMonuTtuka npeacTaBnAeT U3 ceda TEKCTOBLIN aiin, kaxaaa CTpoka B KOTOPOM COOEPXUT
oAHo npasuno. [py NpUMeHeHU NONUTUKU NpaBuUna NpoBePATCA No NopAaaKy. B cnyyae ecnu
noaxoaut npasuno dont_measure unu dont_appraise, npoBepka npekpallaeTca U onepauus
pa3speluaeTtcs.

HeT BO3MOXHOCTU NpUBA3bIBAHWUA NpasBun K NyTaAM ainoBoi CUCTEMbI, Hanpumep
«MpoBepATL NoagnucK y sBcex gainos /sbinx.

Kaxxgoe npasuno B MONMUTUKe npeacTaBnaeT U3 ceba otgenbHyw cTpoky. lMpasuno
AOMKHO HauuHaTbLCA C OAHOro U3 AEeNCTBUNA:

— measure: NMpou3BoaUTb U3MepeHWe (BbIYUCIIEHUE KOHTPOIbHOW CyMMbl) dpainna c
cOXpaHeHueM B NamsaTu A4pa;

— dont_measure: He npou3BOAUTb W3MepeHue (BblYUCMEHUE KOHTPOSIbHOW CyMMbI)
dainna;

— appraise: nposepatb IMA noanuch dpaiina;

— dont_appraise: He npoBepATb IMA noanuce;

audit: no6aBuTb coobLleHne B paitn ayoura.
MNocne aeicTBUA NPUBOAMTCA CMMCOK YCNOBUIA, NMPU BbINOMHEHUN KOTOPbLIX 3TO AeiCTBUE
AOJDKHO NpUMeHATbCA (Tabnuubl 21, 22).

Tabnuua 21
Ycnosue OnucaHue
fsmagic=<magic> daiin pomkeH pacnonaratbCA Ha 3agjaHHoM  dhaiinoBoi

cucteme. Bo3amoxHble 3Ha4YeHUs magic AOCTYNHbI MO KOMaHae
man 2 statfs
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Ycnosue OnucaHue

fsuuid=<id> ®aiin gomkeH pacnonaratbCA Ha ainoBoil cucteme c
3agaHHbim UUID

fowner=0, fowner <100 dain JormKkeH npuHaanexaTb Morb3oBaTtenio ¢ 3agaHHbIM uid
nubo c uid Gonblue UnM MeHblLe 3agaHHOro

uid=0, euid=0 MpoLecc BbINONHAETCA ¢ 3aAaHHbIM (3 eKTUBHbLIM) uid

mask=MAY_READ OrpaHuyeHue Mo BO3MOXHOMY pexuMy AocTyna npolecca K
danny

appraise_type=imasig YKasblBaeT, UTo And onepauyuin appraise obsasatenbHo Hanu4ue
noanucK, a He NpocTo Xala

func=<context> OrpaHuyeHue no Tuny onepauuu, nposogsdLlienca ¢ ainnom,
BO3MOXHble 3HauYeHUs npuseaeHsl B Tabnuue 20

Tabnuuya 22

3HaueHue OnucaHue

BPRM_CHECK ®aiin 3anyckaeTcs Ha BbINOnHeHne

MMAP_CHECK ®aiin otobpaxaeTcAa B namMATb npotecca

FILE_CHECK OTKpbITME hanna

MODULE_CHECK daiin 3arpykaeTcsd B KayecTse Moaynd agpa

FIRMWARE_CHECK ®aiin 3arpy)kaetcsd B A4p0 B KayecTBe OUMHaAPHON NPOLUUBKU

YnpasneHue wmogynem I[IMA ocylwlecTBngeTcd C MNOMOLbK OMNUUK 3arpyskd sgpa
ima_apprise, ima_hash u ima_audit.

ima_apprise=off|lenforcelfix|log, napameTpbl UMEOT cnegyoLuii CMbich:

— off: He NpoBOAUTL NPOBEPKY HUKAKUX ainos;

—enforce: OTKNOHATL AOCTyn K dpainam, He UMELWNUM MNOANMUCEN WU X3LUEHN,
COOTBETCTBYIOLIUX OEACTBYIOLLEN NOMUTUKE;

— fix: BbICTABNATL 3HAUYEHUA X3llei ainoB B COOTBETCTBUU C MOMUTUKOW (TONMbKO Ans
drainos, He UMeLLNX NOAMUCK B paclUUpeHHbIX aTpubyTtax);

— log: paspeluatb OCTYM K dhainam ¢ HEKOPPEKTHLIMU NOAMUCAMM, HO NPOBOAUTL ayauT
Takux obpatleHui.

ima_hash=md5|sha1|rmd160|sha256|sha384|md_gost94 - x3w no ymonuyaHuw AnA
npasun measure.

ima_audit=0|1 — ecnu BbicTaBneHo B 1, B ayaut pgobaBnderca paclinpeHHas
UHJopMaLUA.

Mpumep danna NoNUTUKA:

# PROC_SUPER_MAGIC
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dont_measure fsmagic=0x9fa0
dont_appraise fsmagic=0x9fa0

# SYSFS_MAGIC

dont_measure fsmagic=0x62656572
dont_appraise fsmagic=0x62656572
# DEBUGFS_MAGIC

dont_measure fsmagic=0x64626720
dont_appraise fsmagic=0x64626720
# TMPFS_MAGIC

dont_measure fsmagic=0x01021994
dont_appraise fsmagic=0x01021994
# RAMFS_MAGIC

dont_appraise fsmagic=0x858458f6
# DEVPTS_SUPER_MAGIC
dont_measure fsmagic=0x1cd1
dont_appraise fsmagic=0x1cd1

# BINFMTFS_MAGIC
dont_measure fsmagic=0x42494e4d
dont_appraise fsmagic=0x42494e4d
# SECURITYFS_MAGIC
dont_measure fsmagic=0x73636673
dont_appraise fsmagic=0x73636673
# SELINUX_MAGIC

dont_measure fsmagic=0xf97cff8c
dont_appraise fsmagic=0xf97cff8c

# CGROUP_SUPER_MAGIC
dont_measure fsmagic=0x27e0eb
dont_appraise fsmagic=0x27e0eb

# CGROUP2_SUPER_MAGIC
dont_measure fsmagic=0x63677270
dont_appraise fsmagic=0x63677270
# NSFS_MAGIC

dont_measure fsmagic=0x6e736673
dont_appraise fsmagic=0x6e736673
appraise func=BPRM_CHECK fowner=0 appraise_type=imasig
appraise func=BPRM_CHECK uid=0 appraise_type=imasig
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appraise func=FILE_MMAP fowner=0 mask=MAY_EXEC appraise_type=imasig

appraise func=FILE_MMAP uid=0 mask=MAY_EXEC appraise_type=imasig

appraise func=MODULE_CHECK appraise_type=imasig

appraise func=FIRMWARE_CHECK appraise_type=imasig

B naHHom Habope npaBun cHavana UCKM4aloTca U3 NPoBEPKU CoAepXUMoe /proc, /sys,
yaaneHHble ®C 1 npoune nogobHbie. [1ocne 3Toro ykasaHo, YTO AOMKHbI MPOBEPATLCSA:

— BCe MNpuHagnexawue nonb3oBatento ¢ uid=0 dainbl, KOTOpble 3anyckawTCcA WU
oTobpaxarTcs B NaMsATb NPOLECCOB;

—Bce (painbl, KOTOpble 3anyckawT Wnu oTobpaxalT B nNaMATb MpoLlecchl,
BbIMOSTHAOLMECH B KOHTEKCTE nonb3oBaTtens ¢ uid=0;

— Bce dhaiinbl, 3arpyxaemble B A4p0 B KayecTBe MoAyns unu GuHapHON NpoLIUBKM.

3.11. Pe3epBHOEe KONUpoBaHUe U BOCCTaHOBIIEHUE AaHHbIX

Pe3epBHOE KOMUpOBaHWE — MpOLECC CO3A4aHWs KOMUWM AaHHbIX Ha HocuTene (K[,
AVCKETE U T. A4.), NpeaHasHayeHHOM AN BOCCTAHOBMNEHWUS JaHHbIX B OPUTMHANbHOM UMM HOBOM
MecTe UX PacronoXeHUs B Cry4yae UX NOBPEXAEHNUS UM pa3pyLLEHUS.

MpumeyaHune. PesepBHOE KOMUpoBaHWE BNUSET Ha paboTOCNOCOBGHOCTL CUCTEMBI.
Pe3epBHOE KONMpOBaHWe U BOCCTAHOBNEHUE YBENUUMBAET TEKYLLYIO Harpysky Ha CUCTEMY, UToO
MOXET Bbl3blBaTb 3ameqrneHne paboTbl CUCTEMbI UMM HELOBOMLCTBO Monb3oBaTeneil. Kpome
TOro, B 3aBUCMMOCTM OT BMAA pPE3EPBHOTO KOMUPOBAHUS WM BOCCTAHOBIIEHUS, MOXET
TpeboBaTbCsA MOHOMOMbHBINA JOCTYN K CUCTEME UMK Aaxe NosHas ocTaHoBKa ee paboThl.

[nsi o6ecneyeHnss HageXHOro pe3epBHOTO KOMUPOBaHUA U BOCCTAHOBNEHUS B peasbHbIX
CUCTeMax MPUMEHSETCA YETKOe NNaHMpoBaHUe YyKasaHHbIX MPOLECCOB, yyuTbiBalollee Bce
acnekTbl MOCTPOEHUS U PYHKLIMOHUPOBAHUS CUCTEMbI.

BHMMAHWE! PABOTA C MAHOATHbIMWA ATPUBYTAMU U ATPUBYTAMU AYOUTA
MPU WUCMONb3OBAHUMN PA3NUYHBLIX YTUNMUT CO3OAHUA PE3EPBHbLIX KOMUK
TPEBYET OMNUUMA COXPAHEHUA PACLWMPEHHBLIX ATPUBYTOB (BMOA -XATTRS,
BO3MOXXHO C YKASAHUEM OOTMOJIHUTEJIbHbBIX MAPAMETPOB).

3.11.1. YTunuTa rsync

YTunuta rsync npegHasHayeHa AnS  yOaneHHoro  KOonupoBaHUA  (pe3epBHOro
KonupoBaHWA) UMW CUHXPOHU3aLUMM aifoB U KartanoroB C MUHUMAanNbHbLIMU 3arpatamu
Tpaduka.

Bce peicTBUA BLINOMHAKTCA OT WMMEHUM YJYETHOW 3anucu aaMuHucTpatopa C
ucnonb3oBaHMeM MexaHusmMa sudo.

B Ttabnuue 23 npusedeHbl HeKoTopbie Haubonee yacTo UCNomnb3yemMble OnuuMKM KoMaHabl
rsync.
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Tabnuya 23
Oonuusa HasHauyeHue
-V, --verbose [Moapo6HbIi BbIBOO
-Z, --compress Cxxumatb Tpaduk
-I, --recursive BbinonHATL KonMpoBaHue pekypcusHO
-p, —-perms CoxpaHATb AUCKPETHbIE Npasa AocTyna
-t, --times CoxpaHATb BpeMsa gocTtyna K painam
-g, -—-group CoxpaHaTb rpynny
-0, --owner CoxpaHsTb Bnagensua
-A, --acls CoxpaHaTb cnucku KoHTpona goctyna ACL (Bkntovaet -p)
-X, --xattrs CoxpaHATb pacluupeHHble atpubyThl (B TOM YUCEe MaHAaTHble aTpubyThl)

CJ'IG,EWI‘OLI.EEIH KOMaHZa caenaet Konuio goMaluHei OUPEKTOPUN:

$ sudo runcon t=CHCTX,SETXATTR OMITMAC rsync -vzrptgoAX /home/
/tmp/home bak

BHUMAHME! HE PEKOMEHOYETCA WCIIONB3OBATL Orluuko  -L  O5A
KOMMPOBAHUA CUMBONMYECKUX CCbIIOK MNMPU CO3OAHUU PE3EPBHOW KOMUK
OOMALLHMX KATANIOIOB MOJIb30OBATENEWN.

3.11.2. YTunura tar

YTunuta tar npegHasHayeHa Ana apxvBuMpoBaHUA painnos 1 KaTasnoros.

Bce peicTBuA BLIMOMHAKTCA OT WMMEHUM YYETHOW 3anucu aaMuHucTpatopa C
ucnornb3oBaHMeM MexaHusma sudo.

MNMoapo6Hoe onucaHue KomaHabl NpUBeAeHO B man tar.

[danee npuBedeHbl MpUMepbl CO34aHUA W BOCCTAHOBMEHUA pPe3epBHbIX KOMWA C
MCrnonb3oBaHWeM yTUnNuThI tar.

CosgaHve agMUHUCTPATOpOM apxuBa [JOMAaLLHEero Kararnora rnonb3oBaTens MOXeT ObiTb

BbIMNOJIHEHO C NOMOLLbK) KOMaHabl:

$sudo tar --xattrs --acls —-—xattrs—-include=security.NESSCTX \

—-cvvvzf /var/backups/home.tgz /home/

OnumMa -—-xattrs O3HayaeT BKIKYEHWE TMOAAEPXKU paclUMpPEHHbIX aTpubyTOB.
OI'ILI,Ir‘!Fl ——xattrs—-include=security.NESSCTX oONnpeagender noaknoyaemMblid  WabnoH
BOCCTaHOBIEHUA pacLlUNPEHHbIX anHGYTOB OnAa Knw4ya xattrs. OI'ILI,MFI -—acls O03HayaeT

BkntoueHue noagepxkn POSIX ACL. Onuun -cvvvzf HeobxoAuMbl ANA cO3gaHUA apxusa
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(create), BkntoveHUa pexxumMa oTobpakeHus obpabatbiBaeMblx paitnos (verbose), npumeHeHus
MeToga cxatua (gzip), ykasaHusa daiina (file) cooTBeTCTBEHHO.

MyTtb /var/backups/home.tgz 3agaeT MecTo pacnonoXeHuUs CcOo34aHHOro apxuvea U ero
uMm4, NyTb /home/ onpeadensdeT, YTo UMeHHO DyAEeT BNOXEHO B apXuB.

BoccTaHoBreHue BbINONHAETCA C MOMOLLBI KOMaHb!:

Ssudo runcon t=CHCTX, SETXATTR OMITMAC,OMIT tar —--xattrs \

—-xattrs-include=security.NESSCTX —--acls -xvvvEi \

/var /backups/home.tgz -C /

Onumn -xvvvf HeobxoguMbl ANA U3BnNeYeHUsa U3 apxuea (extract), BknoueHUa pexuma

oTobpakeHua obpabaTtbiBaembix dannos (verbose), ykazaHua cpaiina (file) coorseTcTBEHHO.

3.11.3. Cuctema pesepsHoro KkonuposaHusa Bacula

Bacula — 3to cuctema UeEHTpanu3oBaHHOro pe3epBUpPOBaHUA UHEPOPMALIMOHHBIX
pecypcoB, OCHOBHbIMU MPenMyLLiECTBAMU KOTOPOI ABNATCA:

— BO3MOXHOCTb (DYHKLMOHUPOBAHUSA B reTepOreHHbIX cpeaax;

— LUeHTpanu3oBaHHOe yrpaBreHue Kak B TEKCTOBOM, TaK U B rpadpu4eckom pexumax;

— o6ecneyeHune BbICOKOro ypoBHA 6e30MacHOCTU pe3epBHbIX KOMUA;

— nopAepKKa LWMpoKoro cnektpa obopyaoBaHud (NeHToUYHble bubnuoreku U T.4.).

PeanusoBaHa Kak ceTeBas KINUEHT-CEpBepHad MnporpaMma Ang  pe3epBHOro
KOMUpoBaHWA, apxXxuBUpPOBaHWUA U BOCCTaHOBMeHUA. lpeonaras LWMPOKUE BO3MOXHOCTU AN
yrpasneHus XpaHunuwamm AaHHbiX, obrneryaer NMoMcK U BOCCTAHOBMEHUE MOTEPAHHbLIX WU
noBpexaeHHbIX dannos. bnarogapa MogynbHOW CTPYKType, Bacula macluitabupyetca u MoXxeT
paboTaTth Kak Ha ManeHbKUX, Tak U Ha KPYMHbIX CUCTEMAX, COCTOALMUX U3 COTEH KOMIMbLIOTEPOB,
pacnonoXeHHbIX B OOMNbLUOW CETH.

Cuctema pesepBupoBaHUA AaHHbIX Bacula cocTOUT U3 YEThIpEX OCHOBHbIX 3MIEMEHTOB:
Director Daemon, Storage Daemon, File Daemon u Bacula Console. Bce 3t 3aneMeHTbl
peanu3oBaHbl B BUAE CaMOCTOATENbHbBIX NPUNOXEHUNA.

Director Daemon (DD) — 3TO uUeHTpanbHblii 3M1IEMEHT CUCTEMbI, OCYLLECTBMNAOLUIA
yrpasrieHne ee ocTarnbHbIMU KOMMOHEHTaMuU. B ero 3agaum BXoguT ynpasneHue npoueccom
pe3epBUpOBaHUA/BOCCTAHOBIIEHUA [aHHbIX, obecnedyeHue wuHTepdeiica ynpasneHus Ans
aAMUHUCTPATOPOB U MHOroe Apyroe. [oBops npolle — 3T0 AUCMETYEP, KOTOPbIA UHULUUPYET
BCE MpoLecchl N OTCNEXNBAET X0 UX BbINOMHEHUA.
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Storage Daemon (SD) — npunoxeHue, oTBevawllee 3a uYTeHue/3anucb AaHHbIX
HernocpeacTBEHHO Ha YCTpoWcTBa XpaHeHusa WHdgopMmauun. [IpuHUMaeT ynpasnswolme
komaHAabl ot DD, a Takke pe3epBupyemble JaHHble oT/K File Daemon.

File Daemon (FD) — 3TOT 3aneMeHT elle MOXHO Ha3BaTb AreHToMm. Begb WMMEHHO OH
pabotaetr B pamkax OC, paHHble KoTopoi Heobxoaumo pesepBupoBaTtb. File Daemon
BbIMOMHAET BCIO pPYyTUHY, ocyulecTsnad obpalleHue K pesepBupyeMbiM daitnam u ux
JanbHeiwyw nepegady Kk SD. Tawke Ha ctopoHe FD BbinonHAeTcA WUpoBaHUe pe3epBHbIX
KOMWK, ecnun 310 onpeaeneHo KoHgurypawuuen.

Bacula Console (BC) — uHTepdpeiic agMuHUCTpaTopa CUCTEMbI. [10 CBOei CyTU, 3TO
KoMaHAHbIA MHTepnpeTatop Ang ynpasneHua Bacula. Ctporo rosops, Bacula Console Moxet
ObiTb paclimMpeHa C MOMOLbK rpadpUUEcKUX CUCTEM YNpaBreHus, KOTopble, Kak npasuno,
ABNAOTCA BCEro Nuilb HaacTpoukoi Hag BC. K Takum cuctemam MOXHO OoTHeCcTU Tray Monitor un
Bat. lNepBas ycTaHaBNMBaeTCA Ha KOMMNbIOTEpPEe agMUHUCTpaTopa CUCTEMbl U OCYLECTBMAET
HabnogeHue 3a paboToil cUCTEMbI pe3epBUpOBaHUA, a BTopas obecneuynBaeT BO3MOXHOCTb
yrpasreHusi NocpencTBoM rpaduyeckoro uHTepdgeiica.

Bacula Catalog — B[], B KoTOpol XpaHATCA cBedeHus o060 Bcex 3ape3epBUPOBaHHbIX
dharnax U Ux MeCcToHaxoX4eHUM B pe3epBHbIX Konusax. Katanor Heobxoaum Ans obecrnevyeHus
3appekTUBHOM agpecaunmn K Tpebyembim dparnam. lNMoagepxusaiorca MySql, PostgreSql u
SqlLite.

Takoe CTpyKTypHOe [ereHue Mo3BOMseT opraHu3oBaTb O4YeHb [UOKyl0 cuctemy
pesepsupoBaHus, Korga Storage Daemon pa3BopauMBaeTcsi Ha BbIJENEHHOM CepBepe C
HECKONMbKMMU YCTpPOMCTBaMWU XpaHeHuA [AaHHbiX. Tawke Bacula Director moxeT ynpasBnfTb
Heckonbkummn ak3emnngapamm SD, obecrieuyumBas pesepBUpoBaHWe 4YacTU [aHHbIX Ha OOHO
YCTPOMCTBO XpaHeHUs, a YacTu — Ha pyroe.

Bce ykasaHHble KOMMOHEHTbI MOTYT HaXOoAWUTbCA Kak Ha OOHOM KOMMbKTEpe, Tak U Ha
HeCcKonbKux, 06 beanHEHHbIX B CETb.

[Mporpamma Bacula obecneunBaeT nopaepXKy COXpaHEeHUsA pacluMpeHHbIX aTpubyToB
Katanoros u ¢ainos u, Npu HeoBXoAUMOCTHU, UX NMocneayLlee BOCCTAHOBMNEHUE.

[anee onucaH npumep HacTPOWKKU KoMnsiekca nporpamm Bacula.

Bce peicTBUA BLIMOMHAKTCA OT WMMEHU YJYEeTHOW 3anucu aaMuHucTpatopa C
ucnonb3oBaHMeM MexaHusma sudo.

B npumepe ucnonb3oBaHa criegyrolias nHgpacTpyKTypa:

— BblOeneHHbln cepBep dd.ex.net c¢ IP-agpecom 10.0.0.10 (Ha Hem O6yger
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dyHKuMoHupoBsatb Director Daemon — 3To rnaBHbI CepBep, OCYLECTBNAKLWUIA pe3epBHOe
KonupoBaHue);

— BblAeneHHblin cepeep sd.ex.net c¢ IP-agpecom 10.0.0.20 (Ha Hem Oyger
dyHKUMoHMpoBaTh Storage Daemon - 3TO MaluuHa, Ha Kotopou OyadyTt pasmewjatbecs
pe3epBHble KONMUU AaHHbIX);

— nepcoHanbHblh KoMmnbloTep fd.ex.net c¢ |P-agpecom 10.0.0.30 (Ha Hem Oyget
dyHKUMoHUpoBaTh File Daemon — 310 MaluuHa, ¢ KoTopoi OyayT KonupoBaTbCA AaHHble U Ha
KoTopyto ByayT BoccTaHaBnUBaTbCA pe3epBHbIE KOMUU AaHHbIX).

[NogrotoBka WMHMPACTPYKTYpbl ANA ynpaBlieHUA CUCTEMOW pe3epBHOro KonupoBaHWUSA
BbIMONHAETCA cregyoLwumMm obpasom:

1) yctaHoBuTb Postgresql Ha cepsep, rae 6yaet paborate Director Daemon:

$ sudo aptitude install postgresgl-9.6

2) npepgnonaraeTcd, YTO Ha BCeX MalluMHax W3HaJyanbHO YCTaHOBIEHbl BCE MaKeThI,
kacawuwmeca Bacula, 3 coctasa OC. C nomolbid MeHegkepa naketoB Synaptic no
KntoyeBoMy cnoBy «bacula» ycTaHOBUTL BCe MakeThbl, KpOMe TeX, rAe B Ha3BaHuu urypupyet
«-sqlite3»:

— bacula-bscan

— bacula-common

— bacula-common-pgsq|

— bacula-console

— bacula-director

— bacula-director-pgsq|l

— bacula-fd

— bacula-sd

— bacula-server

TaloKke AomkeH ObiTb YCTaHOBMEH nakeT attr:

$ sudo aptitude install attr

[Mpu HacTpoike Bacula nosBuTcA UHTepdeinc Ana HacTpoukun coBmectumoctTu ¢ Bl, B
KayecTBe MMeHu Ba3sbl ykasatb bacula u naponb bacula.

Mpu HacTpoiKke 6a3bl Bacula MoxeT npou3onTu ownbka, Ha AaHHOM 3Tane Heobxogumo
ee urHopuposaTtb, 6a3a OyaeT HacTpoeHa No3xe.

MpumeyvaHune. [lanee B ntobom cnyvyae cosgaHHada b[] OyaeTt nepeHacTpoeHa.

3) nogrotoBuTb B[] Ana Bacula, ang yero:
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—B (paine /etc/postgresql/9.6/main/postgresqgl.conf napameTpy listen_addresses=
NPUCBOUTL 3Ha4YeHue ™';

— B tpanne /etc/postgresql/9.6/main/pg_hba.conf BHecTn HeobxoaumMbie usMeHeHud, AnA
NPOCTOThLl MOXHO yKa3aTb MeTop trust Ana Bcex coeguHeHwui, yaanutb nodyo AOMONHUTENbHYIO
KOHdUrypawuio nocne Metoga tTuna mod=;

— obasartenbHo gobasutb host ¢ IP-agpecom, rge 6yaet pabotate Director Daemon. B
cny4yae ecnu Bce AeMOHbl Bacula 6yayT yctaHoBneHbl Ha ogHY MallWHY, yKasbiBaTb |IP-agpec
He obAsarenbHo, T.K. pabota 6yaet natu yepes localhost.

Mpumep dpanna pg_hba.conf:

local all postgres trust

local all all trust

host all all 127.0.0.1/32 trust

host all all 10.0.0.1/24 trust

— NPUCBOUTL NMapornb postgres:

$ sudo passwd postgres

— npuceBouTb Ang Bacula naponb bacula:

$ sudo passwd bacula

— BbINONHUTL Nepe3anyck B/:

$ sudo pg ctlcluster 9.6 main restart

— co3gatb nonb3osaTtena bl ana pabortbl ¢ Bacula m HacTpouTb emy npuBUNErUn
(BbIMOMHATL HE OT UMEHU YYETHOW 3annucu agMUHUCTpaTopa):

# psgl templatel -U postgres -h 10.0.0.10

templatel=# CREATE ROLE bacula;

templatel=# ALTER USER bacula PASSWORD 'bacula';

templatel=# ALTER USER bacula LOGIN SUPERUSER CREATEDB
CREATEROLE;

— He 3aBepwas paboty c wuHTepnpetatopoMm psql co3gatb Bl M npucBouTb ei
BnagenbLa:

templatel=# CREATE DATABASE bacula;

templatel=# ALTER DATABASE bacula OWNER TO bacula;

4) Ha cepBepe dd.ex.net 3anycTUTb CKpUNTLI, KOTOpbIE co3gagyT Bce Heobxoaumblie

Tabnuupbl U NpUBUNETNN:

— B ckpunTe /usr/share/bacula-director/make_postgresql_tables BHeECTU U3SMEHEHUA:
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db name=${db name:-bacula}

psgl -U bacula -h 10.0.0.10 -f - -d ${db name} $* <<END-OF-DATA

— B ckpunTe /usr/share/bacula-director/grant_postgresql_privileges BHeCTU N3MEHEHUS:

db user=${db user:-bacula}

bindir=/usr/bin

db name=${db name:-bacula}

db password=bacula

if [ "$db password" != "" ]; then

pass="password 'S$db password'"

fi

$bindir/psql -U bacula -h 10.0.0.10 -f - -d ${db name} $* <<END-
OF-DATA

— COXpaHUTb U3MEHEHUS U BbINOMNHUTL CKPUNThI:

make postgresgl tables

grant postgresqgl privileges

5) Ha maluuHe, rge dyget paboratb Storage Daemon, HeobxogumMo co3gaTtb Katanor
/back, B KOTOpoM OyOyT XpaHWUTbCA pe3epBHble KOMUW AaHHbIX, U MPUCBOUTbL KaTamnory
Bnagenbua bacula:

$ sudo mkdir /back

$ sudo chown -R bacula /back

6) Ha MawwuHe, roe Oygetr pabortatb File Daemon, HeobGxogumo cos3gatb KaTtanor
/etc2, B KOTOpbIX OyQyT BOCCTaHaBNUBaTLCA AaHHbIE U3 pe3epPBHOU KONUMK:

$ sudo mkdir /etec2

Ecnu nogrotoBuTenbHble HACTPOMKK BbiMOJTHEHbLI KOppeKTHO, Bl cTtapTyeT 6e3 owunbok u
CKpPUNTLI BbIMONHUINUCL 6e3 oLnboK, To MOXHO NPUCTYNUTL K HacTpolke Bacula.

lNogrotoBka Bacula k paboTe 3aknioyaeTca B HacTpoWKe KaAoro KOMMOHEHTa B
OTAENbHOCTU U NocneayoLlen HacTponke UX B3aMMOA4ENCTBUA.

[anee npuctynutb K HacTpouke Director Daemon B KoHdUrypaumoHHom dpaine
/etc/bacula/bacula-dir cepsepa dd.ex.net. B nepByw ouyepedb ONpedennuTb OCHOBHbIE
napameTpbl B cekuumn Director. Ha HayanbHOM 3Tane BaXXHO YCTAHOBUTbL napameTpbl Name u
Password. Name 3agaet yHukanoHoe umsa Director Daemon, a Password - naponb, KOTOpbii
ByneT ncnonbsosatbea Npu coeanHeHuax BC ¢ DD. OcTtanbHble napaMmeTpbl MOXHO OCTaBUThL B
3HAYEHUAX Mo YyMOMYaHuio.
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Director { # define myself
Name = bacula-dir
DIRport = 9101 # where we listen for UA connections
QueryFile = "/etc/bacula/scripts/query.sqgl™
WorkingDirectory = "/var/lib/bacula”
PidDirectory = "/var/run/bacula”
Maximum Concurrent Jobs = 1
Password = "1" # Console password
Messages = Daemon
DirAddress = 10.0.0.10

}

Cnepnyiolleil rpynnoii napameTpoB, KOTopble Heo6XxoAnMO onpenenuTb, ABNAETCA CeKLums
Catalog. 3gecb Heobxogumo yKasaTb pekBU3UTbl foctyna K bBJl, a Takke HasHauuTb
yHUKanbHoe uMmsa aaHHoro Bacula Catalog ¢ nomolybio napametpa Name.

Catalog {

Name = MyCatalog

# Uncomment the following line if you want the dbi

PS. driver

# dbdriver = "dbi:sglite3"; dbaddress = 127.0.0.1; dbport =
dbname = "bacula"; dbuser = "bacula"; dbpassword = "bacula"
DB Address = 10.0.0.10

}

Onpegenute SD, Ha kKoTopbid OydoeT npousBOAUTBCA Mepedada AaHHbIX And
AanbHeilen 3anucn Ha ycTpolcTBo XxpaHeHusa. Storage Daemon HacTpoeH M rotoB K pabore,
Heobxoaumo onpenenuTb peKkBU3UTbI Z4ocTyna K HeMy B cekuun Storage dpaiina bacula-dir.conf.
OcHOBHble NapameTpbi:

1) Name — yHMKanbHOe WMSA, Ucnonb3yllleecd Anda agpecauuu cekuuu Storage B
pamkax dpaina bacula-dir.conf;

2) Device n MediaType oybnupyioT ogHOMMEHHbIE NapameTpbl paina bacula-sd.conf;

3) Password cogepXXuT naposib, KOTopblii OyAeT ucnonb3oBaTbCA MPU MOAKITHYEHUN K
Storage Daemon.

Storage {

Name = File

# Do not use "localhost" here
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Address = 10.0.0.20 # N.B. Use a fully qualified name here
SDPort = 9103
Password = "1"
Device = FileStorage
Media Type = File

}

Cekuua Pool onpegenser Habop HocuTenei wuHdopmMauun W napameTpbl,
onpegenswwue 10, Kak SD Oyger ux obpabatbiBaTh. Kaxabiit Pool B3aumMogeWlcTByeT C
YCTPOWCTBOM XpaHeHUsA OaHHbIX, U MO3ITOMY HeobXoAUMO co34aTh CTONbKO XK€ MynoB, CKOMbKO
onpefeneHo YCTPOWCTB XxpaHeHuAa. daktudeckum ecnu ana kKaxgoro File Daemon Bbl
onpenenseTe OTAenbHOE YCTPOMCTBO, To AnAa Kaxaoro FD Heobxoaumo onpegenutb U Pool.
OcHOBHble NapameTpbi:

1) Name onpeaensaeT yHUKanbHoe ums nyna;

2) Pool Type onpepender Tun, U ONA pe3epBHbIX KONWA LOMKEH ObiTb yCTAaHOBMNEH B
3HayeHue Backup;

3) Maximum Volume Jobs pekomeHayeTcsa ycTaHOBUTb B 3HadeHue 1. 310 Oyger
O3HayaTb, YTO B pamKax OAHOro HOCUTENA AaHHbIX MOryT ObiTb pasMmelleHbl pe3epBHble
AaHHble, NonyJyeHHble B Xo4e BbIMONHEHUA TONbKO OAHOro 3adaHuA. Hocutenb AaHHbIX - 3TO
YCTPOMUCTBO, Ha KOTOPOE HEMOCPEeACTBEHHO 3anuchbiBaloTCA AaHHble (ONTUYECKUEe [UCKU,
MarHuTHble neHThl). Ecnu pasmep co3gaHHOW pe3epBHOW KOMWM MHOTO MeHblle pasMepa
HocUTend, TO UMEET CMbICIT COXPaHUTbL Ha Hero U apyriue Konuu, Kotopble OyayT co3gaBaTthCcs B
Byayuwiem. Ho ecnu roBopuTtcs o dpainax, TO XenaTenbHO NMpUAepXUBaTbCA npaBuna «oAuH
dain - ogHa konusa», T.e. B ogHOM dhaine Bacula JomkHbl XpaHUTLCA pe3epBHble AaHHble,
KoTopble ObiNK CcgopMUpOBaHbl B paMKax BbIMOMHEHUA OOHOrO 3adaHuA. [na Kaxaoro
nocneayiouero 6yayT cosgasatbCcA HOBbIE dairnbl;

4) VVolume Retention — Bpems, No NpOLUECTBUM KOTOPOro, AaHHbIE O PE3EPBHON KOMUM,
XpaHdleinca Ha HocuTene, OyayT yoaneHel U3 Kartanora. [ina  obecneyeHus
paboTtocnocobHocTM Bacula Heobxogumo MOMHUTL O TOM, 4YTO WH(popmauua obo Bcex
3ape3epBupOBaHHbIX (pailnax xpaHutca B B[], no 3anMcu Ha Kaxablii dain. Ecnu
pe3epBuUpyoTCA ThicAYM ailnos, TO 04eHb cKopo Bl cTaHeT OrpoOMHOI, YTO MOXET 3aTpyOHUTL
pabory Bacula. llo3ToMy oO4YeHb BaXHO CBOEBpPEMEHHO ouuujatb 6a3y OT ycTapeBLUen

UHdopmMaLuu. NMpu 3TOM cam HocuUTenb MHoOpMauun He OyaeT ouulleH aBTomaTtuyecku. OH
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OyoeT npomapkMpoBaH Kak ycTapeBlUWid, HO Bcerga MoXHo OydeT ucnonb3oBaTb €ro Ans
BOCCTAHOBIEHUA AAHHbIX B PyYHOM PEXUME;

5) Maximum Volumes — MakcumManbHOe KOJIMYECTBO HOCUTENel (B Hawem cnyyae
dhannos), AOCTynHbIX B AaHHOM nyne. [lapameTp Recycle yka3biBaeT Ha HeoOXoAMMOCTb
MOBTOPHOIO UCMONb30BaHUA HOCUTENEW, MOMeYeHHbIX Kak ycTapeslive. [pu 3ToM peanbHas
nepesanncb HOCUTENA MNPOU3OMOET UL B cny4vyae, Korga cBOOOOHbIX HOCUTENeW He
ocTtaHeTcA. CBoboaHble HOoCUTENM onpeaenaTca U3 napametTpa Maximum Volumes;

6) AutoPrune ykasbiBaeT Ha HeoOXoAUMMOCTb yAaneHus yctapeBluuMx 3anucei u3 Bacula
Catalog aBTOMaTuyecku nocne 3aseplLUeHuUs BbiMONHEHUA OYepeqHOro 3ajaHus;

7) Label Format onpegenser npedgukc, KoTopblii Oyger ucnonb3oBaH Bacula ans
MapKupoBaHUA HocuTenen nHgopMaluuy, B HalleM cnyvyae — Ang UMeHoBaHUs annos;

8) Storage yka3biBaeT Ha UMSA YCTPOUCTBA XpaHEHUA AaHHbIX, YKasaHHOro B nmapamMmeTpe
Name cekuyuu Storage cpaiina bacula-dir.conf.

Pool {

Name = Default

Pool Type = Backup

Recycle = yes # Bacula can automatically recycle Volumes
AutoPrune = yes # Prune expired volumes

Volume Retention = 1 month # one year

Maximum Volume Jobs = 1

Maximum Volumes = 32

Storage = File

Label Format = "volume-"

}

Cekuua FileSet nossondeT npegonpegenuTb HeCKoNbKO HabopoB pe3epBUpyeMbix
dainos. Hanpumep, oguH Habop ana Windows, apyroi — anga Linux unv oguH Ana cepeBepos, a
Apyro — ona pabo4ynx ctaHyui. [Napametp Name onpegenser yHukanbHoe uma Habopa.

Cekuusa Include cogepxuT nyTu K pesepsupyembiM painnam/katanoram, a Exclude — nytu
K dpainam W KaTtanoram, KoTopbleé HEoOXOoAUMMO WUCKMUYUTL U3 CMUcCKa pesepBUpyemMbix. B
cekuymn Include Bo3smoxHa cekuua Options, B KOTOpoi oOMpedendawTcd napaMmeTphl
pe3epBupoBaHnsa. OCHOBHbIE NapaMeTphbl:

1) signature ykasblBaeT anroputm BbIMUCNEHUA KOHTPOMbHbLIX CYMM (Palnos;

2) compression yKka3blBaeT anroputm KoMmnpeccum annos;
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3) recurse YyKka3biBaeT Ha HeoOXOAUMOCTb PEeKypCUBHOMO pes3epBUpOBaHUA, BKIKOYad
nogkatanoru u daunsl;
4) File yka3sbiBaeT Ha KaTanor, KoTopblii KONUpyeTcs;
5) xattrsupport ykasbiBaeT Ha BO3MOXHOCTb BKMOUYEHUS MOOLEPXKKN paclUUpeHHbIX
atpubyToB, 310 06A3aTenbHbIA NapameTp AnA paboTel ¢ MaHAaTHbIMU METKaMMU.
FileSet {
Name = "Catalog"
Include {
Options {

signature = MD5

compression = GZIP
# recurse = yes
aclsupport = yes
xXattrsupport = yes

}
File = /etc

}

Bce HacTpoiku cBA3bIBAOTCA BOEAWHO C MOMOLbIO cekuuu Job, B KOTopoi Oaetcs
3afaHue NnaHUpoBLLKKY MO BbIMONTHEHUIO pe3epBUPOBaHNUSA AaHHbIX. OCHOBHbIE NapaMeTphbi:

1) Type yKkasbiBaeT Ha TUN 3aJaHudA. TUNOB CYL|ecTBYEeT HECKONbKO. 34ecCb A0OCTaTO4HO
ykasaTtb Backup;

2) Schedule ykasbiBaeT Ha npegonpeneneHHoe pacnucaHue, corfiacHo Kotopomy Byaer
BbINMONHATLCA pe3epBUpoOBaHUe AaHHbIX. Bce pacnucaHusa onpegeneHbl 30ech Xe, B paune
bacula-dir.conf;

3) Where ykasbiBaeT Ha Kartanor, B KOTOpoM OyayT BOCCTaHaBnuBaTbCA AaHHble U3
pe3epBHOW Konuu;

4) Write Bootstrap ykasbiBaeT nytb K daunny, B KoTopbii OygeT 3anucbiBaTbCcs
UHopMaLusa, C MOMOLLbIO KOTOPOW AaHHble MOryT BbiTb BOCCTAHOBIEHbI U3 pe3epBHON KOMuu
Oe3 Hanuuua nogkniodeHus K Bacula Catalog. Bmecto %n Oyger noactaBneHo 3HaueHue
napameTtpa Name.

Schedule {

Name = "DailyCycle"
Run = Full daily at 16:10
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# Run = Differential 2nd-5th sun at 23:05

Run = Incremental mon-sat at 23:05

Job {
Name = "RestoreFiles"
Type = Restore
Client= bacula-fd
FileSet="Catalog"
Storage = File
Pool = Default
Messages = Standard

Where = /etc?2

Job {
Name = "BackupCilentl"
Type = Backup

Client = bacula-fd

FileSet = "Catalog"
Schedule = "DailyCycle"
Messages = Standard

Pool = Default
Write Bootstrap = "/var/lib/bacula/Clientl.bsr"
Priority =1
}
YKkasartb napamMmeTpbl edMHCTBEHHOIO AreHrTa.
Client {
Name = bacula-fd
Address = 10.0.0.30
FDPort = 9102
Catalog = MyCatalog
Password = "1" # password for FileDaemon
File Retention = 30 days # 30 days
Job Retention = 6 months # six months

AutoPrune = yes # Prune expired Jobs/Files



134
®JIMP.90001-01 34 01
}

3akoMMeHTUpoBaTh BCce ocTanbHble cekuun: Job, JobDefs, Client u Console, Ha gaHHOM
3Tane oHU He noHapo6AtcAa. TpaduK AaHHbLIX OyOeT UATU Mo TEM MopTaMm, KOTopble yKkasaHbl B
KOH(pUrypaLumoHHbIX haitnax kaxgoro U3 KomnoHeHToB Bacula.

[danee HacTpoutb pgoctyn K DD co cTopoHbl Bacula Console B daune
/etc/bacula/bconsole.conf cepepa dd.ex.net:

Director {

Name = bacula-dir
DIRport = 9101
address = 10.0.0.10
Password = "1"

}

Ha mawuHe, rae 6yget Director Daemon yganuTtb nakeTbl bacula-sd u bacula-fd:

$ sudo apt-get remove bacula-sd

$ sudo apt-get remove bacula-fd

KoHdwurypaumoHHele dainbl bacula-sd u bacula-fd B /etc/bacula cnegyer nubo
nepeunmMeHoBsatb, Nubo yganute. CepBuckl bacula-sd u bacula-fd cnegyeTt ocTaHOBUTB:

$ sudo /etc/init.d/bacula-sd stop

$ sudo /etc/init.d/bacula-fd stop

[anee Haudatb noarotoBky Storage Daemon, KoTopbli OydeT oTBeyaTb 3a
HenocpeacTBeHHYo paboTy ¢ YCTPOMUCTBOM XpaHeHUa AaHHbIX. Bacula noggepkuBaeT LUPOKUIA
CMEeKTP YCTPOMUCTB, HauyuMHasA OT OMTUYECKUX OUCKOB U 3aKaH4MBas MNONMHOPYHKUWOHaNbHbIMU
NEHTOYHbIMKU Oubnuotekamn. Hanpumep, camblidi pacnpocTpaHeHHbIn BapuaHT — OObIYHbIA
XEeCcTKMM AucKk c cywecteywowen <PC (Hanpumep, extd). WUrtak, Ha cepBepe sd.ex.net
Heobxogumo oTpepaktupoBaThk pain /etc/bacula/bacula-sd.conf. B cekuunM OCHOBHbIX
napameTtpoB - Storage Heobxogumo onpedenuts napameTp Name, KoTopbid 3agaeT
yHUKanbHoe uMmsa Storage Daemon. OcTanbHble napameTpbl MOXHO OCTaBUTb B 3HAYEHUAX MO
yMOMYaHuo.

Cekuua Director Heobxoguma AnA ykasaHua YHUKanbHoro umeHn DD u napons, ¢
kotopbiM 3T0T DD MOXeT nogknwouyatbcs K SD. Cekuuit MOXET ObiTb HECKOmnbKo, YTO OaeT
BO3MOXXHOCTb UCMONb30BaTb €4uHbIA CepBep XpaHeHUs AaHHbIX ANA HEeCKOMbKUX CUCTEM
pesepBupoBaHus. Bce octanbHbie cekyuu Director, HailgeHHbIe B (paiinie, 3aKOMMEHTUPOBaTh.

Storage { # definition of myself



135
®JIMP.90001-01 34 01

Name = bacula-sd
SDPort = 9103 # Director’s port
WorkingDirectory = "/var/lib/bacula”
Pid Directory = "/var/run/bacula"
Maximum Concurrent Jobs = 20
SDAddress = 10.0.0.20

}

Director {
Name = bacula-dir
Password = "1"

}

Ho ocHOBHbIe HacTpOWKW, onpedensLllne B3auMoaencTeBue C YCTPOUCTBAMU XpaHeHUs,
HaxoaAatca B cekuum Device. Hwke npusBedeHbl napameTpbl, HeobxoguMbie ANA XpaHeHud
pes3epBHbIX KOMWiA B paMKax cyllecTteylowen OC, nogknoyeHHoW B Katanor /back:

1) Name onpepgenseTt yHUKanbHoe MMSA MOoAKMoYeHHOoro yctpoicTea. Ecnu nnaHupyetca
cosgaBaTb U30NUpoBaHHbIe APYr OT Apyra pesepBHble Konun AnA Kaxaoro u3 File Daemon, To
HeobxooMMo co3gaTb Heckonbko cekuuid Device ¢ yHMKanbHbIMU UMeHamu. B NpoTUBHOM
cnyyae pesepBupyemble cainbl co Bcex FD ByayT pa3mewjatbca B 0OAHOM U TOM Xe dpaine,
4YTO MOXET 3aTpPyAHUTb AanbHelllee obcnyKmMBaHue CUCTEMBI;

2) Media Type onpegenser nNpPou3BONbHOE YHUKaNbHOe WMA, KOTOopoe Oyaer
ucnonb3oBaTtbcA Bacula npu BoccTaHOBMeHWM JAaHHbIX. CormacHo emy onpegenseTcs
YCTPOWCTBO XpaHeHus, ¢ KoToporo 6yaeT npou3BoAUTLCA BOCCTaHOBMeHUe. Ecnu pesepBHble
Konun XpaHAatca B dainax, To AnA Kaxaon cekuum Device aormkeH ObiTb 3agaH yHUKamnbHbIN
Media Type;

3) Archive Device ykasblBaeT nyTb K dpaunny ycTpoicTBa B KaTanore /dev unu nyTb K
Karanory, B KoTopoM OyayT pa3MellaTbCa pe3epBHble KOMuu;

4) Device Type onpeaendaeT Tun ycTpoicTea. [Ina pasmelleHus B cyulecteywoujen ©C
yka3sbiBaetca File;

5) Random Access ykasbiBaeT Ha BO3MOXHOCTb ChnyyalHOW (HenocnegoBaTenbHOM)
agpecauuun. [ina gainnos ykasbiBaeTca Yes;

6) RemovableMedia ykasbiBaeT, BO3MOXHO INU W3BMEYEHUE YCTPOUCTBA XpaHeHus.

Heobxoanmo Ans NeHTOYHbIX YCTPOUCTB, NPUBOL4OB ONTUYECKUX AUCKOB U T.4.
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[na daiinoB yctaHaesnueaeTcA B 3HayeHue No. [MapameTp LabelMedia ykasbiBaeT Ha
HeobxoAMMOCTb aBTOMaTU4YECKOro MapkupoBaHUa Hocutenen MHopmMmaLuu.
Device {
Name = FileStorage
Media Type = File
Archive Device = /back

LabelMedia = yes; # lets Bacula label unlabeled media

Random Access = Yes;

BAutomaticMount = yes; # when device opened, read it
RemovableMedia = no;

AlwaysOpen = no;

}
[ina 6a3oBoi HACTPOWKKN 3TOMO JOCTATOYHO.
Ha maluuHe, raoe 6ynet Storage Daemon, yganute naket bacula-fd:
$ sudo apt-get remove bacula-fd
KoHdurypaumoHHbid dpanin bacula-fd B /etc/bacula cnegyet nubo nepeumeHoBatb, nubo
yaanutb. CepBuc bacula-fd cnegyeT ocTaHOBUTh!
$ sudo /etc/init.d/bacula-fd stop
[Ona HacTtpouku File Daemon Ha paboyein cTtaHyuuM fd.ex.net ucnonb3yetca daun
/etc/bacula/bacula-fd, B koTopom AnA 0a3oBoW HACTPOWKM AOCTATOMHO NWULLb OMpenenuTb
napameTpbl cekuun Director, rae ykasbiBaeTca naposb, KoTopbiid O6yaet ucnonb3osatb DD npu
nogknodeHun Kk FD, a Tawke cekuum FileDaemon, rae ykasbiBawTca HacTpoiku FD. Bce
ocTanbHble cekuuu Director, HaigeHHble B daitne, HeoOXxoANMO 3aKOMMEHTUPOBATb.
Director {
Name = bacula-dir
Password = "1"
}
B cekuun FileDaemon Ha gaHHOM aTtane Heobxoaum Tonbko napaMmeTp Name, B KOTOpOM
yKa3blBaeTca yHukanbHoe uma File Daemon:
FileDaemon { # this is me
Name = bacula-fd
FDport = 9102 # where we listen for the director
WorkingDirectory = /var/lib/bacula

Pid Directory = /var/run/bacula
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Maximum Concurrent Jobs = 20
FDAddress = 10.0.0.30
}

Ha maluuHe, roe 6yget File Daemon, yganute naket bacula-sd:

$ sudo apt-get remove bacula-sd

KoHdourypauumoHHbiid cpaiin bacula-sd B /etc/bacula cnegyer nubo nepenmeHosatb, NMbo
yoanuThb.

Cepsuc bacula-sd ocTaHOBUTb:

$ sudo /etc/init.d/bacula-sd stop

[danee 3anycTuTb BCE KOMMOHEHTbl COOTBETCTBYWOLIUMU KOMaHAamu, AaHHbIMA Ha

COOTBETCTBYIOLLUX CepBepax:

$ sudo /etc/init.d/bacula-director restart

$ sudo /etc/init.d/bacula-sd restart

$ sudo /etc/init.d/bacula-fd restart

[Mocne atoro Bacula Oyoetr pabotath. YnpaeneHue Bacula ocyulecTBnserca 4yepes
bconsole. HacTpoiku KaTanoroB, 3ajaHui, pacnucaHMih KW npoyne 3afarTcd B
KOHpUrypaLumoHHbIX painax.

[1na TecToBOW NpPOBEPKU HEOOXOAUMO:

— BbINONHUTL bconsole;

— BbIMOMHUTL run;

— BblOparthb job 1;

— BOWTWU B MeHI0, Habpas mod;

— BblbpaTtb 1 (Level);

— Bblbpatb 1 (Full);

— noaTBEepAuUTb BhiMONHEHUe, Habpas yes.

bynet co3gaHa pesepBHas Konua AaHHbIX B Kartanore /back Ha mawwuHe c Storage
Daemon.

[na BoccTaHoBrneHuUs obbekToB ®C € yCcTaHOBMEHHLIMU MaHOaTHbIMWA aTpubyTamu

HeobxoguMMo 3anycTUTb KOHCOMNMb YynpasneHuMsa Bacula ¢ HeoOxoAUMbIMW MPUBUNETUAMM,

BbINOJTHUB KOMaHAay:
sudo runcon t=CHCTX,SETXATTR OMITMAC,OMIT bconsole

[lna BoccTaHOBNEHUA AaHHbIX U3 pe3epBHOM Konuu Heobxoanumo:

— BbINOMHUTL restore;
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— BblOpaTh NyHKT 12;

— BBECTU HOMep job id;

— yKa3aTb napamMeTp MapkupoBku mark *;

— NoaTBEpAUTL BbINOMHEHWE KOMaHaoi done.

[aHHble U3 pe3epBHOI Konuu OyayT BoccTaHOBNEHbI B Katanore /etc2 Ha maiwuuHe ¢ File
Daemon.

Taike ynpasneHune Bacula BO3MOXHO C MOMOLLbHO rpadpuyeckon YyTUNnThbI

bacula-console-qt, ee koHpUrypaunoHHbI paitn pacnonoxeH B /etc/bacula/bat.
3.12. Nopaepxka cpencTs AByxdakTopHoi ayTeHTUduKayum

[N NOBbIWEHUA HAOEXHOCTU ayTeHTUUKaALUUM U CHUXKEHUA pUCKa KOMMpomeTauuu
naposnen NpUMeHAETCA NPUHLMN MHOro(pakTopHOM ayTeHTUUKaLINA.

MHorocpakTopHaa ayTeHTUdUKaLUa ABNSAETCA pacluMpeHHbIM BUAOM ayTeHTUduKauuu,
npu KOTOpPOM uUcrnofnb3yeTcs Oornee oQHOro «aokKasaTenbcTBa MexaHu3Ma ayTeHTUUKaLUn».
Kak npaBuno, BblaenawT 3 paktopa ayTeHTUUKaLun:

— 3HaHWe — UHopMaLUs, KOTOPYIO 3HAET CyObeKT: BBOA Naponsa unm nuH-koaa.

— BriageHne - Bellb, KoTopoil ofnapgaer cyObekT: npegocTaBreHue U3nYecKoro
yCTpPOUCTBa Unu Hocutena (cMmapr-kaprta, USB-TokeH, 1 T.M.).

— CBOWCTBO, KOTOPbIM 0bnagaeT cy6bekT—-6MoMeTpus, NpUpoaHbIe YHUKamNbHbIE OTNUYUA:
nuuo, oTnmevyatkn nanbues, pagyxHaa obonoyka rmas, KanunnspHble  y30phl,
nocnenosarenbHocTb [HK.

B OonbluMHCTBE criyyaeB B KayecTBe MHOrogpakTopHOW ayTeHTU(UKaUUN NpUMEHAETCA
asyxdakropHaa ayTeHTUukauusa. [ns cTauuoHapHbIX CUCTEM, HE CBHA3aHHbIX C CETAMU
obuiero goctyna, B KayecTse BTOPOro aktopa UCMonb3yeTcs npegocrasneHue uanyeckoro
yCTpOMUCTBA WNW  HOCUTENSA, COAEepXallero AOMOMHUTENMbHYK  ayTeHTUUKALUOHHYIO
uHdopMaLuo. [lononHuTensHaa UHPoOpMaLua MOXET NpeacTaBnATb COO0M pasMelleHHbIn Ha

YCTPOUCTBE CEPTUCUKAT Nonb3oBaTerns.
3.12.1. OneKkTpoHHbIn naeHtTudgukatop Guardant ID

Ona npumeHeHns B cucteMmax, obpabaTbiBalOWux WHGOPMaLU orpaHUYEeHHOro
AocTyna, npeaHasHauyeH 3NeKTPOoHHbIN uaeHTudukatop Guardant ID. B otnuume ot gpyrux
NMOXOXKUX YCTPOWCTB, TOMbKO 3TOT MAeHTUdukatop ceptucpuumposad OCTIK Poccum Ha
cooTtBeTcTBUE TpeboBaHnam P HOB — no 2-My ypoBHIO KOHTpONS.

OneKTpoHHbIA ngeHtTudgukatop Guardant ID — 3aTo ycTpoicTBO, nogknoyaemoe K USB-
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nopTy KomnbloTepa (HENoCpeACcTBEHHO UMK 4Yepe3 YAMUHUTENb) U cryXallee AnA xpaHeHud
MAEHTUPUKALNOHHbBIX AaHHbIX NOMb30BaTens B 3HeproHe3aBUCUMON NamaTu.

OcoBeHHOCTLI0  YCTPOMCTBA ABMAETCA  HANUYMe  YHUKaNbHOMO  HEU3MEHAEMOro
nageHtTudgukatopa U obnactu 3allUlieHHOW 3IHeproHesaBUCUMOW MNaMATU, ANA JocTyna K
KOTOpPOW UCMONb3yeTCcA KoAnpoBaHUe ¢ YHUKanbHbIM Ang Kaxgoro Guardant ID naponem.

Ana waeHTUdUKaLUKM ronb3oBaTena fnpu BbIMONMHEHUM KOMaH YTEeHUA/3annucu MoxeT
BbITb ucnone3oBaH PIN-koa anuHoi ot 1 go 32 6anT. PIN-Ko4 MOXET ObiTb U3MEHEH LUTaTHbIM
obpa3om B criyyae nonyyeHus 4ocTyna K naMaTu YyCTpoMCTBa.

[MamATb Knw4ya MOXET ObiTb MHULUManuM3upoBaHa (MonHocTbio 0OHyneHa) cneyuanbHon
KomaHaoun, Tpebyoulei npeabasneHna ocoboro Master PIN-koga. Master PIN-koa 3agaeTca He
aTane npoussoacTsa Guardant ID U He MOXET ObITb CUMTAH UMN U3MEHEH.

B HacTosillee Bpems NMPUMEHAITCA 3NEKTPOHHble uaeHTUudukatopel Guardant ID ¢
obbeMom namaTtu 16 K6aut.

3.12.2. lNpumeHeHne Guardant ID

ONeKTPOHHbIA  uaeHTudgukatop Guardant D aBngeTcA TOMbKO NepcoHanbHbIM
naeHTUpUKaTopoM C 3alluLeHHON naponemM namAtbio. [Ana peanusauumM Ha ero OcHose
MexaHU3MOoB AByX(paKkTopHOM ayTeHTUduKaLunumn TpedyeTca:

— Hanuuue cpedcTB yrnpaBneHUs 3NEeKTPOHHbIMU UaeHTUdUKaTopamu A8 BbiNOMHEHUS
onepauuii UHULManusauuu, BblAayn Monb3oBaTensAM, HasHayeHuss U cMmeHbl napons/PIN u
NpoBepKN PYHKLMOHUPOBAHUS;

— obecneyeHne KOHTpOMA CNOXHOCTU W wucnonb3oBaHusa napona (PIN), mockonbky
naponb AOCTyrna K NaMsaT¥M U Mpu3HaK HeobXxoQUMOCTU ero MpoOBEPKU He MPOBEPAHTCHA Ha
KOPPEKTHOCTb YCTPOUCTBOM U JOCTYMHbI A51A U3SMEHEHUA CaMUM MOfb30BaTenemM;

— CconocTaBfeHue nornb3oBaTens ¢ YCTPOMCTBOM, TaK Kak caMmo YCTPOUCTBO HE COOEPXKUT
HUKaKon nHdopMaLun o CBoel NpuHagnexHocTu;

— Hanuuve PAM wmogyna ayTteHTUdpukauun, obecneunBarollero MNpUMeEHeHue
naeHTuduKkaTopa and KOHTPoONA AocTyna npyu BXo4e Nonb3oBaTens ¢ CUCTEMY.

MNepeuncrneHHble Bhille 3agayu peanusyrTca cnegyowmnm obpasom.

[nsa conocTtasneHus nonb3oBaTensd C YCTPOWCTBOM WCMONb3YETCHA PEEecTp BblAaHHbIX
(3aperncTpupoBaHHbIX) UOEHTUAUKATOPOB, pacnonoXeHHbIn B daine /etc/grdid/dongles.

Mpn uHUUManusauum naeHtTudukaTopa, oH PerucTpupyeTcs B peecTpe, npu oUncTke —
yoanseTcsa U3 Hero.

KoppekTHoCTb PIN 1 ero npumeHeHUs npou3BoaAaTCA YTUIUTOW agMUHUCTPUPOBAHUA U
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PAM mogynem C WUCMOMb30BaHWEM HAaCTPOEK CINOXHOCTU napond, 3afjaHHbIX B
KoHpurypayumoHHom dpaitne /etc/grdid/grdid.conf, Hanpumep:

minlen=_8

dcredit=0

ucredit=0

lcredit=0

ocredit=0

minclass=0

maxrepeat=0

ignoreusers=root
rae KoHurypauuoHHbie napaMeTpbl COBMagaroT ¢ aHanorMyHbiMu ana pam_cracklib:

— minlen=N — MUHUManebHaa gnNuHa ONA naponsa y4eTHOW 3anucu, MOXET 3aBUCETb OT
ocTanbHbIX NapaMeTpoB;

— dcredit=N — KonuyecTBO YMCNOBbLIX CUMBOJIOB; 3HadyeHue Oonbllee HynA 3agaeT
MakcumanbHOe KONMUYecTBO, MNpU 3ITOM KaxAbld CUMBON yMeHbllaeT TpeboBaHue K
MWHUMANbHOW ONWHE MNaponsd, 3HaudeHWe MeHbluee Hyna 3ajaeT MUHUManbHOe KONUYecTBO
CUMBOJIOB TaKoro Tuna;

— ucredit=N — Konu4yecTBO CUMBOIIOB BEPXHEro perucTpa; 3HavyeHue Oornbllee Hyns
3afjaeT MakcuMasnbHOe KONMUYEeCTBO, MPU 3TOM KaxAbli CUMBONT yMeHblUaeT TpeboBaHue K
MWHUManNbHOW ONWHE Maponsd, 3HaudeHWe MeHbllee Hyna 3ajaeT MUHUManbHOe KONUYecTBO
CUMBOJIOB TaKoro Tuna,

— lIcredit=N — KOnMMYecTBO CUMBOJIOB HWKHEro perucTpa; 3HayeHue Oonbllee Hynd
3afjaeT MakCUManbHOe KONMUYecTBO, MPU 3TOM KaxAbld CUMBOST yMeHblUaeT TpeboBaHue K
MWHUMAnNbHOW ONWHE MNaponsd, 3HauYeHWe MeHbllee Hynsa 3ajaeT MUHUManbHOe KOINUYecTBO
CUMBOJIOB Takoro Tuna;

— ocredit=N — KonMnyecTBO OCTalnbHbiX CMMBOMOB; 3HauyeHWe Oonblliee HynA 3agaeT
MakcumanbHOe KONMUYecTBO, MNpU 3TOM KaxAbld CUMBOM yMeHbllaeT TpeboBaHue K
MUHUManNbHOW ONWHE Mnaponsd, 3HauyeHWe MeHbluee Hyna 3ajaeT MUHUManbHOe KONMUYecTBO
CUMBOIIOB TaKoro Tuna;

— minclass=N — MUHUManbHOE YACO pa3HbiX TUNOB CUMBOJIOB;

— maxrepeat=N — MakcMManbHO YMCMOo UAYLWKNX noapaL OANHAKOBbLIX CUMBOJIIOB;

— ignoreusers=root — CMUCOK Monb3oBaTtenei Yepes 3anATyo, AN KOTOpbIX pa3pelleH

BX0A B pexume strict, ecnv Ans HUX He 3aperncTpupoBaH UaeHTUdUKaTop.
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BHMMAHME! 1O YMOJIYAHUKO TIAPAMETP IGNOREUSERS COOEPXWUT
3HAYEHME ROOT, YTO MOXET CHW3NTb 3ALUMLLEHHOCTb. PEKOMEHAYETCA
BbIJABATb MAEHTUOUKATOPDI MNOJNb30OBATENIAM Cc MPUBUITEMMAMU
AOMUHUCTPUPOBAHUA M HE YKA3bIBATb 3TUX MOJIb3OBATENEW B MAPAMETPE
IGNOREUSERS.

Mpu Bxoae nonb3osatensd PAM Moaynb Npou3BOAUT crieayolune JeicTBUA:

— onpegenaeTr HeobxoAMmocTb NMpuMeHeHua Guardant |ID BxoasawMM nonb3oBaTenem
(Mo peecTpy BblAaHHbIX YCTPOWUCTB);

— NpoBepsieT UNu npeanaraeT NpeabABUTb YCTPOWUCTBO C COOTBETCTBYIOLUM HOMEPOM
(ecnu oH oTCYTCTBYET UNU NpeabsABIeH HEBEPHbIN);

— MNpoBepseT ngeHtTudukaTtop ycTpoictsa u BBedeHHblM PIN nonb3oBartens;

— YUTaeT ¢ ycTpoicTBa Heobxoaumyr nHdopmMauuio (xeww, PIN 1 cnoBo cocTOAHUSA);

— nposepseT PIN 1 cnoBo cocToaHUSA (ANUHY U cnoHocTb PIN, Npu3Hak ero NpoBepku);

— MpW  YCMELWHOM BbINOMHEHUN paHee nepevucrneHHbix pgenctsui PAM  moaynb
paspeluaeT nonbL30BaTento BXo4 B CUCTEMY.

Takum obpasom, AoCTUraloTCA cneayroLime Lenu:

— YCTPOWCTBO COMOCTABMAETCH C NOMb30BaTENEM;

— € NOMOLLbIO fIOKanbHOro peectpa obecneynBaeTcsa pasrpaHuyeHve no Mectam Bxoaa;

— Npu BXoAe Nonb3oBaTento npeanaraeTca NpeabsaBUTb KOHKPETHOE YCTPOMCTBO;

— norb3oBaTeflb UMeET BO3MOXHOCTb CMeHbI cBoero PIN;

— norb3oBaTeflb HE UMEET BO3MOXHOCTU OTKMIOUMTL nposepKy PIN unu ynpocTutb ero
no AfIMHE UMK CROXKHOCTU;

— He3aperncTpupoBaHHble YCTpPOWCTBa W YCTPOWCTBA, AN KOTopbix Obina cbpolueHa
nposepka PIN unu PIN HebGe3onaceH, He npuHMMaloTCA And Bxoda.

MpumeyaHue. CyuecTByeT BO3MOXHOCTb OrpaHW4WTb MOMb3oBaTeNss  TOMbKO
orepauusiMim YTeHUs ¢ ycTpoincTsa 6e3 BO3MOXKHOCTU 3anucu (C MOMOLLbI0 Npasun udev), 4to
NoBbICUT 6e30MacHOCTb, HO He MO3BONMUT EMY CaMOCTOATENbHO MeHSATb PIN.

3.12.3. YnpaBneHue anekTpoHHbIMKU naeHTudukatopamm — grdid-tool

[na ynpasneHus aneKkTpoHHbIMKU wuaeHTUdukatopamu Guardant ID npegHasHauvyeHa
ytunuta grdid-tool, umetowwana cneayowmii oopmar Bbi3oBa:

$ sudo grdid-tool [omnumm]

OCHOBHbIM Ha3Ha4YeHWeM YTUNMUTblI ABNAETCA WHUUManu3auusa W Bbidaya YCTPOMUCTB
noneb3oBarensaMm. [lpu HeobxoguMOCTM yTUMUTa MOXET ObiTb WUCMOMb3oBaHa CcaMuM
none3oBartenem Ana cMmeHbl cBoero PIN. Npu 3ToM y Hero 6yaeT 3anpolleHo cTapoe 3HayeHue
PIN.
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B Tabnuue 24 npuBeneHbl OCHOBHbIE onuuu komaHabl grdid-tool.

Tabnuua 24
Onuua OnucaHue

-h, --help CnpaBka no cnocofy Bbi3oBa ¥ oNUUAM KOMaHbl

-v, --verbose ‘l_IO,ElpOﬁHbIFl OTYET O BbINOMHAEMbIX AENCTBUAX

-f, --force ‘He crnpaimBaTth NogTBEpPXKAEHUE

-i, --info ‘OToﬁpameHMe UHopmaLum 06 ngeHtTudukaTope

-e, —erase CtupaHue wugeHTudukatopa. [lpu  ycnewHoM  BbiMOMHEHUM
ornepauuM ugeHTUdUKaTop yoanseTca M3 peecTtpa BblgaHHbIX
naeHTuduKkaTopos

--init-pin MHuyuanusauua PIN nonb3oBatensa, TpebyeT  3agaHuA
nonb3oBatensa onuuen -u. NMpu ycnewHoOM BhIMOMHEHUU Oonepauum
noeHTUuUKaTop  perucTpupyerca B peecTpe  BblAaHHbIX
nageHTudgukaTopos

--verify-pin ‘I‘Iposepmb PIN

--change-pin CmeHa PIN nonb3oBatena (camum nonb3oBaTtenem, Tpebyer
cTapoe 3HaudeHue PIN)

--s0-pin 3HAYEHUE PIN agmuHucTtpaTtopa (Master PIN koa), MoXeT ObiTb 3agaH Kak
env:VARIABLE, Torga 3HauyeHue OyaeT B3ATO U3 COOTBETCTBYIOLLENA
nepemMeHHon OKpYXXeHUN

--pin BHAYEHUE PIN nonb3oBartend, MoxeT ObiTb 3agaH kak env:VARIABLE, Torga
3HayeHue OyOoeT B3ATO U3 COOTBETCTBYKWOLIEH NEPEMeEHHOM
OKPY>XeHUsA

-u MOJIb3OBATEI/b, Mcnonb3oBaTb B KavecTBe Bnagenbua uaeHTUdUKatopa y4YeTHYH

—-user NOJIb3OBATEIIb |3anuck NOJIb3OBATE/b

-l, --list BbiBecTu CMUCOK 3aperucTpupoBaHHbIX (BblAAHHbIX)
naeHTudguKkaTopos

-1, --unregister ‘Y,uanmb 3anucb O KnrYe nons3osartens

3.12.4. Ucnonb3oBaHue Guardant ID gna goctyna k cucteme — pam_grdid

MNpumeHeHne ugeHTUUKaTopa ANA KOHTPONA AOCTyrna npu Bxode Mnonb3osBaTens B
cuctemy obecneunsaetca cneynanbHeiMm PAM mogynem ayteHTUdpMKauum pam_grdid.

MNpu nonbiTKe BXoda B cUCTEMY Yy nonb3oBartens 3anpawusaerca PIN npegcraBneHHoro
3neKkTpoHHoro uaeHTudgukatopa Guardant ID, B cnyyae COOTBETCTBUA MNpeAcTaBieHHOro
naeHTudukaTopa nonb3osarento U ycnewHon nposepku PIN npoueanypa Bxoga npogornkaeTcs.
B npoTuBHOM crnyyae NpoucxoauT oTKas 4ocTyrna K CUCTEMe C COOTBETCTBYHOLLEN perucTpauunen
NONbITKKM HECAHKLUMOHUPOBAHHOI0 AOCTYna.

YKa3aHHbIA MoAynb AOMmKeH ObiTb BCTpoeH B Tpebyembie PAM cueHapuu crnegyrouum
o6pa3om (Ha npumepe /etc/pam.d/common-auth):



# here are the per-package modules

auth [success=3 default=die ignore=ignore]
auth [success=2 default=ignore]
auth [success=1 default=ignore]
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(the

[Mpu ncnonb3oBaHUM MOAYMA MOTYT MPUMEHATLCSH ONLUU:

— debug - BbIBOA 0TNagoyHou MHopmauuu;

"Primary" block)
pam grdid.so
pam unix.so nullok secure

pam winbind.so krb5 auth ...

— try_only — nonbiTka NpoBedeHUs MpOBEpkU (BO3MOXeH Bxon 6e3 npeaocTaBneHus

ycTpoicTsa);

— no_prompt — He BbIBOOUTL NpeasioXeHUe NOAKNKYNTE MAEHTUUKATOP;

— strict — cTporuin pexxuMm: 3anpeT Bxoda 6e3 ucnonb3oBaHua naeHTugukatopa Guardant

ID;

— set_pass — yctaHoBuUTb BBedeHHbln PIN B kayectBe AUTHTOK ana nocnegylowmx

Moaynen ayTeHTudukalmum.

[Mpu HeobxogumMocTu ¢ Momollbio Knover PAM Moaynsa MOXHO HacTpPOUTb XKenaemblid

pexuM ucnonb3oBaHuUa ABYXdakTopHoi ayTeHTUUKauum (Tabnuua 25).

Tabnuya 25

[MTopAaaoK HacTponKK

Bxoa nonb3oBaTenemn,

Bxog no PIN, npu
HeBepHoM PIN oTka3s

npeabaBrieH unu HesepHbii PIN
— 0TKa3 Bxoja

Pexum no_prompt He umeroLlnx Guardant
pexuma —promp LL‘ID
O6wwuin |lMpepnaraetca Mcnonb3yeTca NogKNioYEeHHbIN CraHgapTHbIM
NOAKITHYNTL naeHTudgukarop, sxog no PIN, crnocobom no naporsno
naeHTudukaTop, ecnu ngeHTudukaTop He

HeBepHoM PIN oTka3s
Bxoda

— OTKa3 BXo4a

Bxoda
try_only |lpeanaraetca Mcnonb3yeTca NogKMoYeHHbIN CraHgapTHbIM
NOAKITHUYNTb ngeHTudgukarop, exog no PIN, crnocobom no naporno
nageHTudukaTop, ecnu ugeHtTudukaTop He
Bxog no PIN, npu npeabasneH unu HesepHbii PIN
HeBepHoM PIN nepexon |- nepexop Ha apyrue crnocobbl
Ha gpyrue cnocobbl ayTeHTUduKaLum (No naponio)
ayTeHTUduUKaymum (no
napornio)
strict [Npeonaraetcsa Mcnonb3yeTca NoaKNioYeHHbIN 3anpelLLeH, Kpome
NOAKITHYNTL ngeHTudgukarop, sxog no PIN, nonb3oBaTeneu
ngeHTudukaTop, ecnu ugeHtTudukaTop He yKasaHHbIX B
Bxog no PIN, npu npeabasneH unu HesepHbli PIN | KoHUrypaunoHHoOM

dhanine napameTpom
ignoreusers
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lMpumeyaHue. [llpu HeobxoAMMOCTU MOXeET ObiTb peanu3oBaH CKBO3HOW BXO4 B
CUCTEMY C MOMOLLbIO onuun set_pass, NockonbKy B 3ToM cnyvyae PAM moaynb coxpaHsieT PIN B
PAM cTeke ansa apyrux mogynei. NpuM 3ToM B KOHPUrypaLnoHHOM napamMeTpe «CPOKU Bbi30Ba
Moayna AnA onuuu success» OOMKHO ObiTb 3agaHo 3HadeHue ignore. B cnyyae 3agaHusa PIN
paBHoro naponto Linux wnu Kerberos 0Oyger ocywlecTBNATLCA CKBO3HOM Bxog ©Oes
AONONHUTENBHLIX 3anpocoB naponen. Npu atom dparmeHT PAM cLeHapus MOXET BbIrMAaeTb
cnegyoLwwmm obpasom:
auth [success=ignore default=die ignore=ignore] pam grdid.so set pass

auth [success=2 default=ignore] pam unix.so use first pass
3.12.5. HacTtpoiika ssh ana goctyna ¢ ucnonb3osaHuem Guardant ID

[na KoppekTHoW paboTbl yaaneHHoro Bxoda C nMomMollbid ssh Heo6xoQuMO BbIMONHUTH
cnepywuMe U3MeHeHUsa B KoHpuUrypaumoHHom daine /etc/ssh/sshd.conf:
— BKmouuTb napameTp ChallengeResponseAuthentication B on;

— BbIKNKOYKUTL NapameTp PasswordAutentication.
3.13. CpeacTtBa opraHusaluMmM JomMeHa

Cpeactesa opraHu3auuu [oMeHa npeacTtasnAwT coboll COBOKYMHOCTb TEXHOMOTUM,
NPOTOKOMNOB U ceTeBbiX cnyx6, obecneunBawlnx obbeaAUHeHUE B OAHOM CETU IOTMYECKU
CBAA3aHHbIX 06BLEKTOB Ha OCHOBE JOMEHHOro NpUHLUUNa NocTpoeHus cetu. O6begUHEHUE MOXET
ObiTb BBLIMOMHEHO, HaMpuUMep, MO TeppuTopuaribHOMY MpPU3HaKy WUMAW NO MPUHAANEXHOCTU
Kakon-nubo opraHusauun uUnu ee yactu. [pu aToM npegycMaTpuBaeTcs HECKOMNbKO KaTeropui
00bEKTOB: pecypcbl (Hanpumep, NPUHTEpbl), CNyXObl (Hanpumep, 3NEKTPOHHaA mno4dTa) U
yYEeTHbIE 3anucuy nonb3osaTtenei U KOMMbIOTEPOB.

OpraHusauua goMeHa No3BonseT obecneynTsb:

— €AVHYI0 Ccpedy WMEHOBaHUSA CBHA3aHHbIX B OAHOW ceTh OObLEKTOB (KOMMbHTEPOB,
pecypcoB, YYETHbIX 3anucei nonb3oBartenen);

— CKBO3HYH ayTeHTUUKaLuio B CETH;

— LUeHTpanusauuo xpaHeHus uWHgopMmauum o6 obbektax [OMeHa U OKpYXKEeHUM
nornb3oBareneu,;

— eguHoobpasne HacTporKK nonb3oBaTenbCckon paboyei cpeqsl;

— UeHTpanu3oBaHHoe adMUHUCTPUpOBaHUe 1 ynpasieHUe.



145
®JIMP.90001-01 34 01

3.13.1. ApxutekTypa

MNpumepomMm peanu3auuM CpeacTsB opraHusauun JoMeHa ABnATcA cnyxbbl katanora
Active Directory kopnopauuu Microsoft ona onepauuoHHbIX cuctem cemeitctea Windows
Server.

[anee onucbiBaetca coBmectumaa c Active Directory peanusauua Ha oOcHoBe
NporpaMmmHoOro rnakerta ¢ OTKpbITbIM UCXOAHbLIM KogoM Samba 4.

OCHOBHbIMW KOMIMOHEHTaMU SABNATCA Crnegylolune TEXHONOMMU U peanusylolue ux
ceTeBble CIyXObi:

— LDAP-coBmecTUMasas cnyxba katanoroB Ana LUEeHTpanu3oBaHHOro XpaHeHus
MHopMaLUM O CTPYKTYpe JOMEHa U CBOWCTBAaxX ero 06bLEeKTOB;

— cnyxba goBepeHHo ayTeHTUdUKauuu Kerberos V5;

— cnyxba cuctembl JOMEHHbBIX UMeH DNS;

— cnyxb6a cpaitnosoro cepsepa Samba/CIFS;

— cnyx6a ynpaBneHus rpynnosbIMA MONUTUKaMMU.

3.13.1.1. Cnyxba katanoros LDAP

Cnyxba katanoroB LDAP npegocTasnseT KNUeHTY AocTyn no npotokony LDAP k cnyxbe
pacnpegeneHHoro katanora X.500, asndawouleinca nepapxudeckon bl ana LeHTpanns3oBaHHOIo
XpaHeHua u ynpaeneHus uHdgopmauuein 060 Bcex MMeHoBaHHbIX oBbeKkTax CeTu (pecypcax,
npunoxeHuax W nonb3oBartenax). Cnyxba npepgoctaeBngaer uHpopMmauuwo o006 obObekTax,
NO3BOMAET OpraH13oBbIBaTb OOBLEKTHI, YNpaBnATb JOCTYNOM K HUM, a TakkKe ycTaHaBnusaeT
npasuna 6e3onacHoOCTH.

Kaxablih o6bekT Katanora yHukanbHo onpegenserca csouMm uMmeHem (DN — Distinguished
Name), umeet Habop aTpubyTOB U MOXET codepXaTb Uepapxmuyecku noaYMHeHHble 0BBbEKTHI.
ATpubyTbl ABNATCA COCTaBNALWENA CTPYKTypbl o0ObekTa, 3aBUCAT OT ero Tuna W
onpefensarTcss B CXeMe KaTtanora. Cxema onpegenser, KakMe Tunbl OOBEKTOB MoOryT
cyuiectsoBaTb, M COCTOUT U3 ABYX TUMOB OOBLEKTOB: OOBLEKTHI KNAcCoB CXEMbl U OOBLEKTHI
atpubyTtoB cxembl. OguH OOBLEKT Krnacca cxeMbl onpegenser oAuH Tun obbekTa KaTanora
(Hanpumep, obbekT «[llonb3oBartenb»), a OAUH 00bLEKT aTpubyTa cxeMbl onpegenser aTpudyr,
KOTOpbIA 0OBLEKT MOXET UMETL (Hanpumep, aTpubyT «/IMsa nonb3oBaTena»).

Cnyxba katanoros noadepXMBaeT pacliMpsAeMblii COCTaB CXEM, OMNUChIBaOLLUX
CTPYKTYpY UHOpMaLMU, HeobxoauMon Ana PyHKUNMOHUPOBaHUA ApYrux KOMMNOHEHTOB JOMEHA,
N MOXEeT cofepXaTb WH(oOpMaLuld O HECKOMNbKUX AOMeHax, KOoTopble WAEHTUDULUPYHTCA

CBOMMMU CTPYKTypamu umeH DNS — npocTpaHCcTBaMU UMEH.
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B yactTu cpeacts opraHusaumm gomeHa cnyxba kartanoroe LDAP wucnonb3yetca B
KayecTBe UCTOYHUKA AdaHHbIX Anga 6a30BbiXx cUCTEMHbIX cepBucoB OC (NSS) ana nonyyeHus
UHdopmaLum o6 obbeKTax ceTn, aTpubyTax U CBOMCTBAX YYETHbLIX 3anunce.

3.13.1.2. Cnyxba nosepeHHou ayTeHTUUKauun Kerberos V5

Cnyxba poBepeHHOW ayTeHTUdUKaLMM [OOMeHa WCMOoNb3yeT CETEBOM MPOTOKON
ayTeHTUdUuKauum Kerberos, KOToOpbI NpeaycMaTpuBaeT MeXaHU3M B3auMHOW ayTeHTUPUKaLUK
KNMEHTa W cepBepa neped YCTAHOBNEHUMEM CBA3W MEeXAY HUMMM C YYETOM BO3MOXHOCTM
nepexsata U MoAaucuKkauum HapyluuTenem nepefaBaeMblX B HesallULEHHON cpefe CeTeBblX
nakeToB.

OCHOBHbIM KOMMOHEHTOM nogobHoM cnyXObl ABNAETCA LEHTp pacnpegerneHus Kroyen
(KDC —Key Distribution Center). KDC xpanut B[] ¢ nHgpopmauueinn o6 y4yeTHbIX 3anucax BCEX
KnueHToB ceTW. BmecTe c uH(popmauueid o kaxagom aboHeHTe B 6Oasze KDC xpaHutca
Kpuntorpauyeckmii KoY, U3BECTHBIN TONTbKO 3TOMY aboHeHTY U cnyxbe KDC.

[Mpu obpalleHnn KnueHTa K cepeepy, KnneHT obpaujaetca kK KDC, KoTopbiid HanpasnsaeT
KNMWEHTY KOMUM CEaHCOBOro Kiwua, AeicTByllMe B TeyeHue HebOonbLIoro NpoMexyTka
BpeMeHu. Konus ceaHCcOBOro kniouva, Hanpasnsemas KIMeHTy, LWuUdpyeTcs € MNOMOLLbHO
LONTTOBPEMEHHOrO KIto4a AaHHOro KNWeHTa, a Konus Ans cepBepa BMecTe ¢ UHgopmauuein o
KNuUeHTe WwundpyeTca ¢ NOMOLLbIO AONTOBPEMEHHOMO KIoya cepBepa M BblOAeTCA KIMEHTY B
BUOe ceaHcosoro Ouneta/maHgara («session ticket»), coxpaHaemoro KnMeHTOM B CBOEW K3Ll-
namaTu yooctoBepeHui («credentials cache»). pu obpalleHnn K cepBepy, KNMUEHT UCMONb3YyeT
nonyyeHHbln buner. Cneayet oTMETUTL, YTO NMOMyYeHHbIN BUNET He COAEPXUT KNYel KNneHTa
Unu cepseepa U ero Bpems 4eiiCTBUSA OrpaHUYEHO.

BHUMAHWE! TOCKOJIbKY BCE B3AMMOOEWUCTBMA MEXOY YYACTHUKAMW
MPOTOKONA KERBEROS WCMONb3YKOT BPEMEHHLIE METKW, OBA3ATEJIbHbIM
TPEBOBAHMEM ONA oYHKUMOHUPOBAHUA ABMNAETCA CUHXPOHUSALUA BPEMEHU
HA KIMEHTE W CEPBEPE. CUHXPOHWU3AUUA MOXET BblTb OBECIMEYEHA
NCMOJNIb3OBAHMEM CNY>XBbl CUHXPOHU3ALIMN BPEMEHU NTP.

3.13.1.3. Cnyx6a cucteMmbl AOMEHHbIX UMeH DNS

Cuctema paomeHHbix uMMeH DNS (Domain Name System) npeactaBnfetr coboi
nepapxuyeckylo pacnpefeneHHylo CUcTeMy AnA nonyvyeHus MHgopMauuum O KOMMblTepax,
cepBucax U pecypcax, BXoaawmx B rnobanbHyl0 v NpuBaTHY0 KOMMbIOTEPHY ceTb. Yalle
BCEro ucnonb3yerca AnNa nonyyeuusa IP-agpeca no MMEHM KOMMblOTepa WM YCTPOMCTBA,

NonyYyeHnust MHpopMaLMm 0 MapLLpyTU3aLUA NOYTHI U T.1.
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OcHoBoin DNS aBndetcsa npeacrtaBneHne o6 MepapxuYecKkoi CTPYKType AOMEHHOro
MMeHU U 3oHax. PacnpepeneHHaa B[] DNS nopgaepuBaetca C nomoulbio uepapxum DNS-
cepBepos. Kaxabll cepBep, OTBEYaLLUiA 3a UMSA, MOXET [erneruposarb OTBETCTBEHHOCTb 3a
[AanbHeiLylo YacTb IOMeHa ApyroMy cepBepy, YTO NO3BOMAET BO3NOXUTbL OTBETCTBEHHOCTL 3a
aKkTyanbHOCTb WH(OPMaUUU Ha CepBepbl pasnUyHbIX opraHusauuii (ngei), oTBevaroLux
TOMbKO 38 «CBOK» YacTb JOMEHHOr0 UMEHM.

Cnyxba cucteMbl goMeHHbIX UMeH DNS asnaetca Heob6xoAMMbIM 3MEMEHTOM CpPecTB
opraHusauuu JoMmeHa, OTBeyallMM 3a pasbiMeHoBaHue O0OLEKTOB [AOMeHa Mpu CETEBOM
B3aUMOOENCTBUN.

3.13.1.4. Cnyxba cannosoro cepsepa Samba/CIFS

Cnyxba dannosoro cepsepa Samba/CIFS npegHasHayeHa Ang co3gaHusa U ynpaBneHus
ceTeBbiMU paiinoBbiMU pecypcamu. [lpu 3TOM OCYL|ECTBMNAETCHA ynpasneHWe AOCTYNoOM Ha
OCHOBE CTaHOoapTHbIX MpaB pJocTyna K aunam, onpegenseMbim Mo arpubytam
obpallaroLlerocsi KNnueHTa, nocne npoxoXaeHUs UM ayTeHTudukauuu. B ocHoBy nonoxeHa
ceteBas ¢pannosad cuctema CIFS, paboratoiyas no npotokony SMB/CIFS.

Wcnonb3oBaHne gaHHow cnyx0Obl no3sonsaeT obecneunTs:

— opraHu3auuilo yganeHHoro pafouyero karanora rmonb3oBaTensd, 4TO MNO3BOMAET
nonb3oBarento paboTtarb ¢ NHOro 4OCTYNHOro €My KOMMNbOTEPa B IOMEHE;

— co3faHue pasgensemblx pannoBbiX pecypcoB B reTeporeHHbix cetax Linux/Windows;

— COBMECTHOE UCnonb3oBaHUe NPUHTEPOB B reTeporeHHbiX ceTax Linux/Windows.

3.13.1.5. Cnyxba ynpasneHus rpynnosbiMi MOMUTUKaMU

Cnyx6a ynpaeneHus rpynnosbiMW MONUTUKAMKU npeaHasHauyeHa AnA obneryeHus
yrpasrieHneMm MHoXecTBamMu O0ObLEKTOB JOMEHa 3a CYeT 3afaHus rpynnoBbiX MapameTpoB U
HacTpoeK, UTo No3BOMAeT ob6ecneynuTb B JOMEHE:

— eguHoobpasune HacTpolKn nonb3oBaTenbcKko paboyen cpeabl;

— ycTaHasnusaTb Unu obHoBNATL C Ha MHOXeCTBE KOMMbIOTEPOB AOMEHa.

3.13.2. Peanusauus

Ansa oBecneyeHus 3agay opraHusauun AOMEHa NPUMEHSAKTCA YTUMUTBI NPOrpamMMHOro
naketa C OTKpbITbIM UCXOOHbIM KogoM Samba 4 u Habop AOMOMHUTENbHbLIX MPOrpaMMHbIX
cpeAcTB (B TOM 4ucne c rpaduyeckMMm Monb3oBaTenbCKUM UHTepdeicom), obneryaromx
cosfjiaHue U agMUHUCTPUPOBaAHUE JOMEHA.

3.13.2.1. CocTaB

CpencTtsa opraHu3aluv AOMeHa BKIToyatoT B ceba nakeThbl, npuBeaeHHble B Tabnuue 26.
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Tabnuuya 26
HaumeHoBaHue OnucaHue

ndds-ctl YTunuta ansa cosgaHus/yaaneHusa U ynpasneHus KOHTPonnepom
[loMeHa

ndds-ctl-ness Pacwupenune gna ytunutel ndds-ctl ana ynpasneHus
MaHAaTHbIMU aTpubyTamu rnonb3oBartenein

ndds-client YTunuta ansg sBoAa/sbiBoga XocTa B JOMEH U ynpasreHus
KIMEHTCKOW YacTbio

ndds-admin-srv CepBep agMUHUCTPUPOBaHUSA

ndds-admin-srv-configure |CKpuNT NpUHYAUTENBHOIO NEpPeKoHPUrypupoBaHusa cepeepa
aAMUHUCTPUPOBaHUA

ndds-admin paduyeckasn yacTb YyTUNUTHI aAMUHUCTPUPOBaHUSA

3.13.2.2. YcTaHoBKa

[MakeTbl ndds-ctl, ndds-ctl-ness u ndds-admin-srv JoOmkHbl ObiTb YCTaAHOBMEHbI Ha
cepBepe, Ha KOTOpoM OyaeT pa3BepHYT KOHTponnep 4OMeHa.

lMakeT ndds-client ycTaHaBnuBaeTCA Ha KNUeHTCKMe pabouune cTaHuuu, KoTopbie 6yayT
BXOOUTb B AOMEH.

MakeT ndds-admin ycTaHaBnuBaeTcA Ha pabouyto cTaHUMO agMUHUCTpaTopa JOMeHa.

MNpu ycTaHOBKE NaKeTOB OpraHu3aluuM JOMeHa aBTOMaTU4YEeCKM yCcTaHaBMuUBaKTCA BCe
HeobxoAuMble 3aBUCUMOCTH.

3.13.2.3. HacTtpoiika

MMocne ycnewHoW ycTaHOBKM MaKeTOB MO opraHu3auun OJOMEeHa YTUIMUTbI MOMHOCThLIO
rotoBbl K paboTe, A0NOMHUTENbHBIE HACTPONKK HE TpebytoTes.

Mpn BKMIOYEHHOM MEXCETEBOM 3KpaHe Ha KOHTponmnepe [oMeHa Heobxoaumo B
NPUNOXEHUU «YNpaBneHne MeXCceTeBbiM 3KpaHOM» UMMOPTUPOBaTh Npasuna AN KOPPEKTHON
paboTtbl cnyx6. lNpasuna HaxoaaTca B /usr/share/ndds-ctl/ndds_ufw_rules.sh.

Ckpunt ndds-admin-srv-configure CNYXUT ansa NPUHYAUTENBHOIO

nepeKoHUIypupoBaHnUsa CEPBEPHON YacTu YTUNUTLI aAMUHUCTPUPOBAHUS.

3.13.3. ADMUHUCTpUpOBaHWE JOMEHa

YnpasneHue AOMEHOM BKNYaeT B cebA onepauun rno co3gaHulo JOMeHa, USMEHEHUIO
cocTaBa YYeTHbIX 3anuceil oObLEKTOB [OMeHa (KOMMbHTEPOB, MOMb3oBaTeneil, CepBUCOB),
HacTponKe napaMeTpoB ayTEHTUMUKALIUMA U BHELLHUX OTHOLLEHWIA C APYrMMU JOMEHAMMU.

Pasgen cogepXuT ornucaHWe KOHKPETHbIX ofepauuit rno ynpasrneHuto [JOMEHOM C

NOMOLLBK YTUITUT CpedCcTB opraHn3auun JoMeHa.
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3.13.3.1. Co3gaHue gomeHa (MHMUyuanuM3aunsa KoHTponnepa JoMeHa)

YnpasneHue JOMEHOM OCYLUECTBNAETCA CpeaAcTBaMy YTUNUTLI KOMaHaHOW CTpoku ndds-

ctl, kotopasa Bknwouyaer B cebA pag KOMaHA, WCMOMHEHWEe KOTOpbIX 3adaeTca  Kiuvamu,

yKasaHHbIMU B Tabnuue 27.

Tabnuua 27

KomaHga OnucaHue
init MHuumanusauus KoHTponmnepa AoMeHa
join [NpucoeaunHeHue koHTponnepa Samba k Windows aomeHy
demote lMoHWxeHWe npas KOHTponnepa Ao0MeHa
createkeytab |Co3gaHue keytab daina
remove YpaneHue KoHTponnepa JoMeHa
start 3anyck cnyx6 KoHTponnepa foMeHa
stop OcTaHoBKa cnyx6 KoHTpornnepa JOMeHa
restart Mepesanyck cnyx6 KoHTponnepa AoMeHa
backup CospaHune pe3epBHOM KOMUK
restore BoccTaHoBneHue us pesepBHoOn Konuu
status TekyLun cTatyc cny6 KoHTponnepa AoMeHa
config TekyLlas KoHurypawmsa KoHTponnepa JoMeHa

[ng vHuuuanusayuu KoHTposnnepa AoMeHa criefyeT BbiNMONHUTL KoMaHay:

$ sudo ndds-ctl init

[aHHaa KoMmaHOa MOXET BbIMOMHATLCA B [OBYX pexumax,

WHTEpPaKTUBHOM (MO

YMOMNYaHu) U «TUXOM» (MpKU yKasaHuu Knwova --force). Npu Boibope MHTEPAKTUBHOIO pexunma

OyayT 3anpolueHbl HeobxoAuMble ANs co3gaHWs JoMeHa NapameTpbl. B criyyae BbiGopa

«TUXOro» pexunma TpebyeTcsa C MOMOLLBbI COOTBETCTBYHLMX KM4Yel 3agatb Heobxogumble

napameTpsbl (Tabnuua 28).

Tabnuuya 28
Knrou OnucaHue
--interface INTERFACE Mmsa ceTeBoro uHTepdeiica
--address ADDRESS IP agpec
--mask MASK Macka cetu
--dns DNS Apgpec DNS cepsepa
--domain DOMAIN Mma nomeHa
--partition PARTITION Paspen gna obuwux dgainos
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OKoHYyaHue mabnuybi 28

Kniou OnucaHue

--id_range ID_RANGE [dnanasoH ngeHTuduKaTopoB nonb3oBartenein u rpynn
(Paspenwutenb ",")

--adminpass ADMINPASS [Maponb agMuHUCTpaTopa

B npouecce wuHMUManusauuMM KOHTponnepa OOMeHa Ha 3kpaHe OyayT MosABNATLCA
yBEAOMMEHUA O HacTpaMBaeMOM B [aHHbli MOMEHT CepBUCE WU pe3ynbraT HacTPOMKU.
BoinonHaemble OelctBuA uUKcupyroTca B nor-pavne. [lpy 3TOM  KOHGUrypupyroTcsa
cnegywule cucteMHble gainbl (C COXpaHEeHUEM MUCXOOHbIX Bepcuid € CYdPPUKCOM «.Orig»)

(Tabnuua 29).
Tabnuuya 29
daiin OnucaHue
/etc/fstab ®ainn ¢ onuuaMU MOHTUPOBaHUA
letc/network/interfaces basoBbill daiin c ceTeBbIMU HAacTpPoKamu

/etc/network.d/<domain_name>_on_<interface> ®aiin c ceTeBbIMU HacTpokamu
KOHTponnepa AoMeHa

/etc/hosts ®aiin ¢ annacaMmu JOMEHHbIX UMEH
/etc/dhcp/dhclient.conf ®ann ana KkoHgurypayuum resolv.conf
/etc/ntp.conf ®ainn KoHurypauum cepsepa
CUHXPOHU3aLUU BpEMEHMU
/etc/samba/smb.conf ®ann KoHpurypauum samba
/etc/krb5.conf ®ann koHpurypauun Kerberosb
/etc/security/limits.conf ®ann c HacTpoikaMn IMMUTOB AN

nonb3oBaTene u rpynn

[nga yganeHus KoHTponnepa JOMeHa BbiMOoNHUTL KOMaHay:

$ sudo ndds-ctl remove

MNpwn yoaneHUWW KOHTponnepa AOMeHa yOansilTcA Bce KOHUrypauuoHHble dannsl
KOHTponnepa AOMEHa U BO3BpaLLatoTCA K UCXOQHOMY COCTOSHUIO KOH(UrypauuoHHble daiirnsbl,
M3MEHEHHbIE NPpU UHULManu3aLuu.

Ona npucoeguMHEHUA KOHTponnepa AoMeHa Samba K cyllecTBylOLWEMY [OOMEHY

(Hanpumep, nocTpoeHHOM Ha Windows) criedyeT BbINMONHUTL KOMaHA4y:

$ sudo ndds-ctl join

[daHHas KoMaHOa MOXET BbIMONHATLCA B [OBYX pexumax, WHTepakTMBHOM (Mo
YMOMNYaHu) U «TUXOM» (MpU yKasaHuu kntova --force). Npu Boibope MHTEPAKTUBHOINO pexuma

ByayT 3anpolueHbl HeoGxoaMMble ANsi NPUCOeANHEHUs JOMEHa napameTpbl. B cnyyae BbiGopa
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«TUXOro» pexuma TpebyeTcsa C MOMOLLBb COOTBETCTBYHLMX KNo4velh 3agatb Heobxogumble

napameTpsbl (Tabnuua 30).

Tabnuuya 30

Knrou OnucaHue
-f, --force « TUXUA» pexum
--dc-address IP agpec koHTponnepa JoMeHa
--domain Nma nomeHa
--interface MmMmsa ceTeBoro nHtepdeiica
--address IP agpec xocTa
--mask Macka ceTu
--partition Pasgen anga o6uwux cgaiinos
--admin ma agMuHucTpaTopa JoMeHa
--adminpass [Maponb agMuHUCTpaTopa AOMeHa

Ona noHWXeHWa npaB KOHTponnepa [oMeHa (NpM 3TOM OH MNepecTaeT BbIMOMHATh
PyHKUMM KOHTpOMSiepa M CTAaHOBUTCA MpoCcTO paboyer cTtaHUMeln B JOMeHe) Heobxoaumo
BbIMONHUTL KOMaHAY:

$ sudo ndds-ctl demote

Bo BpemMs BbiNnonHeHUs KOMaHAbl 3anpallvMBaeTcs NIOrMH agMUHUCTpaTopa JOMeHa U ero
naponb. 3TU aprymMeHTbl MOXHO 3adaTb C MOMOLLbI KN4veid «--admin» U «--adminpass»
COOTBETCTBEHHO.

[na co3paHua daitna Kno4yen And cyuecTBYoLeil y4eTHOM 3annucu HeKOToporo cepeunca
Ha KOHTponnepe AoMeHa criegyeT BbiNoNHUTL KOMaHAYy:

$ sudo ndds-ctl createkeytab

[aHHaa komaHpa TpebyeT ykasaHua obAsaTtenbHOro Knwua «--principal», ¢ NOMOLYbHO
KOTOpOro ykasblBaeTca UMA CEPBUCHOW 3anucu, Ang Kotopou OyaeTt cosgaH dpann knoden. o
yMonuyaHuio cpain knwoyen coxpaHaeTca B aupektopun /etc/ndds_keytabs, ¢ nomollbio Knoya
«--out» MOXXHO yKa3aTb NPoU3BONbHbINA NYThb ANA co3faHusa daina Kno4ven.

[NpuMep Bbi3oBa:

$ sudo ndds-ctl createkeytab —--principal postgres

B naHHom cnydvae OyoeTt co3gaH daunn knwo4yen Ang cepBUCHOM 3anucu postgres.

®ain 6yget co3gaH no nytu /etc/ndds_keytabs/.

lNpegycmoTpeHbl 4 YpOBHA JKypHanupoBaHWA [OeWCTBUK, KOTopble 3apaloTcAd

COOTBETCTBYR UMW KINKOYaMu:
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— verbose — (pUKCUpyoTcAa BCe AeUCTBUSA C NOAPOOHBLIM OnNUcaHueM;

— quiet — dpukcupyroTca Tonbko coobuleHnit o6 owmnbkax;

— debug — AononHUTENBLHO BLIBOAUTCA OTNagoyHas MHopMaLus.

Mo ymonuaHuio BbIBOAATCA MH(OPMaLUUOHHbIE coobLeHns U coobujeHnsa o6 owmnbkax.

3.13.3.2. YnpaBneHue cocTaBoOM KOMMbOTEPOB AOMEHA

YnpasneHue cocTaBoM pabouyumx CTaHUMA B [JOMEHE OCYLIECTBMAETCA CcpeacTBamMu
YTUNUTLI KOMaHAHOW CTpoku ndds-client, koTopaa BKMoYaeT B ceba pAd KOMaHz, UCTMOoSHeHue

KOTOpbIX 3a4aeTca Kndamu, ykasaHHbiMu B Tabnuue 31:

Tabnuuya 31

KomaHga Onucaxwne
join Beoa pabouelt ctaHUuM B JOMEH
unjoin BeiBog paboyeit cTaHUUKU U3 JOMEHa
start 3anyck cnyx0 KnueHTa JoMeHa
stop OcTtaHoBKa cnyx0 KnueHTa AoMeHa
restart MNepesanyck cnyx6 knueHTa JoMeHa
status Tekywuit ctatyc cnyx6 knueHTa AoMeHa
config Tekywlaa KoHpUrypauus KnueHTa JoMeHa
createkeytab CospgaHue haiina Knoyen

Bce BbinonHAemble OelcTBUA (DUKCUPYHOTCA B Nnor-cpaine B COOTBETCTBUM C 3adaHHbIM
YPOBHEM AeTanusauuu.

[na koppektHoro pgobGaBneHua paboyel cTaHUMM B COCTaB [AOMeHa Heobxogumo
CUHXpPOHU3UpOBaTb BpeMA C KOHTponnepom [JomMeHa. CHHXpPOHU3aUUA BbIMOMHAETCA B
aBTOMaTUYeCcKOM pexume B npouecce aobasneHuda. [OnA NpUHyOUTENBHOW CUHXPOHU3ALMUU
BPEMEHU B PyYHOM peXxunme crieqyeT BbiNoNHUTbL KOMaHAYy:

$ sudo net time set -S <IP-ampec KOHTpOJJIEepa IOMEHa>

[Mp 3TOM ceTeBOW WUHTepdeinc pabouyeir cTaHUMM [JOMMKEH ObiTb HacTpoeH B
COOTBETCTBUMU C CETEBLIMU HACTpOKaMu IOMeHa.

[na BBoga paboueit cTaHLUMKU B JOMEH CreayeT BbiMONHUTL KOMaHAay:

$ ndds-client join

[daHHaa KoMaHOa MOXeT BbIMONHATLCA B ABYX peXuMmax, WHTepakTUBHOM (Mo
YMOINYaHu) U «TUXOM» (MpU yKkasaHuu Kniova --force). Npu Boibope MHTEPAKTUBHOIO pexunma
OyoyT 3anpolleHbl HeobxoguMmble ANA co3daHWA AoMeHa napameTpbl. B cnyyae Bbibopa

«TUXOro» pexuma TpebyeTcsa C MOMOLLBbK COOTBETCTBYHOLMX KMO4Yel 3agatb Heobxogumble
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napameTpsbl (Tabnuua 32).

Tabnuya 32
Knou OnucaHue
--interface INTERFACE Mmsa ceTeBoro uHTepgeinca
--address HOST_ADDRESS IP agpec paboyen cTaHUUn
--mask MASK Macka cetu
--dns DNS IP agpec DNS cepsepa
--domainDOMAIN Mma nomeHa
--id_range ID_RANGE [nana3oH ngeHTuduKaTopoB nonb3oBartenei u rpynn
(pasgenutenb ")
--admin ADMIN Mmsa nonb3oBaTens ¢ npaBaMu agMuUHUCTpaTopa
--adminpass ADMINPASS Maponb agMuMHUCTpaTopa

[na BoiBoAa paboyeit cTaHLUM U3 JOMeHa BbiMONHUTL KOMaHAy:

$ ndds-client unjoin

3.13.3.3. Co3sgaHue danna Knwoyen cepsuca

[na cospgaHua daina knw4yen cnegyeT BbIMONHUTL KOMaHAy (C MOMOLLbD KOMaHAbl
sudo):

$ sudo ndds-client createkeytab

[aHHaa komaHpa TpebyeT ykasaHWA obAs3aTenbHOro Knw4a «--principal», ¢ NOMOLLbH
KOTOpOro ykasblBaeTca UMA CEPBUCHOW 3anucu, And Kotopou OyaeTt cosgaH dpaunn knwoden. o
yMmonyaHuio cpainn knwouyer coxpaHseTca B aupektopun /etc/ndds_keytabs, ¢ momollbio Knoua
«--out» MOXXHO yKa3aTb NPoOU3BOMbHbIW NYTb ANA co3faHusa daina Ko4ven.

[NpuMep Bbi3oBa:

$ sudo ndds-client createkeytab --principal postgres

B naHHom cny4vae OyaeTt co3gaH dpann Kno4vein ans cepBucHoi 3anucu postgres.

3.13.3.4. YnpaBneHue y4eTHbIMA 3anucaAMU Nnonb3oBaTtenen AoMeHa

YnpaBneHue ocyLlecTBNAETCa cpeacTBaMu rpauueckon YTUNUTL aaMUHUCTPUPOBaHUSA.
[na 3anycka yTunuTbel Ha paboyei cTaHUMM agMMHUCTpaTopa OOMeHa BbliOpaTb B MEHIO
NPUNoXeHun «AOMUHUCTPUPOBaAHUE JOMEHA» UMW U3 KOMaHOHOW CTPOKM BbINOMHUTL KOMaHAy:

$ ndds-admin

[Ona oToOpaeHus CUCTEMHbIX OOBLEKTOB HY)XHO HaXaTb KHOMKY =

([MokasaTb
CUCTEMHbIE 00BEKTHI]).
Ona ynpaBneHus YyJyeTHbIMWU 3anucsMU  Monb3oBaTenen nepenTu BO  BKNAAKy

«lNonb3oBaTtenu» (OTKpbITa N0 yMon4yaHui) (puc. 71).
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Lﬂ. ! pap i3 fLOMENOM TEST.LOC | HoAb3oBareny ogd]
[MaHenb ynpasnexna gomedom TEST.LOC Bet sownu kak, TEST\dadmin
Y dunetp @ © Cozgate © KonwuecTso sanuced 25 v
® pynns! Normx 4+ 4 Nonvoe wmn ++4 uip 4+ ¥ Nepenunan rpynna 4 4 NMoura +4
T —— A dadmin 10000 Domain Users
= : n )| = Bcero nonsioearenesid: 1

Puc. 71
[na cosgaHua ydyeTHOW 3anucu nonb3osBaTend Heobxoaumo Haxatb JIKM KHomKy
[Co3spatb]. 3aTeM B noABMBLUEMCH AWANOroBOM OKHE 3anofHUTb nonsa (obAsatenbHbIMU

aBnaTca «JloruH», «lNaponb» U «NoBTOp Napona») U HaxaTb kKHonky [Co3gaTe] (puc. 72).

NorvH*  yserl
Mapons* ssssssss
[MoETOp NAPONA" sesesses
Mma  WMean

Pamunua | MisaHos

Puc. 72

Ana 6nokMpoBKM Monb3oBaTensa B CTPOKE C COOTBETCTBYHWOLWMWM MoNb3oBaTenem
Heobxoaumo HaxaTb @ ([3abnokupoBaTb Monb3oBaTens]), ANA pasbrnokMpoBKM — HaxaTb ©
([PasbrnokupoBaTtk nonb3oBartens]).

Ana yoaneHWs yJvyeTHOW 3anucu norfb3oBaTens B CTPOKE C COOTBETCTBYHOLUUM
nonb3osatenem Haxath B ([YoanuTtb nonb3osatens]). MoaTBepanTs yaaneHue nonb3osatens
HaxkaTuem kHonku [[a].

Ana n3sMeHeHUsa JaHHbIX Nonb30oBaTens HaXaTb Ha CCbIfKY ¢ COOTBETCTBYIOLLMM MOrMHOM
B cTtonbue «JloruH». lMepeiTu B HYXHYIO BKMagky, BHECTU U3MEHEHUA B (popMy U HaxaTb

KHOMKY [[puMeHuTB] (pUcC. 73-75).
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Nanens ynpapnenns gomenod 1ESTL.LOC | Ceepenwn o nonbloparene dadmin

lNaHenb ynpasnenns gomeHom TEST.LOC Bui sownu kax, TEST\dadmin
CeegeHns o none3oearene dadmin
W pynns EEME | xorrakts | Fpynnet | Padoune crasumn | YyeTHas 3anuce | MaHaaTHbie aTpubyTs!
B KomnbioTepo! Wms Norun | dadmin
£ Cepsucsl
Pamunis uiD | 10000
2 (OAUTURNA yMETHBIX
sanuced
Onucaxne MepeuuHas rpynna | Domain Users v
OosepuTenbHbie
OTHOWEHNA Caiit Llomawnan nanka | /home/TES T\dadmin
GECOS Unix shell  /bin/bash
Beibparte asatap. MpumenuTe Hazag
Puc. 73
NManens ynpapnenis oMeH oM TEST.I-_E!C-'l_C-Be,u,enuu © nonblspatene dadmin
MaHenb ynpasnexna gometom TEST.LOC Bei sowny kax, TEST\dadmin
CeegenuA 0 nonk3osarene dadmin
® Tpynne: Ofuwe | (TIIEEE | rpynnei | Paoune cranymn | YeeTHas sanuce | MasgarHsie atpubyTsl
B KoMnbiTepbl Dow. Tenedpon Kog coTpygHwWka
£ CepBichbl
Mo6.
& NOMITHK yueTHbX 06. TenechoH Komnanus
3amaced
3n.nouta OTgen
i LosepuTtensHble
OTHOWEHUA Croma . AorexHocTs
O6nacTs, kpad Tenedooy
lopog, WMHgexe
Ynuya
MpumenwTs Hasag

Puc. 74
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Mons3osarent

W Mpynne

B KoMmnboTeps!

£ Cepsucsl

& I'Ir_\mrrut:w YMETHbBIX
sanuced

s JOBEPUTENBHLIE
OTHOLWEHWUS

CeegeHunA o nons3oearene dadmin
Ofuwme | Kontaktsl | Tpyninet | Padoure cTasum | R ELELEELaE] | MaHaaTHsle aTpubyTe!

CucTemHbIA o6berT

Wima npuHymunana
WaenTudourkarop

CraTtyc yweTHO# sanucu
[fara cozgaHus

HaTta nimedeHuns
MocnegrHss asTopuiayms
MocnegHsas cMeHa napons
Bxogos B cucTemy

Cpok neicTeus

CueTunk HeyAauHLX BX0408

Bpems Gnoknposku

Bei sownu kax, TEST\dadmin

TpefiosaTs cMmeHy NaponA NPW CNEAyOWEM BXOOE B CUCTEMY

dadmin@test.loc (]
S-1-5-21-1121683032-3803598790-1149394474-1103 | &
Mone3osaTens

1409.2018 11:02:32

14.09.2018 11:03:32

14.09.2018 11:03:32

14.09.2018 11:02:32

1

E&3 cpoka feidcTemnA

0

MimeHuTs Napons Hazag

Puc. 75

[na nsmMeHeHUa naponsa nonb3oBaTensd cnegyet BbiOpaTb nonb3oBaTend, NepernTu Ha

BKMagKy «YJYeTHas 3anucb» W HaxaTb KHOMKY [MI3MeHUTb naponb], BBECTW HOBLIVi Maponb C

noaTBepXKAeHUEM U HaxkaTb KHOMKY [3MeHUTb] (puc. 76).

BeeauTe HoBLIA Napone *

1 userl

Napons NoNb30BaATENA

sesssNee

MoBTOPUTE HOBLINA NAPONE * | sessssed

Puc. 76

[na pobaBneHusa nonb3oBaTena B rpynny HY>XHO BbiOpaTb nonb3oBaTens WU Ha BKnagke

«pynnbi» HaxaTtb kHonky [[lobasuTte] (puc. 77).
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FST.LOC | Cae

| Maxens ynpasnexna gomeHom TEST.LOC Bei sownu kak, TEST\dadmin
! Ceegexna o nonk3iosarene dadmin
W Mpynnsl Ooflme | KOHTaKTb! ' Pafouue CTaHUWM | YUeTHaR 3anKch | MaHgaTHble aTpubyTel
B KomnbioTEps! Duane Y Qunstp  © foBasuts KonwuecTso sanuceii 25 ¥
8 C Hun rpynns +4 GiD +4
W Domain Admins 10005 (1
W Domain Users 10008
o <> > Beero yuacTHukos: 2
Puc. 77

[anee cnenyet BblOpaTh U3 CNUCKa HYXKHYIO Tpynny U Haxatb KHonky [[Jo6aBuTtb] (Ans
BblAENeHUA HECKOMbKUX rpynn MOXHO Ucnonb3oBaTth Knasuwy <Ctrl>).

Ana yoaneHua nonb3oBaTensd U3 rpynnbl HYXHO BbiOpaTb Monb3oBaTens U Ha BKMagke
«pynnbl» HaXaTb KHOMKY [ ] ([YnanuTb nonb3oBaTtens U3 rpynnebi]).

Ona pobaBneHua paspelleHHoW pabo4yeid cTaHUMM HYXHO HaxaTrb Ha JOoruH
none3oBartens B cTonbue «JlormH». Ha Bknagke «Pabouue cTaHUMU» HaaTb Ha KHOMKY
[Ao6aBuTk] (puc. 78).

. Jisdai 2 e 113 g2 T2 ; i HLILY
[aHens ynpasnexns gomeHom TEST.LOC Bel Bowsm kax, TEST\dadmin

1 lonb3osatent CeegeHna o nons3osarene dadmin

W Ipynns! Ofupe | KoxtakTsl | Mpynnes YueTHas 3anuce | Mangatble atpubyTsl

a KomneoTepsl Punt h £ PunsTp o,aoﬁaawru KonwyecTeo zanuceid 25 ¥

& CepBucel WnA KoMNLIOTepa 4 4 DNS umn 4 4 IP agpec t+ 4 Nepeuunan rpynna +4
ONUTHUKWA YHETHBIX

=] Vomamea yETHET Beero yyacTHukos: 0

3anuceid
u LJOBEPUTENBHBIR
OTHOLWEHMA

Puc. 78
[anee cneayet BbiOpaTh U3 CNUCKa HY)XXHYI CTaHLUMIO U HaxaTtb KHonky [[lo6aBuTe] (Ans
BblOAeNeHna HeCKonNbKnx ctaHunin Heobxoaumo BelOupath ¢ 3axkarton knasuwen <Ctrl>).
Ansa yoaneHua pabounx ctaHUuUil nonb3osaTensa HYXXHO Ha BKnaake «Pabouune ctaHuuu»
HaxaTb Ha kHonky W ([YaanuTb pabouyto cTaHLmio]).
Ana ynpaBneHus maHgaTHbiMU aTtpubyTtaMmu nonb3oBaTend HYXXHO HaxaTb Ha MoruH
nonb3osartens B ctonbue «JlormH». Ha Bknagke «MaHgaTHble aTpubyTbi» BbiOpaTh HyXHble

YPOBHU U KGaTeropum u Haxxatb KHomnky [[1pumMeHuTs] (puc. 79).
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Manens ynpaanenws nomenod TEST.LOC | Ceepenna 0 nonpicsarene dadm

MNaHenb ynpasnexwna gomeHom TEST.LOC Bei sownm kak, TEST\dadmin

CeegeHns o none3osarene dadmin

Ipynme Ofupme | Kontaktel | Mpynne! | Pagouue cTasumy | Yuetran zanvce | (BRI S

KomMnbioTepb! KonTeker MUHMMaNbHBIA KOHTEKET
CepBrCbl YpoBeHb UEAOCTHOCTH

L v

»
2
=
&

MoAUTKA YHETHLIX

annced
KaTeropma yenocrHocn

u HosepuTenshbie
OTHOWEHNS v

¥ HOCTH

v v
Kareropum
j0: CO = 10:C0 A
| 1: cone I 1: cone
]2: Cat2 12: Cat2
13:C3 23:C3
i4:c4 - _14:cd -
Term (mogndpurarops)
_10: Cynep mogmdhwrkaTop (NpegnonarasT Hanwuve soe = 10: Cynep moguchukaTop (NpegnonaraeT Hanwuue ece *
1 1" Container Clearance not Required [ocTyn ¥ aneme | 1: Container Clearance not Required JocTyn k aneme
_12: Container Integrity Clearance not Required Joctyn _12: Container Integrity Clearance not Required Joctyn
1 3: BoaMOMHOCTE cMEHEI KOHTeKETa ofbexTa 1 3: BOIMOMHOCTE CMEHE! KOHTEKCTA 06beKTa
4 VameHeHWe MaHOaTHOW KoHMOEHUWANEHOCTH of" 1 4: MismeHeHne MaHgaTHOR KoHMASHUMANEHOCTH 06"

MpumenuTs Hazag

Puc. 79
3.13.3.5. YnpaBneHue y4eTHbIMW 3anucaMu rpynn rnonb3oBareneil JoMeHa
[na ynpaeneHus rpynnamu nonb3osaTtenei Bbibpatb NYHKT MeH0 «[pynnbi» (puc. 80).

TManens ynpasnenns goMenoM TESLLOC | Tpynne

MaHens ynpasnexns gqomeHom TEST.LOC Bei sownm kax, TEST\dadmin
L Mone3oBaTenu DUNLTE Y dunetp @ © Cosgate < Konwuectso sanuceif 25 ¥
W pynns! WmA rpynnes t+4 GID t+4

W DnsAdmins 10003
B KomnoloTeps . L]
W OnsUpdateProxy 10004 [}
= Cepeucel
<< = > >> -
& MOANTKA YHETHBIX s n Beera rpynn: 2
3anucei
= LOBEPUTENEHEIE
B oTHOWeHUS
Puc. 80

[na co3gaHuga rpynnel nonb3oBaTtenen Haxatb kHonky [Co3gatb]. 3anonHuTb opmMmy U

HaxaTb [Co3aaThb].
Ana gpo6aBneHna nornb3oBarernen B rpynny HeobxoanmMo BbibpaTh rpynmny U3 crnucka u Ha

BKNnagke «Y4JacTHUKU» HaxKkaTb KHoMKy [[Jo6aBuTb yyacTHUKOB] (puc. 81).
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‘momenom TEST.LO

[MaHenb ynpasnexna gomeHom TEST.LOC Bot sownu kax, TEST\dadmin

o

4 MMonb3oearen CeegeHus 0 rpynne managers

B KoMneHTEps! Y dunstp Oﬂ,oﬁaaumwacmuma KonuuecTao 3anuceid 25 ¥

2 Cepsucol Norun 4 4+ NMonnoe uma ++4 uip 4+ 4 Nepewnunan rpynna 4 4 Noura 14

MoANTVEM YHEeTHLIX
st e Bcero yuacTHnkos: 0

Puc. 81
BbibpaTb M3 cnucKka HYXHOro nonb3oBaTtens (Ons Bblbopa HECKONbKUX Monb3oBaTenen

3axartb knasuwy <Ctrl>) n Haxatb kHonky [[lo6asuTb] (puc. 82).

1INy Managers
: Administrator .
Guest
krbtgt

cuserl

OTmeHa
Puc. 82

[na ynaneHWsa nonb3oBaTeneil U3 coctaBa rpynnbl BblOpaTh rpynny u3 cnucka U Ha
BKMagKe «Y4YacTHUKW» HaxaTb kHonky B ([YaanuTb nornb3oBaTens us rpynmbi]).

[na npocmoTpa cocTaBa rpynnbl B CTPOKE C COOTBETCTBYHLLUEW TPYynnoi HaxaTb Ha
CCbIJIKy C COOTBETCTBYIOLUUM UMEHEM rpynnbl B cTonbue «Mmsa rpynnei». Bxogsiue B rpynny
none3oBaTtenu 0yayT oToOpaeHbl Ha BKNagke «Y4YacTHUKUY.

[N ynaneHus rpynnbl B CTPOKE C COOTBETCTBYIOLUEA TPYnnoi HaxaTb KHomky W
([Ynanute rpynny]). Bo BcnnbiBawLeM okHe NOATBEPOUTL yoaneHue, Haxkas KHonky [[a].

3.13.3.6. YnpaBneHue y4eTHbIMU 3annucamMi paboumx ctaHuuim

[na npocMmoTpa cnucka pabounx cTaHuui, BXOAALWUX B COCTaB [JOMeHa, NMeperTu BO
Bknagky «KomnbtoTepbl» (puc. 83).
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Manens ynpawnenns goMmenom TEST.LOC | KoM Teps

NaHens ynpasnexHna goMeHom TEST.LOC Bt sownu kax, TEST\dadmin
AL Noncaocearenw DansTp Y dunstp @ < KonuuecTso sanuceli 25 ¥
@ pynnbi WmA KoMnbloTEpa 4 4 DNS ums 4+ 4 IP agpec 4 4 Nepewunan rpynna +4
= B ARML arml test.loc 10001 Domain Computers Q|F
= Cepsucel «< <|l> > Beero komnbioTepos: 1
& MoAuTKEKA YYETHBIX

sanmcen
= HosepuTensHeie
OTHOLWWEHWA
Puc. 83

[na npocMoTpa CBOWCTB HY)KHO B CTPOKE C COOTBETCTBYHWL|eM paboyen cTaHuuen

HaXxaTb Ha CChINIKY C UMEHEM KoMMbloTepa B cTonbue «MMa koMmnbioTepa» (puc. 84-86).
@ TManens ynpasnenns gomenom TEST.LOC | Coenenws o paboqen cranunn ARML

MNaHenb ynpasneHna gomeHom TEST.LOC

Bei sownm kax, TEST\dadmin

A TMonb3csareny

Ceegexns o padoueil cTaHyun ARML

lNaHenb ynpaBniexns gomeHom TEST.LOC
A Monb3cearen

W Mpynns
-

PUNLTP

CepBHChbI

Cepenchan 3anuch

MOAKTUKK YUETHBIX
sanuced

LoBepuTEnbHbIS
OTHOWEHKA

© Mpynns! eSS | vueTHas 3anvcek | Cepauchl
A K CucTemHsii ofbexT
£ Cepsucsl Wms xocta  ARML
& ?:;:;:;H YT DNS wma | arml test.loc
¢ LoesmmEne IP agpec | 10.0.0.1
OnepaynoHHan cucTeMa  stralsts
Bepcua 0,16
NareT ofHoeneHwid  strelets
Onucanwe

MNpumeHnTe Hazag

Puc. 84

Manens ynpasnesus goMenom TEST.LOC | Coepenns o pabosen cramunn ARML

CeegeHun o paGoueil cTaHymm ARM1

Obume | YuetHas 3annce | [CEEIES

Y ounstp.  © fobasuTts

Puc. 85

Bsl sownu kak, TEST\dadmin

KonuuecTso sanuceit 25 ¥

t4

Becero cepeuncHiix sanuced: 0
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Manens ynpasnenns nomenoM TEST.LOC | Coemenns o pabosei cranuwn ARMI

[MaHenb ynpasnexna gomeHom TEST.LOC Bei sownw kax, TEST\dadmin

4 Monb3osatent CBegenus o paboueil cTaHyuu ARM1
W pynnos! : Y| Cepaucel
B Kowmrens) Mperridukarop | S-1-5-21-3369935329-2237186573-4004440606-1112 | €
£ Cepsucel )
a HOﬂHTMfH YUETHBIX Craryc yueTHo# 3anmck  PaBouas craHyms

e Jara poSasnenns | 01.10.2018 18:29:56
W LosepuTensHble

OTRouEuS Jata vsmereHns | 01102018 18:30-00

MNocneguwid exog  01.10 2018 18:29:59
Bpema Gnokmposkm
KonwuecTeo exogoe 6
MocnegHas cvera napons | 01.10 2018 18:29.56
CueTumk HeyaauHex Bxogos | 0

Hazag

Puc. 86

[na ynaneHusa paboyei cTaHUUK HY)KHO B CTPOKE C COOTBETCTBYIOLIEN CTAHLUUEN HaXKaTb

Ha KHOMKy [ ] ([YmanuTtb pabouyro ctaHuuio]). Bo BcnnbiBaoLleM OKHe NOATBEPAUTL yaoaneHue,
HaaB KHonky [[al].

3.13.3.7. YnpaBneHue y4eTHbIMW 3annucamMu cryKb (ceTeBbiX CEpBUCOB) AOMEHA

[ng ynpaBneHus cepBUCHLIMU 3anncAMU BbiOpaThb NYHKT MeHio «CepBuUchi» (puc. 87).

HERE TG yTaBTER T ROWEToR TEST O CT CEpawei

£

MaHenb ynpaesnexna gomeHom TEST.LOC But Bownw kax, TEST\dadmin

4 MonbaosaTenu DUnLTP Y ®Punetp © Cosgate 2 KonwuecTso januced 25 ¥

W [pynnk CepBMCHAA 3anuch 4 4 WmA o6nexTa 43
= E3514235-4806-11D1-AB04-00C04FC2DCO2/1c506416-df44-4bd1-acd3-d56712906e4c/test loc SERVER [}

B KownbloTeps!
2 GC/severtest loc/test loc SERVER i
Shg el = HOST/ARML ARM1 &
& ?:#:CT:;H YHETHBIX = HOST/arml test.loc ARM1 i
E = HOST/SERVER SERVER i
i g‘ﬁ?;ﬁ:::;bhb‘e 8 HOST/senvertest loc SERVER &
= HOST/senver.test lac/TEST SERVER &
= HOST/semver.test loc/test loc SERVER 1
& HTTP/semner SERVER i
£ HTTP/senertest loc SERVER i
£ kadmin/changepw krbtgt ]
£ Idap/Lc506416-df44-4bd)-acd3-d56712006e4c._msdcs testloc SERVER [}
= ldap/SERVER SERVER [ ]
£ Idap/servertest loc SERVER i
E Idap/server.test.loc/DomainDnsZones test.loc SERVER I 1
£ Idap/severtest loc/ForestDnsZones test loc SERVER i
= Idap/senvertest.loc/TEST SERVER i
E Idap/semvertest loc/test loc SERVER i
& RestrictedkrbHosUYSERVER SERVER i
= RestrictedKrbHost/server.test loc SERVER [
i e > 2 Bcero cepswcos: 20

Puc. 87
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[na cosgaHua cepBUCHOW 3anucu HaxaTtb kHonky [Co3gaTb]. 3anonHuTb nona opMbl

(puc. 88), ykasaB mmA obbekTa, ANA KoToporo OyoeT co3gaHa cepBUCHaA 3anucb, MOMHYH
CEpPBUCHYIO 3anucb, U HaxaTtb KHoMKy [Co3paaTs].

Mmsa obbvekta® ARMIL v
Wms cepeuca* | postgres|
Cosgate OTmeHa

Puc. 88
[nsa yoaneHus cepBUCHON 3arucu B CTPOKE C COOTBETCTBYIOLLEN 3anUChbi0 HAXaTb KHOMKY
[Yoanute 3anuck]. Bo BcnnbiBawlweM OKHE MOATBEPAUTb yAarneHue HaxaTueM KHOMKU
[YoanuTts).
3.13.3.8. YnpaBneHue nonuTuKkamu y4eTHbIX 3anucen
Ana ynpaBreHUs nonuTukamu YyJeTHbIX 3anuceil BbIOpaTb NYHKT MEHK «[1OMUTUKM
YUYeTHbIX 3anucei» (puc. 89).

e fMawens ynpasnenus nouesom TESTLOC | onwruxi yMeTHMX Ianucei CILIE])
[NaHenb ynpasneHna qomeHom TEST.LOC Bui sownu kak, TEST\dadmin
A Moneacearent fAomexHas nonuTvra
W pynns Y Punetp. @ Cozgare S KonuuecTso sanuceid 25 ¥
B KoMNbHTepE WA nonuTHKK 4 4 Npuopurer 4 4 Jlara cozgauma 4 4 PacnpoctpanAerca Ha +4
B Cepsuchl Beero nonwTuk: 0

r

Puc. 89
[na cosgaHusa rpaHynupoBaHHOW MOMUTUKU HaaTb KHomnKy [Co3gaTtk]. 3anonHuTh nons
dopmbl (puc. 90, 91), ykaszas UMA NONUTUKK, U HaXKaTb kHonKy [Co3gaTh].
EST.LOC = CICIE)

o TMawens ynpaonenwy goMenom T MOAHTHEN Y ETHHX SamH|

Kims nonuTakn * | test policy|

Cosgate OTmeHa

Puc. 90
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Mavens ynpasnenws goMerom TESTLLOC | Monurwen yHeTHox 3anucen

[MaHenb ynpasnexna gomexdom TEST.LOC Bet gownu kax, TEST\dadmin
2 Mone3osateny Buinonneno! NpanynuposarHas nonuruia “test policy” ycnewHo cosgaqa 2
W Ipynne [MonuTUEKY yHeTHE 3aniced JIGIERTEE Rl Tt ]

B K DUNLTP ¥ Punetp @ Cozgats S KonwuecTeo zanuced 25 ¥
B KomnoloTeps
= s Mua nonnTHrm 4+ 4 Npuopurer 4 § [flata cosganua 4 § Pacnpocrpasnercs Ha +4
B Cepsucsl & test policy 100 14.09.2018 114257 i
MonuTVEN yu
& o rnced <)< il e Beero nonuTuk: 1
P DosepuTensHeie
OTHOWEHWA
Puc. 91

[lnsi npocMoTpa CBOICTB U yNpaBleHusi rpaHynMpOBaHHON MOMUTUKON HYXXHO B CTPOKE C
COOTBETCTBYIOLLEA MONMUTUKOW HaxaTb Ha CCbINKY C UMEHeM nonutuku B cTonbue «Mmsa

nonuTuku» (puc. 92, 93).
MNanens ynpaenenns goMeHom TEST.LOC | MpanynWpoEatHas naponsHas nonwTnka test policy

MaHenb ynpaenexna gomeHom TEST.LOC Bei sownu kax, TESTdadmin

4 MMonw3osatent CEegeHuA 0 rpaHyNMPOBaHHON NaponbHOM nonuTHKe test policy

@ Mpynnb! BT | YuacTHuKK

B KomnboTeps! CeoicTeo 3HaueHne

= Cepsucsl Monutkka naponei

& MoAUTMKA YYETHLIX TpuopuTeT noAMTHKN 100

: = ‘® BrnoueHo

= LOBEpUTENEHBIR Maponkb 40/oHEH 0TBEYATE TPEGOBAHWAM CAOKHOCTH O BukniousHo

" oTHOWeEHWS 5
MXypHan naponei (CoxpaHeHHsIxX naponei) 10
MUHHMANEHAA ANHHA NApOns 8
MUHHMaNEHBIA CpoK 4eRCTBHA napons (gHeR) T
MakcumansHelid cpok AeficTBnA napons (gHei) 42

MNoAuTHKA GNOKMPOBKN YUETHOR 3annck
Moporoeoe 3Hayexue GNOKMPOBKM (NONLITOK) 5
Mpog HOCTE BROKM yyeTHoR (muHyT) 30
Bpems go cbpoca cuetunka f (MuHyT) 25
MNpumeruTs Hazapg
Puc. 92
Manene ynpasnenws poKMenom TEST.LOC | TpanynupoBanHas naponsHas nonwrkka test policy
MaHens ynpasnedna gomeHom TEST.LOC Bei sownu kax, TEST\dadmin
4 Monb3osatent CeegeHWs 0 rpaHyNMPOBaHHOM NaponsHoil nonuTuke test policy
W Mpynnbl Otume | CRESI
KoMMsHITEDSL] DUNLTP T fDW'leq omﬂaﬁm KonuuecTso sanuced 25 ¥

Cepeuch! Wmn 44 Tun 43

Beero yyacTHukos: 0

s JoBepuTentHbie
OTHOLWEHUA

Puc. 93
Ona pobaBneHna y4vyaCTHUKOB TrpaHyNMpPOBaHHON MOMUTUKM HYXXHO Ha BKagke

«YYacTHUKU» HaxaTb KHOMKY [[lo6aBuTb], BbiOpaTb yyacTHMKa MOMMUTUKA UM HaxaTb KHOMKY
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[Ao6aBuTh] (AnNa BblAENEHUA HECKONMbKUX YYaCTHMKOB MOXHO Mcronb3oBaTtb knasuwy <Ctrl>)
(puc. 94).

DOaBgneHue

00 Y4 dCTHUKOB NONUTHUEMN

MonesosaTens krbtgt
Mone3zoeatens:Guest
Mons3oeaTens:Administrator
Mpynna:Domain Admins
Ipynna:Denied RODC Password Replication Group
Mpynna:Domain Guests
pynna:Read-only Domain Controllers
Mpynna:Group Policy Creator Owners
Ipynna:Enterprise Read-only Domain Controllers

JobBasute OTMeHa

Puc. 94
[na yoaneHus y4acTHUKOB rpaHynNuMpoBaHHON MOMUTUKU HY)XXHO Ha BKNagke «Y4acTHUKU»
HaxaTb KHOMKy [YoanuTe 0ObLEKT rpaHyrnupoBaHHOW MNOMUTUKM] B CTPOKE C Y4aCTHUKOM
nonuTUKK (puc. 95).

BHEAL YNpannEnns pomenom TEST,LOC | Tpanynuposaiias naponunas nonwrnka test policy

aHens ynpasneHus gqomeHom TEST.LOC Bei sownu kak, TEST\dadmin

L Tlonsaosarent CBegdeHuA 0 rPaHYNIMPOBAHHOI NAPONBLHOM NonuTHKe test policy
W pynnel Otume | ERE s
B KoMmneHTEpSE! PUNLTP T ounetp  © flobasuTe KonwuecTeo zanuceid 25 ¥
B Cepsucel Wma +4 Tun 1+3
& IoNUTUKK YyYETHLIX A dadmin Monk3osarents i
janucedn - n
< < > >
T TH
m LoBepuTensHele Beero yuacTHukos: 1
OTHOWEHKWA

Puc. 95
[na npocMmoTpa CBOUCTB W ynpasneHusa rnobanbHOW OOMEHHOW MONMUTUKOM HYXHO
BblOpaTb MYyHKT MeHK «[ToMUTUKM Y4YeTHbIX 3anucei» U neperTu Ha Bknagky «[omeHHas

nonuTuka» (puc. 96).
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7 Nawnensynpasnenns fomenom TESTLOC | [lomennad nonwinka naponew  zlBx

MNaHenb ynpasnexna gomeHom TEST.LOC

4 NMonc3oeatenu Nonurukn yueTHeR sanuced | [ L)
Fpynnbl CeoficTao

KomMnbioTeps! MonwTkka naponei
Mapont 4omeeH 0TBEUATE TREGOBAHUAM CAONHOCTH

MonvTVEK YHETHLIX

BecTi XypHan naponed (CoXpaHeHHBIX naponei)

3anncen

LosepuTensHbie
OTHOWEHWS

L)
a
B Cepeucel
-]
= MuHnMaNeHaR GMHA Napons

MHHIMaNBHBIR Cpok 4elcTBNA napons (gHei)

MakcumaneHsiil cpok AeficTBWA napons (gHed)
NoAUTHKA GNOKMPOBKK YYeTHOW 3anucu

Moporoeoe 3HaueHWe BNOKMPOBKK (NONBITOK)
MpogomeUTENEHOCTE BNOKWPOBKN YYETHOR 3aNUCH (MUHYT)

Bpems n0 cGpoca cyeTUMKA GNOKMPOBEN (MUHYT)
Nonutuka Kerberos

MaxcHmansHas NOrPELIHOCTE CMHXPOHUIALNN YACOB KOMNLIITEPA (MIHYT)
MarCHMansHeIA CPOK XN3HW GUNETA NONL3I0BATENA (YACc0E)

MaKCMMANEHLIR CPOK MNIHW GUNeTa CmykBE (MUHYT)

MaKCHMRNLHBLIA CPOK MWIHW AN BO30EHOBNEHMA BUNETa NoNb30BaTENs (AHEH)

MNpumennTe

Puc. 96

3.13.3.9. YnpaBneHue goBepuTeNbHbIMA OTHOLLEHUAMUA

[Onga ynpaBneHna [OOBEPUTENbHLIMA OTHOLUEHUAMU HYXKHO

«[loBepuTenbHbIe OTHOLIEHUA» (puc. 97).

Bet sownw kak, TEST\dadmin

JHauexne

* BrnwoueHo
Beinoueno

24
-

42

n

60
30

10
600
7

Mo ymonuaxuo

BbiOpaTb MYHKT MEHI0

Tanens ynpapnenus GoMEeHOM
MNaHenb ynpasnedHna goMeHom TEST.LOC

Y @unetp © Cospate
4 4 DNS umsn 44 Tun

A Mone3osaTeny DunsTp
rp',"ﬂﬁbl Hmn RDIEHB

L

8 KomnewTeps!
B Cepsuch

&

MoNUTUKA YyHETHBIX
3anicen

¢« JOBEpUTESBHBIE

OTHOLLEHWNS

Puc. 97

[Mepen cosgaHuem OOBEpPUTENbHbIX OTHOLUEHUWA Heobxoaumo

AomMeHa fobaBuUTh 3anucu B CUCTEMHbIX dainax.

[na dgpanna /etc/resolv.conf go6aBuThb 3anuchb BUAa:

nameserver <|P-agpec KoHTposnnepa JOBEPEHHOIO AOMeHa>

Mpumep:

nameserver 192.168.1.2

4+ 4 OTHomenusa

Bei sownm kak, TEST\dadmin

© KonwuecTso zanucesi 25 ¥

4+ 4 IP agpec 1+ 4

Beero gomenos: 0

Ha oBoux KOHTponnepax

[na cos3pgaHuA [OBEpUTENbHbLIX OTHOLWIEHW HaxaTb KHomky [Co3gatb] M 3amnofiHUTb
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dopMy co3gaHuA [OBepUTENbHbIX OTHOWeEHWA (puc. 98), B none «[JoMeH» ykasaTb UMSA
[OoBepeHHoro aomMeHa, B none «WMa agMmuHuUcTpatopa» yKasaTb WMS agMUHUACTpaTopa
[OBEpeHHoro AoMeHa, B none «[llaponb aaMuHUCTpaTopa» Maponb aaMWHUCTpaTopa

JOBEpPEHHOro IOMEeHa U HaxaTtb KHonky [Co3aarth].

[ns co3gaqdns AoBepHTeNbHbLIX OTHOWEHWIT HeoBXoANMO CO3AaTe COOTBETCTBYIOWYIO 3aNNch B
fetciresolvconf

WUma agmusucTpaTopa* | dadmin
Napont aaMUHUCTPATOPA" | ssesssssd

Cosgate OTmeHa

Puc. 98
Ona ypaneHus [oOBepuUTESibHbIX OTHOLIEHUWA HY)XXHO B CTPOKE C COOTBETCTBYHOLLEN
3anncblo [OBEPEHHOro JOMeHa HaXaTb KHOIMKY [ ] ([YnanuTe poBepuTenbHbIE OTHOLUEHUS])

(puc. 99) n 3anonHUTL hopMmy yaaneHusa AoBEPUTENbHbIX OTHOLWEHUN (puc. 100).

L) HanEns ynpasnEnwe noNenoW TEST.EOCH A oBEpRTENBHEE OTHOLIEN T oog)
MaHenb ynpasneHua gomeHom TEST.LOC Bor sownu kax, TEST\dadmin
Y ©unstp @ Coagams < Konwuectso zanuceidt, 25 ¥
WuA flomena 4 4 DNS nmus 44 Tun 4 4 OTHOWEHHA 4 4 IP agpec L
TEST2 test2 loc Nec AeycTopoHHne 10.0.0.101 i
i n .| Beero gomenos: 1
Puc. 99

2B )i 2l pd ot bt b i ad bl L ST B R D |l a2 b g b 2 b dd i = sl D_

MMa 3MUHUCTPATOPA HOBEPEHHOMND AoMeHa " dadmin

Mapons SAMWHHCTPATOPA AOBEPEHHOTO AOMEHA " | ssssssssd

¥Yoanute OTmeHa

Puc. 100
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3.14. Cuctema ynpasrneHua 6asamu gaHHbIX

CYB[] peanu3oBaHa Ha ocHoBe cBOOoAHOW 06beKTHO-penayuoHHon CYB/] PostgreSQL u
npegHasHayeHa Ans npegocTasneHnss MHOronornb30BaTeNnbCKoro 4ocTyna K pensyuordHsim BJ.
[aHHble B penduuoHHon B[l xpaHATCA B OTHOWeEHUAX (Tabnuuax), CocToAWMX U3 3anucen
(cTpok) 1 cTon6LoB.

CYB[l PostgreSQL B coctaBe OC QYyHKUMOHUPYET B BUOE CEpBEPHbIX MPOLIECCOB,
KaKablA M3 KOTOpbIX ynpaBnaeTr ogHuMM u3 knactepoB B[l. lNoag knactepom B[l nmoHumaeTcs
noruyeckn n dusnyeckn obocobreHHbIM Habop gannoB, BKMYaKLWUKA KOHUrypaLuoHHbIe
dannbl, pacnonoxeHHble B /etc/postgresql/{Bepcua}/{knactep}, U katanorm c dannamu B[

Knactepa — B /var/lib/postgresql/{Bepcusa}/{knactep}.

3.14.1. YnpaBneHue pyHKUNOHUpoBaHueM u pabota ¢ CYb[]

Ona ynpaBneHna gyHKUMoHupoBaHnem CYB[] PostgreSQL B OC wucnonb3yioTcsa
YTUNUTLI U3 coCcTaBa ceMelicTBa nakeToB postgresql-common:

— pg_createcluster — gna cosgaHua HoBoro obocobneHHoro knactepa B[ (kaxgomy
KnacTepy co3gatoTcs oTAenbHble KaTanoru Ang KoHpUrypaLuuoHHbIX dainos U paiinoB JaHHbIX
W BblAENAETCA NOpT ANA CETEBbIX COeAUHEHUIA, HaunMHasda ¢ 5432);

— pg_dropcluster — ynaneHue cyujecTtsytoulero knactepa b[;

— pg_lscluster — npocmoTp cTaTyca cyllecTByroLWmMX Knactepos b/l;

— pg_cticluster — ynpaBneHue pyHKUNOHUpOBaHUEM 3afaHHOro knacrtepa b/l.

O6LWwunin B Bbi30Ba NMepevncrieHHbiX KOMaH4 CooepXuT ykasaHue sepcuu CYB[ n nms
KnacTepa, YTo MO3BOMAET yCcTaHaBNMBaTh U yNpaBnATh KnacTepamu pasHbix Bepcuit CYB[:

$ sudo pg ctlcluster 9.6 main restart

Ona goctyna Kk CYB[ ucnonb3yTcs WraTHble YyTUNUThl U3 coctaBa CYB/[ PostgreSQL,
HanpuMep UHTEepPaKTUBHbIW KIMUEHT psql.

bonee nogpobHo HacTpoika u ynpaBneHune CYB][l onucaHbl B AOKyMeHTaUuu

PostgreSQL v Ha cTpaHuLax cnpaBoYyHUKa man Ansa nepedynucneHHbIX YTUINT.

3.14.2. HacTtpoiika CYB[l ana pabotbl B JOMeHe

Ona HacTpouku CYB[ PostgreSQL ana pabotbl B OOMEHe BbIMOMHUTL cheayoline
AeiCcTBUA (MMeHa paitnoB U CETEBbIE agpechl yKasaHbl And npuMmepa):

1) cosgaTtb CepBUCHYIO 3anuck Ans cepsuca postgres;

2) BbITPYy3uTb KNt cepBucHom 3anucu anga CYB[] PostgreSQL komaHgom:

$ sudo ndds-ctl createkeytab —--principal postgres ——output
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/etc/postgresgl-common
3) HasHauuTb Bnagenbla v rpynny postgres Ha dhaitn Knoyen:

s sudo chown postgres.postgres /etc/postgresql-

common/postgres.keytab

4) B KoHpurypauuoHHoM cpaiine /etc/postgresql/9.6/main/postgresql.conf yctaHOBUTB:

listen addresses = '*!

krb server keyfile = '/etc/postgresgl-common/postgres.keytab'

5) B KOHurypauuoHHom dpaine /etc/postgresql/9.6/main/pg_hba.conf HacTpouTb
ayTeHTUduKaLuo No MeToay gss:

host all all gss 192.168.10.0/24 gss include realm=0

6) BbINONHUTL Nepe3anyck cepeepa CYB/:

$ sudo systemctl restart postgresgl
[Mocne BbINONHEHUA HACTPOMKU Nonb3oBaTenu AomeHa cMmoryT obpaulatbea K CYB/[. MNMpu

3TOM HeobxoauMMmo, YTobbI ANs HUX cyLlecTBOBana yyeTHas 3anuck B knactepe b[l.
3.15. O6wan nHpopmanus C3U

OyHkun OC no 3awuTte MHpOpMaUUn OT HecaHKUMoHMpoBaHHoro goctyna (HCH)
peanusoBaHbl noacuctemon NESS. [na ynpasneHua C3W agmuHuctpatopy 6esonacHocTu
npenocTaBnAeTca paa cpeacTs ynpasneHua C3U.

3.15.1. Coctas C3U

B coctaB C3M BX0OAAT NOACUCTEMbI:

— mopgynu noacuctembl NESS, uHterpupoBaHHbie B aapo OC;
— MOAynu ayTeHTUUKaLuu,;

— YTUNUTHI ynpasneHus 6e30nacHoCTbIO;

— cpeacTsa NPOTOKONUPOBaHUS;

— cpeacTBa KOHTPOMS LEenocTHOCTH;

— CpeacTBa BOCCTaHOBIEHUS;

— CpefcTBa pasrpaHudeHusa gocTyna K ycTpoicTBam BBOAa-BbiBOAA.

3.15.2. KoHTponupyeMbie qyHKLUN

C3W peanusytoT cneaywowme gyHkumm OC no sawumTte ot HC[:
— naeHTUUKaLUI U ayTEHTUDUKALIUIO;

— AWUCKPEeLMOHHOe pasrpaHuyeHune AocTyna;

— MaHAaTtHoe pa3rpaHn4yeHue goctyna,
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— 3aMKHYTYIO NporpaMMHyo cpeay;

— OYUCTKY NamaTu;

— perucTpayuio cobbITUI;

— HagexHoe BOCCTaHOBIEHUE;

— KOHTpoOnb LenocTHocTu C3U;

— MapKUpOBKY JOKYMEHTOB;

— CconocTaBneHue nosnb3oBaTenen ¢ ycTpocTeamu;

— 3aluTy BBOAA-BbiBOAA UH(POPMALUK Ha OTUYXKOaEMble HOCUTENMN.

Peanusauua yHKUMIA OCHOBaHa Ha cregyroLuxX NofnoXeHUsAX:

— KaXgoMmy nonb3oBaTenkd COOTBETCTBYET wuaeHTUdukatop nonb3osatena (UID).
YHUKanbHbIA YUCNMOBOW KMY K cooTBeTcTBywlwen 3anucu B B[l nonb3osatenen. bl
nonb3oBarenen ynpasnsAeTcAd CUCTEMHbIM aAMWHUCTPATOPOM W COOEPXKUT UHAOPMAaUU O
nonb3oBarensx;

— KaOblih nornb3oBaTenb BXOAUT MO MeHbLUEn Mepe B oAHy rpynny. [pynna — 3to
CMUCOK Mnosib3oBaTenen cuctemMbl, UMerL M cobcTBeHHbIN naeHTudgukarop (GID). OgHomy UID
MOXET COOTBETCTBOBaTL Heckomnbko GID;

— Kaxgomy npoteccy B cucteme coorserctsyeT UID 3anycTuBLLEro ero rnorb3oBaTens.
[MpoLecc, NopoxaeHHbI ApyrMMm npoueccoM, Hacneayet ero UID. lNMocne uaeHTudukauum u
ayTeHTUUKaUUM nonb3oBaTena B CUCTEME MOPOXOAEeTcH MNepBbiii npouecc nonb3oBaTens.
Takum obpasom, Bce npoLecchl nonb3osartensa oyay umets ero UID. lNpu obpalyeHun npouecca
K 3alWuujaeMmbiM oObekTaM [OCTYN OCYLWECTBMAETCA Ha OCHOBAHUM [AUCKPELUOHHBLIX W
MaHAaTHbIX NpaBun pasrpaHuyeHua gocTyna.

MexaHusmbl, ofecneuvBalowWMe BbINOMHEHUWE MpaBUn  pasrpaHudeHus  [ocTyna,
peanusoBaHbl B agpe OC. BcneacTBue 3TOro MeXaHU3Mbl KOPPEKTHO (PYHKLUUOHMPYIOT MNpu
ucnonb3oBaHuUM NMobbix kKoMnoHeHToB OC.

3.15.3. MexaHusmbl peanusauun C3U1

Ona peanusauum pyHkumin C3UM ucnonb3yetca dpermMsBopk Linux Security Modules
(oanee, LSM). LSM aTo BCTpOEHHbIM MexaHu3M agpa Linux npeaHasHayeHHbIn ANnd UHTerpauuu
B A4p0 pasnuyHbix Moaenei 6esonacHoCcTU, paclmpsowmnx 6a3oBy0 QUCKPELMOHHYIO Moaenb
goctyna.

ApxutekTypa LSM TexHU4ecKku 3akmnoyaeTca B ycTaHoBMeHHbIX B aape OC xykax. Xyku
pacnonoxeHbl BO BCeX MecTax, rje MOXeT NoHagobuTbCs NPUHATUE pPeLLeHnit o JocTyne K TeM
MNn WHLIM o0bekTaM, W MNpefocTaBNAwT WHTepdeinc AnsA BHeApeHUA COBCTBEHHbIX
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o6paboTumkoB. KonuyecTBo XyKOB COCTaBMAET nopsAaKka ABYX COTEH, YTO MO3BOMAET co3aasaTb
rmbkue peanusauun C3U.

K aapy OC npumeHeH Habop natyei PaX, KoTopbiili MOAUDULUPYET MexaHU3Mbl paboThl
C NaMATbIO U 3aTpyOHAET UMK AenaeT HEBO3MOXHOW peanu3auuio 3KCNMOUTOB, OCHOBAHHbLIX Ha
owubkax 1O, KoTopble MO3BONAKT MOMYYUTb AOCTYN Ha MNPOM3BONbLHOE YTeHue/3anucb B

anpecHOM MpocTpaHCTBe npolecca.

3.15.4. OnucaHue pasrpaHuM4YeHusa goctyna
Ans onucaHMa MeEXaHM3MOB 3allUTbl UCMONb3YIOTCSH CriegyroLne NOHATUSA:
— cyb6beKThl JOCTymna: Nnonb3oBaTernu;
— 00beKTbl JOCTyNa BKMoYaloT B cebs:
— (haunnsl;
— MEXaHU3Mbl MEXNPOLIECHOro B3auMoaenCcTBUS;
— YCTPOWCTBA;
— COKeTHl;
— CeTeBble MaKeThl;
— TUMbI gocTyna:
— UYTEHMUE;
— 3anuce;

— WUCMONHEHUE.

3.15.5. [IuckpeLMoHHbIA MEXaHU3M AoCTyna

[nsa opraHusaLMu OUCKPELMOHHOro AocTyna ucnonb3yTca 6a3oBble MexaHu3Mbl Linux.
OHu npegcTaBnAoT U3 ceba KoMOuHaLMo MaTpuLbl 4OCTYMNOB U CIUCKOB YrpaBreHns A0CTYroB
(Access Control Lists)

[WCKpeLMOoHHbIA KOHTpPOmNb ocyllecTBnaeTcA Ana Bcex obbektoB @OC. Kaxagomy
MMeHoBaHHOMY o00bekTy npu co3gaHuuM conoctaengetca UID u GID cybGbekta cucTeMmbl,
KOTOpbIi UMEET npaBa pacnopsxarbca obbekToM. PasgenawTca TpyM Buga goctyna: YTeHue
(read, r), 3anucb (write, w), ucnonHeHue (execute, e). CybbekTbl, NpoussogALMe A0CTyn,
OTHOCAT K OQHOMY M3 Tpex KraccoB: Monb3oBaTensa-snagensua, rpynnbl-Bnagensua U Bcex
ocTanbHbiX. O6beKTy conocTaensAerca GutoeBas Macka U3 9 3rMeMeHTOB, Mo TPU AN Kaxaoro
knacca. Ecnu cooTBeTCcTBYOLWMUIA BUT BbICTaBMNeH B 1, TO 3TOT BUA AOCTyna Ans 3T0ro Knacca
paspeLlleH, B MPOTUBHOM criyyae [OCTYn 3arnpeLyeH.

lMpu obpaleHun npouecca K oObekTy cuctema npoBepaeT cooTHoweHue UID u GID
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npouecca ¢ UID u GID obbekTa U BbIHOCUT peLleHne 0 4OCTYyNne Ha OCHOBaHUM TOro, K Kakomy
Knaccy OTHOCUTCSA npouecc.

JduckpeunoHHble npasa gocTtyna K o6bekTy MoryT ObiTb U3MEHEeHbl BnagenbLem 3TOro
obbekTa.

[ononHuTtensbHo K OUTOBOW Macke cyLlecTBYyHT crneyuanbHblie 6uThl: SUID, SGID, Sticky.

SUID — Set User ID 6UT cMeHbl ngeHTMduKaTopa nonb3osartens.

Korga nonbsoBaTenb MMM npouecc 3anyckaeT UCMOMHAEMbI hain C BbiCTABNEHHBIM
dutom SUID, To nopoxaeHHbl npouecc nonyyaetr UID Bnagensbua danna. Takmm obpasom
ocyLUecTBNAETCA BO3MOXHOCTbL 3arnycka daina ¢ npasamu apyroro nofb3osartens.

SGID - Set Group ID 6UT cMeHbl ngeHTUdUKaTopa rpynmnbi.

AHanornyHo SUID.

Sticky — onpepenseTt Bnagenbua oObeKkToB B Karanore.

Sticky-6uT ucnonb3yerca And Katanoros, YToObl 3aWUTUTL B HUX painbl OT yaaneHus.
Ecnu nonb3oBaTtenb He ABMASAETCHA BrnagenbueMm KaTarnora, TO OH MOXET ydanuTb TONMbKo Te
dainbl, BnagenbuUemM KOTOpbIX OH ABNAETCA. [IpUMEpoOM MOXET CNyXUTb Kartanor /tmp, B
KOTOpbIiA 3anucb OTKpbiTa ANA BCEX MoNb3oBaTenei, HO HeXenaTtenbHo yaaneHue YyXux
doainos.

B gononHeHuMn Kk GUTOBOI Macke, Ha OCHOBaHWWU pacLUMPEHHbIX aTpubyToB ainoBbiX
CUCTEM, WUCMOMb3YKTCA CnNUCKM KoHTpona pgoctyna ACL (Access Control List). C wux
Mcnonb3oBaHMeM MOXHO OMNOMHUTENBHO 3aAaBaTh NpaBa JOCTyna CyObeKToB K 0ObeKTY.

ACL cocTouT U3 Habopa 3anucein. MuHUManbHbli ACL BKnoyaeT B ceba Tpu 3anvucu ans
nonb3oBarteng-snagensua, rpynnbl-enagensua M BCeX ocTanbHbIX. [JOMOMHUTENbLHO MOryT
yKasblBaTbCA npasa AocTyna Ans ApYrmx UMeHOoBaHHbIX CyObeKTOoB.

B obuwem cnyyae B ACL moryT npucyTcTBoBaTh 3anucu cnegyowmnx TUMoBs:

— Monb3oBaTenb-Bragenew (TEKCToBOe npeacTaBneHne: user::rwx);

— MMEHOBaHHbI NOMnb30BaTernb (TEKCTOBOE NpeAcTaBrieHne: User:.user_name:rwx);

— rpynna-snagenbLa (TeKCTOBOE NpeAcTaBneHne: group::rwx);

— MMeHOoBaHHag rpyrna (TEKCTOBOE npeacTaBrieHUe: user:group_name:rwx);

— BCe ocTarnbHble (TeKcToBOE npeacTasneHune: other:irwx).

— Macka gocTyna (TeKCTOBOe npeacTasrieHne: mask::rwx).

Macka pocTyna WCMonb3yeTcd AN OorpaHudYeHus npas  [ocTyna WMEHOBaHHbIX
nonb3oBartenen u rpynn. B cnyyae ecnu kakoin-nubo Bua AoCTyna He ykasaH B Macke, TO
poctyn Byaet 3anpelleH gaxe ecnu B ACL ans atoro nonb3osBaTens ykasaHo obpaTHoe.
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Cy6beKT MOXET BbINOMHATL NPOBEPKY daiina Unu Karanora B cneayoLemM nopsake:

— WUCMONb3YHTCA NpaBa BrnagensLa, ecnu cyobekT UM ABMAETCSH,;

— WUCMONb3YHTCA NpaBa, ykasaHHble KOHKPETHO AN 3Toro cyobekTa;

— WUCMONb3YHTCA Npasa Ansd rpynnbl Bragensua;

— MpoBepsaeTcs paspelleHue OelcTBUA XOTA Obl AnNA OOHOW U3 rpynnbl, B KOTOPYH
BXOOMT Monb3oBarterb.

Ecnu nonb3oBaTenb He BXOAUT HU B OAHY rpynmny, onucaHHyo B ACL, TO ucnonb3syTca
npasa ang other.

PelueHune o gocTtyne npMHMMAaETCA Ha OCHOBaHUW nepBow nogowweaiwen 3anucu ACL.

3.15.6. MaHgaTHbI MexaHu3M JocTyna
PeanusauuMa MaHOaTHOrO MexaHuM3M pasrpaHuyeHus [ocTyna $ABMNSAeTCA 4acTbio

dpeimeopka NESS (oSnova Enchanced Security (Sub)System).

3.15.6.1. KoHTekcT 6e3onacHocTu NESS
Jllobomy 00bekTy/cyObekTy aoctyna gppeimsopkom NESS cTaBUTCA B COOTBETCTBUE
KoHTeKCT 6e3onacHocT — NESSCTX, KoTophbii B 00LeM BUAE UMEET creayrLwui dpopmar:
attrlevdec@vallevdec:attrlevtxt@vatxtl:attrcatslist@valcatsdecl,
valcatsdec2,valcatsdec3,valtxt2,valtxt3:attrcatshexf@0xvalhex:
attrtagslist@valtagsdecl,valtagsdec?2,valtagsdec3,valtxtd,valtxth
roe:
1) attrXXx — aTpubyT KoHTeKkcTa 6e3onacHOCT, NOPAAOK 3aAaHUA He BaXeH:
— il — MaHaaTHbIN YpoBEHb LIENOCTHOCTH;
— ic — MaHJaTHble KaTeropum LenocTHOCTU:
— 1 — MaHAaTHbI ypoBeHb KOH(PUAEHLUUaNbHOCTH;
— ¢ — MaHAaTHble KaTeropu KoHpuaeHUnanbHOCTU:
— t — Tern-moguduKaTophbl yrnpasrneHusa 4OCTYNoM;
2) @ — onepauusa, npumMeHsaemas K aTpubyTy KoHTeKcTa 6e3onacHOCTU:
— = — NPUCBOEHMUE;
— + —yBenuueHue Ansd ypoBHel, 00beanHeHue Ana KaTeropuin U Teros;
— — — yYMeHblUeHUe Ansa ypoBHEeKl, UCKMYeHUe AN KaTeropuin U Teros;
3) valXxX — 3HayeHue atpubyTa KoHTeKkcTa 6e3onacHOCTU, MOTyT ObiTb 3a4aHbl:
a) B YACTNEHHOM BUAE:

— vallevdecX — YUCNEHHOe 3HayeHWe MaHOaTHOro YpoBHA LENMOCTHOCTU UMK
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KOHpuaeHyManbHoCcT B JeCATUYHON CUCTEME cYMCTeHusa B ananasone 0-65535;

— valcatsdecX — YUCMEHHOE 3HAYeHUe MaHAaTHbIX KaTeropu B AeCATUYHOW

CUCTEME CYUCNEHUA, YyKasbiBaeTca HoMmep Outa B OWTOBOM Macke KaTeropui,

HaymHasa ¢ 0, MakcumanbHoe 3HauyeHue Homepa buta 232-1;

— Oxvalhex — YUCMEHHOE 3HAYeHUA MaHOaTHbIX KaTeropui B Buae OUTOBOW

Macku B LLecTHagLaTUPUYHON CUCTEME CUUCTIEHUSA, NPUMEP c=0xffff1234;

— valtagsdecX — UUCMEHHOE 3HayeHWe UOeHTUPUKaTopoB TEroB B

OeCATUYHOWN cUcTeMe cuucneHusa B Ananasone 0-2464-1.

6) B TEKCTOBOM BUAE — valtxtX, COOTBETCTBUE YUCITEHHbIX U TEKCTOBLIX 3HAYEHUN
3afaeTca B noaaepese NonuTukK 6esonacHocT NESS: /NESS/attr/arpubyT wonTexcTal,
nogpobHee HUWXe.

[NpuMepbl 3aaaHna KOHTEKCTa 6e3onacHoOCTHU:

=0 31=0 26=0., 2, 3.4, S:ic=0%E:1=0,5,21

c=catl,cat3:1l=secret:t=0MIT, CHCTX

1=1:c=5:t=0MIT:c+xaTeropmdal

il=Beicoxum:ic=0xf:t=0OMIT:ic-rareropmusal, 1l

B cnyyae ecnu kakoi-To U3 aTpubyTOB He yKasaH, ero 3HayeHue GepeTcda U3 MycToro
KOHTeKcTa 6e3onacHOCTU:

i1=0:ic=0x0:1=0:1c=0x0:t=

3.15.6.2. NonuTtuka 6e3onacHocTn NESS

Bo3MmoXHOCTb ynpasrieHMa MnonuTukoM OesonacHOCTUM CcUCTeMbl obecneynBaeTcs
BKNOYEHWEM MoNib3oBaTenien, UMerLX Ha 3To npaso, B rpynny GSP. [NonuTtuka 6e3onacHocTH
xpaHutca B cpainax /INESS/attrs/l, INESS/attrs/il, INESS/attrs/c, INESS/attrs/acms.

Bo3moxHoCTb ynpaBneHuss MeTKamu [ocTyra nonb3oBaTteneil obecneynsBaeTcsa yepes
BKINOUEHUE Mnonb3oBaTenen, UMeLWmnx Ha 3To npaso, B rpynnel GSPU (ana usMmeHeHus) u
GSPUro (tombko Ana uteHus). KOHTEKCTbl Monb3oBaTeneil MakcuManbHO [AOCTYMHbIA W
MUHUManbHbIN XpaHATca B Katanore /NESS/users/<uid>/ctx. B Hem HaxogaTca dannbi:

— nessctxnessctx — coOepXWUT MaKcUMarnbHbIA KOHTEKCT 6e3onacHOCTW, AOCTYMHbIN
nonb3oBaTenio;

— minnessctx.nessctx — cogepXXUT MUHUMAarbHbIA KOHTEKCT 6e3omacHOCTU, AOCTYMHbIN
nonb3oBaTento.

[na npocMmoTpa U WU3MEHeHUA AOCTYMHbIX MOoNib30BaTeNnto KOHTEKCTOB OesonacHOCTU
ucnonb3yercqa yTunura nesssctx-user. [NogpobHee B pykoBoACTBE man nesscix-user.
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3.15.6.3. KoHTekcThl 6e3onacHOCTU 00bLEKTOB

NESS nopaepxuBaeT HasHayeHMe KOHTeKCToB Oe3onacHOCTU cregyloLwux TUMoB
00beKTOoB:

1) dannbl, kKartanorn, uUMeHoBaHHble KaHanbl (FIFO). CoxpaHeHue KOHTEKCTOB
fesonacHoCTM Mocne nepesarpyskM BO3MOXHO TOMbKO Ha alnoBbiX CcCUCTEMAX,
noaaepxusarowmx paboty ¢ paclwimMpeHHbiMu atpubytamm (xattr). HasHayeHue BbIMoOnHAETCA
nocpencTesoMm chcon;

2) COKeTbl corfacHo Tunam:

— |IPv4 (PF_INET), umeloTca orpaHuyeHus;
— AoMmeHHble cokeTbl  UNIX(PF_UNIX), HasHavyaioTca nobble  KOHTEKCThI

GesonacHoOCTU;

— OCTallbHble TUMbl COKETOB: BO3MOXHO Ha3HayeHWe TOMbKO MyCTOro KOHTEKCTa M

KOHTeKCTa t=EQU;

3) o0bekThl SYSV PC;

4) KaHanbl (pipe).

O6GbexTbl, ANA KOTOPbIX HE YyCTAHOBMEHa MeTKa AoCTyna, pacueHuBalTCA Kak 06beKThl ¢
HyneBoW METKOM JoCcTyna.

3.15.6.4. KoHTeKcTbl 6e30nacHOCTU CyObEKTOB

CybbektoM pfocTtyna ssnsgeTrca npouecc, kotopomy OC cTaBUTCA B COOTBETCTBUE
nonb3oBarenb, 0T UMEHU KOTOPOro oH paboTaeT.

Kaxgomy nonb3oBaTento B CUCTEME COOTBETCTBYET AuanasoH (Habop) gonycTUMbIX
KOHTEKCTOB 6e3onacHOCTU, U3 KOTOpbIX Mocrne ayTeHTUduKauuum B cUCTEMe OH Bblibupaer

AENCTBYHOLUIA B TEYEHUU CECCUN.

3.15.6.5. opmarnbHble npasuna

PelleHus o npegocTtaBneHny goctyna cybbekta K 06bekTy NPUHUMAKTCHA Ha OCHOBaHUK
KoHTekcTa 6esonacHocTu cybbekTa, o6bekTa U Tuna goctyna. Ecnu B cucteme Bce 0GbEKTHI U
CcyObeKTbl UMEIOT MyCTble KOHTEKCThl Ge30nacHoOCTU, TO cucTemMa PyHKUMOHUPYET aHanormyHo
ctaHgaptHou OC Linux.

MNpaBuna MNpPUHATUA peLleHnsa onucbiBalTcA cneaywowum obpa3oMm. [1ycTb KOHTEKCT
BGesonacHocTU cybbeKkTa COOEepXUT ypoBeHb LenocTHocTu Sil, Kareropuu LiENocTHocTU Sic,
ypoBeHb KoH(UAeHUuanbHocTM S, KaTteropum Sc, a KOHTeKCT Oe3onacHocTM obObekTa
cootBeTcTBeHHO Oil, Oic, Ol, Oc.
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Torpa:

— onepauyusa 3anucu paspetleHa, ecnu Sil>=0il u Sic>=0ic u SI==0I u Sc==0c;

— onepauuun YTeHUS U BbINONMHEHUS pa3pelleHbl Sa>= 04, SI>=0l.

[Mpu aTom npu Hanuuyuu y cybvekTta unu obvekra Tera:

— CCnR: (Container Clearance not Required). [JocTyn K 3nemMeHTaM KOHTelHepa
ocyulectensaeTca 6e3 yyeta ero KoHpugeHuManbHocTU. [Mpu UCMOMb30BAHUU C KOHTEHEPOM
NO3BOMSAET XPaHUTb B HEM CYLUHOCTU C MaHAaTHbIMU aTpubyTamu, OTIIMYHBLIMU OT MaHOaTHbIX
aTpubyTOB KOHTEWHepa, HO He NPEBOCXOAALLMMU UX, B OTHOLLEHU CYOBEKTOB, He ABNALUXCA
KOHTelHepamun, UTHOpUpPYETCS;

— CICnR: (Container Integrity Clearance not Required). [ocTyn K 3neMeHTam
KOHTelHepa ocyllecTBnsaeTca 6e3 yyeTa ero LenocTHoCcTU. [1pyn UCnonb3oBaHUU B OTHOLLEHUU
KOHTelHepa — No3BOMAET XpaHUTb B HEM OOBLEKTHI C pasNUYHbIMU YPOBHAMU LIENOCTHOCTU, HO
He npeBOCXOAALWUMU YPOBEHb LENOCTHOCTU KOHTEAHEPOB, B OTHOLUEHUMU CYObLEKTOB, He
ABNAOLWUXCA KOHTENHEpaMu, UTHOPUPYETCS;

— EQU: Tlponyctute npoBepky MPL (koHpuaeHUManbLHOCTM W LENOoCTHOCTU) And
obbekTa. Mcnonb3yeTcd ¢ oObekTamu, He [OoMycKallUMU BO3HUKHOBEHUA 3anpeLleHHbIX
MH(OPMALIMOHHBIX MOTOKOB. [pU UCMONb30BAHUU TaKUX OOBLEKTOB CUMTAETCH, YTO MaHAaTHble
aTpubyTbl KOHTEKCTa 6e3onacHoCcTU obbeKTa coBnagarT C MaHAaTHbIMU aTpubyTamMmn KOHTEKCTa
BGesonacHoOCTU cyObeKTa, KOTOpbIA OCYLIECTBNAET AoCTyn, npumepbl: /dev/null, /dev/full;

— OMIT: Tponyctute npoBepky MPL (koHduMAOeHUManbHOCTU U LUENnOoCTHOCTU) And
cybbekta. Mcronb3yeTcs B OTHOLIEHWM MPUBUIErMPOBAHHBLIX [OBEPEHHbIX CYObEKTOB, He
aonyckaowmux BO3HUMKHOBEHUA 3anpelieHHbIX WH(OPMAaLUOHHBLIX MOTOKOB, B OTHOLUEHWUU
06bEKTOB UrHOPUPYETCH;

— OMITC: lponyctute npoBepky MP[ B yacTu KOoHpuAeHUuanbHOCTU AnA cybbekTa.
Ncnonb3yeTca B OTHOLLEHUM NMPUBUIErMPOBaHHbLIX AOBEPEHHbIX CYOBLEKTOB, HE [OmnycKatoLwux
BO3HWKHOBEHUA 3anpelleHHbIX WH(OPMAaLUOHHbLIX MNOTOKOB, B OTHOWEHUM OObLEKTOB
UrHOPUpYETCH;

— OMITI: Tlponyctute npoBepky MPL B 4acTu LenocTHOCTU AnA cybbekTa.
Ncnonb3yeTca B OTHOLLEHUM MPUBUIErMPOBaHHbIX AOBEPEHHbIX CYOLEKTOB, HE [omnycKakLwmx
BO3HWKHOBEHUSA 3anpeLleHHbIX WH(OPMAaLUOHHbLIX MNOTOKOB, B OTHOLWEHUM OOLEKTOB
UrHopupyeTcs;

— CHCTX: Bo3MOXHOCTb CMeHbl KOHTeKcTa obbekTta. [1pyM UCNONb30BaHUU CYyOBLEKTOM
NO3BOMAET €My YnpaBnATb KOHTEKCTOM Oe3onacHOCTM O6bLEKTOB, B OTHOWEHUUM OOLEKTOB
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UrHOpUpyeTcs;

— SETCTX: BO3MOXHOCTb CMEHbI KOHTEKCTa cyObekTa. [1pu ucnonb3oBaHuM CyObLEKTOM
No3BOMSAET €My ynpasnaTb COGCTBEHHLIM KOHTEKCTOM Ge30MmacHOCTU, B OTHOLUEHUU OOBLEKTOB
UrHopupyeTcs;

— ADDEQUSOCK: AsTtomaTuyeckaa yctaHoBka EQU Ha co3gaBaembld COKeT. [lpu
MCMnomnb3oBaHMM CcyObeKToM Mpu Cco3daHuM UM oOObekTa TuMa «COKeT» K KOHTEKCTY
BesonacHocTu nocnegHero byaet gobasneH Ter EQU, B OTHOLEHUM 00bEKTOB UTHOPUpPYETCS;

— SETXATTR_OMITMAC: NMponycTtuthb nposepky MPL, B yacTu nepapxum npu yctaHoBKe
KoHTeKkcTa Oe3onacHocTn obbekta ®C uyepes paclumMpeHHble atpubyTbl. NNpu Ucnonb3oBaHUK
CyObeKTOM, Harnpumep nporpaMMoi pes3epBHOrO KOMUPOBaHWUA, TMO3BOMAET eMmy TMpu
yrpaBreHnn KOHTEKCTOM 6e3onacHOCTM OObEKTOB, HEMNOCPedCTBEHHO U3MEHAA  UX
pacwmpeHHble atpubytel (SECURITY.NESSCTX), wurHopupoBatb MPL B 4acTu Uepapxum.
MNpumeHseTcs TonbKo MPU BOCCTAHOBMEHUM pe3epBHbIX KOMUKW, pacnakoBKW apxuBoB U T.A.,
KoTopble copepxaT paclupeHHble aTtpubyTbl KOHTEKCToB 6esonacHOCTM, U nNpuU  3TOM
HEBO3MOXHO 0b6ecrneynTb KOpPeKTHOCTh 3TOW npoLuenypsbl B 4acTu uepapxuu cornacHo MPL,;

— NTERPRETER: 3anyck OoBepeHHbIX CKPUMTOB 4Yepe3 WHTeprnpeTraTop MOCPEACTBOM
shebang;

— NOSEUID_FIXUP: He moaudguymposatb Tern npu cmeHe EUID, Ter bynet cbpowen
nocne BbidoBa seteuid(). lMpu McnNonb3oBaHUM CYOBLEKTOM NpPU  YCMELWHOM BbINMOMHEHUN
cucTeMHoro Bbi3oBa seteuid() Term cybbekta He OyayT w3MeHeHbl, 38 WCKITHOYEHUEM
yoaneHua tera NOSEUID_FIXUP. lNpu otcytctBUKM y cybbekTta Tera NOSEUID_FIXUP nepen
Bbi3oBOM seteuid() Habop TeroB cybbekta Oyoer cOpolleH. [1IpUMeHAeTcs B OTHOLUEHWUU
CyObEKTOB, KOTOpbIE OCYLLIECTBAAT UMMNEPCOHALUIO. B OTHOLEHUN OOBEKTOB UTHOPUPYETCH;

— NOSEUID_FIXUP_PERMANENT: He moauduuuposatb Teru npu cmeHe EUID, ter HE
oynet copowen nocne BbidoBa seteuid(). AHanormyHo NOSEUID_FIXUP, HO gaHHbIA Ter He

cbpacbiBaeTcs Mnocie ycnewHoro BbioBa seteuid().

3.15.7. CTpykTypa MeTku goctyna
MeTka goctyna UMeeT CcneayloLwuii KaHoOHUYecKu gpopmMar:
il=ni:1l=nl:c=nc0,ncl,nc2:acms=nacml0,nacml, nacm?
rae ni — 4YnucnoBoe 3HauyeHWe ypoBHA LenocTtHocTh (0-255),
nl — yucnoBoe 3Ha4yeHUe MaHgaTHOro YpoBHA KOHpuaeHUnanbHocth (0-255) ,
NCX — 4YWCMoBble 3Ha4YeHUA MaHOaTHbIX KaTteropuit B OEeCATUYHOW CUCTEME CUYUCIEHUS,

yKa3biBaeTca Homep 6uta B OUTOBOW Macke KaTteropuin, makcumanbHoe 3HayeHne HoMmepa 6uTta
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2732-1. Kateropuu TaKkxe MoryT ObiTb 3a4aHbl B Buae 6UToBOI Macku, a UMeHHo c=0xffff1234;
nacmx — YucrioBble 3HauyeHUs UaeHTUUKaTopoB MoAUPUKATOPOB yrpaBreHus OOCTYMNoM.
[nanasoH 3anuckiBalOTCA B AECATUYHOM BUAE.

CooTBeTCcTBYHOLWME pacliMdpPOBKA YUCTIOBLIX 3HAYEeHUN XpaHAaTca B hanax /NESS/attr/l
INESS/attr/il INESS/attr/c INESS/attr/acms.

OTU TeKcToBble 0603HaYEHUA MOTYT UCMONb30BaTLCSA B TEKCTOBOM NpeacTaBneHuu.

BapuaHThl NnpegcTaBneHns KOHTEKCTa:

#1=0:1=1:6=1,2,3,4;5

c=catl,cat3:l=secret

[Mopagok atpubyToB B NpeacTaBneHun He BaxKeH. B cnyyae ecnu kakom-To U3 atpubyToB
He yKasaH, ero 3HayeHue OepeTca U3 KOHTeKcTa Ge3omacHOCTU Mo ymMonyaHui. KOHTeKCT no
YMOMYaHuio:

il=Huzruii: 1=0:c=HeT:acms=HeT

Bo3moxHOCTb ynpaBneHua nonuTtukod OesonacHOCTUM CcUCTeMbl obecrneynBaeTcs
BKNOYEHWEM Morib3oBaTenen, UMerLX Ha 3To npaso, B rpynny GSP. [NonuTtuka 6e3onacHoCcTU
XpaHutca B chanax /INESS/attrs/| INESS/attrs/il / NESS/attrs/c. INESS/attrs/acms.

Bo3moxHoCcTb ynpaBneHuss MeTKamu [OocTyra nonb3oBaTteneit obecneynsBaeTca uepes
BKINIOUEHUE Monb3oBaTenen, UMeLWmnx Ha 3To npaso, B rpynnel GSPU (ana usMeHeHus) u
GSPUro (tonbko Aansa JteHus). KOHTEKCTbl Monb3oBaTeneil MakCuManbHO [AOCTYMHbIA U
MUHUManbHbIN XpaHATcA B Katanore /NESS/users/<uid>/ctx. B Hem HaxogaTca daunnsi:

— gsctx.gsctx — cogepXUT MakcUMmarnbHbli KOHTEKCT 6e30onacHOCTH, AOCTYMHbIN
nonb3oBarento;

— mingsctx.gsctx — coOepXWUT MWHUManbHbIA KOHTEKCT 6e30nmacHOCTU, LOCTYMHbIN
nonb3oBaTento.

[na npocMoTpa ¥ U3MEHeHUA AOCTYMHbIX MONb30BaTeNnto KOHTEKCTOB OGesonacHoCTU

ucnonb3yeTcs yTunuTa gsctx-user. MogpobHee B pykoBoAcTBE man gsctx-user.

3.15.8. CeTeBoe B3auMogencTeme

[nsa ceTeBblX COeOUHEHUI TakkKe HeoOXOAMMO OCYLECTBMNATb MaHAaTHbIA KOHTPOIb
poctyna. C 3ToW Uenbio B CeTeBble MakeThbl nNpoTtokorna IPv4 B COOTBETCTBUMU CO cTaHAapTOM
RFC1108 BHegpAaTCA METKA JOCTYMNa, COOTBETCTBYIOLLNE METKE COKeTa.

B pamkax ctaHpapta RFC1108 metka cHabxaetca knaccom OxAB (Unclassified), npu
3TOM nocnegywwuii GUToBbIA CNUCOK (MocrneaoBaTeibHOCTL GalT, B KOTOPbIX Mnagwui Out
yKa3biBaeT Ha Hanuuue cnegywlwero ©OanWta B MOTOKE) onuuu npegcrtasngetr cobou
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ynaKkoBaHHYK B COOTBETCTBUU CO CTaHOQAPTOM CTPYKTYpY MaHAaTHOro KOHTEKCTa, rge ypoBeHb
3aHUMaeT 8 6uT, a kaTeropumn — 64 6uTta (nopAagoK 6anT — oT MNagLWwunx K ctaplium). NocnegHue
(cTapLune) Hynesble OUTHI B COOTBETCTBUU CO CTAHOAPTOM MOTYT ObiTb OTOPOLLEHBI.

[Mpumep KogupoBaHUA METKWA And npoTtokona IPv4:
IPOPT SEC,5,0xAB,03,12 /* BWTOBHIM CIMCOK: 00000011, 00001100,

KoHTeKCT: ypoBeHB 1, KaTeropum 3) */

Mpu 3TOM MeTKa cokeTa HacnegyeTca OT npouecca. [lpuem CceTeBbiX MaKeToB
OCYLLeCTBMAETCA COMMacHo npaBunaM MaHOaTHOro pasrpaHuyeHus goctyna. MeTka cokeTa
MOXEeT WMETb TWUM, MO3BOMNAKLWMUIA MNpUHUMATL COeOUHEHUS C TNbbIMUM  MaHAATHLIMU
atpubytamu. 310 Heobxoaumo ana obecneyeHus paboThbl paga ceTteBbix cepBucos (Kerberos,
LDAP, DNS) 6e3 BHeCeHUs U3MEHEHUA B UX UCXOAHbLIN TEKCT.

O6beKThl, ANA KOTOPbIX HE YCTaHOBMNEeHa MeTKa A0CTyna, pacLeHnBalTCA KaKk 00beKThl C
HyneBonW MeTKoOW goctyna. Takum obpa3om, ecnu B cucTeMe Bce 00beKTbl U CyObeKkTbl He
UCMonb3yT MaHgaTHble aTpubyThl, OHU (PYHKLUWMOHUPYIOT aHanornyHo ctaHaaptTHon OC Linux.

[Ona obecnevyeHns yHKUUU KOHTpomnsa U dunbTpayuu MHEPOPMaLUOHHbLIX MOTOKOB Ha
base maHaaTtHbix atpubyTtoB Ana moayna sagpa neffilter peanusosaH match-mogyns NESS,
KOTOpbI NO3BOMAET UCMONb30BaTh B NpaBunax iptables maHgaTtHole atpubyThl.

Cnuncok JoCTyrnHbIX onuuii Mogynsa npusefeH B Tabnuue 33.

Tabnuua 33
Oonuwusa OnucaHue

--eq LABEL IP nakeTbl ¢ MaHgaTHbIMU aTpubytamu pasHbiMu LABEL

--parent LABEL IP nakeTbl ¢ MaHgaTHLIMKW aTpubyTamu BrNoYarwmmmn B cebsa LABEL

--child LABEL IP nakeTbl ¢ MaHgaTHbIMU aTpubytamu Bxoaawmmu B LABEL

--leq LEVEL IP nakeTbl ¢ MaHgaTHLIM ypoBHEM paBbiM LEVEL

-lIt LEVEL IP nakeTbl C MaHgaTHbIM YpOBHEM MeHblue LEVEL

--lle LEVEL IP nakeTbl ¢ MaHAaTHLIM YPOBHEM MeHblUe U pasHbiM LEVEL

--Igt LEVEL IP nakeTbl C MaHgaTHbIM ypoBHeM Bonblue LEVEL

--lge LEVEL IP nakeTbl ¢ MaHgaTHLIM ypoBHEM Gornblue unv pasHbiM LEVEL

--ceq CATEGORY IP nakeTbl C MaHgaTHbIMU KaTeropuaMmu cosnagaowiumm ¢ CATEGORY

--csup CATEGORY IP nakeTbl C MaHgaTHbIMU KaTEropusaMn BKNoYarLwmnmm B cedsa
CATEGORY

--csub CATEGORY IP nakeTbl ¢ MaHgaTHbIMU KaTEropuaMn BXOAALMMU B MHOXKECTBO
CATEGORY

bes onuun IP nakeTbl C HEHyNeBbIMXU MaHAaTHbLIMKU aTpubyTamu

Hanpumep, paspelunTb NakeTbl C HEHYNEBbLIMA MaHAaTHbIMKU aTpubyTamu:
$ iptables -A INPUT -p tcp -m NESS —-j ACCEPT
BanpeTUT: HNaKeTH C MaHIOaTHEIM YpPOBHAM OoJseme 1:

$ iptables -A INPUT -p tcp -m NESS —--1lgt 1 -j REJECT
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3.15.9. OrpaHuyeHue goctyna K cTpaHuLam namaTtu

B coctas OC BXoguT A4p0, K KOTOPOMY MpUMEHEH Habop uU3MeHeHun PaX, KoTopblid
ABNAETCA CPEACTBOM OrpaHW4YeHus npas AOCTyna K cTpaHuuam namsatu U npegorspallaeT
BbIMOMHEHWE MNPOWU3BOMLHOMO Koda MOCPEeACTBOM KOHTpONA JdocTyna (YTeHue, 3anuchb,
MCMNOMHEeHWe U UX KOMBUHaLMKU) K CerMeHTam namsaTu B agpecHOM MpocTpaHCTBE npoLecca Ha
OCHOBE UCMOMb30BaHWUA annapaTHoOW peanu3auuu B npoleccope HeucnonHaemoro tuta. Npu
3TOM KOMBUHaLUMA TMNOB A0CTYNa, 3arnucb U UCMONMHEHUe 3anpelleHa. [1na cerMeHToB AaHHbIX
HEBO3MOXXEH JOCTYN Ha UCMOMHEeHUe, a And CEerMeHTOB Kogja HEBO3MOXEH [OCTYM Ha 3anuchb.
Takum obpasom, Habop usmeHeHuin PaX ana agpa OC obecneunBaeT 3alUTy UCNOSTHAEMOro
Koga B a[pecHOM MpocTpaHCcTBe Mpouecca, NpegocTaBNAs HauMeHblUMe MpuBUNerun
npoueccam npu A4OCTyne K CerMeHTam namaTu B CoOBCTBEHHOM afpecHOM npocTpaHcTee. Habop
uaMmeHeHuit PaX gna agpa OC obecneunBaert:

— 3anpeT co3gaHus CerMeHTOB MaMATU, JOCTYMNHbIX OOHOBPEMEHHO AN UCMOMNHEHMS U

3aruncu;

3arpert nepeMmelleHnA cerMeHdTa Koaa,

3anpet co3gaHuAa UCnonHAeMOoro cTeka,

paHOoMU3aLuio agpecHOro NpocTpaHcTBa npolecca;

3anpet co3gaHua ucnonHaembix obnacter namAt™m B CIO u 1O nporpaMmHoN
nnatgopmbl.

Habop usMmeHeHun PaX yctaHaBnueBaeT ANA CETMEHTOB [aHHbIX MPoLeccoB aTpubyThl,
obecneuynBalollne HEBO3MOXHOCTb MX WCMOMHEHUA, a OnA CerMeHToB Koda mnporpaMmm —
atpubyTbl, obecneymBaloLlne HEBO3MOXHOCTb 3arncu B HUX. [1pu 3TOM NPUMEHSAETCH MEXaHU3M
PAGEEXEC, kotopblid UCMonb3yeT aMyndauuMio unu annapaTtHyi peanusauuio NX-6uta. [Npu
Hanuyuu annapatHou peanu3auum NX-buta, mexaHusm PAGEEXEC ucnonb3yetr ee BMeCTO
amynauun, obecneymsan OTCYTCTBUE CHWKEHUA NpousBoauTenbHocTU. Habop nameHenun Pax
rapaHTUpyeT, YTo agpeca C MpousBoOfbHbLIM JOCTYNOM He OyayT OQHOBPEMEHHO AOCTYMHbl Ha
3annucb W BbINOMHEHWe. [apaHTUA peanusyeTca WCMoNb3oBaHMEM B yHKUUMM mprotect()
BesonacHoro mexaHu3ma sawutsl namatu MPROTECT.

Kpome Toro, Habop wu3MeHeHun PaX obecneunBaeTr chnydvaiHbld xapaktep
(paHooMu3aLN0) CMELLEHUA CEerMeHTOB Koda W [aHHbiX (B TOM YUCIEe CTeKa U Kyyu) npwu
MCMOrb30BaHMN CUCTEMHOIO Bbi30Ba OTOOpaXeHusa B namATb nmap().

Appo OC uMeeT apxuTekTypy, obecrneunBatoLLyd HEBO3MOXHOCTb €ro rnepemeLeHuns B

dmsnyeckoM agpecHOM rMpocTpaHcTBe. HeBO3MOXHOCTb MEPEMELLEHUA cerMeHTa Kogja B
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afpecHOM MpocTpaHCTBe Mnpouecca obecneunsBaeTcd npu uUcnonb3oBaHuu PaX ycTaHOBKOW
COOTBETCTBYIOLUX aTpMByTOB AOCTYNa Ha CErMeHT Koaa.

Mpun ucnonb3oBaHuu MO € OTKPbITLIMU UCXOAHLIMU TEKCTAMWU B KayecTBE OCHOBbI Mpwu
paspabotke MO, obrnagatollero 3agaHHbIMU (PYHKUMOHANbHLIMU BO3MOXHOCTAMU, BO3MOXHO
BO3HWKHOBEHME cuTyauuid, npu Kotopbix aapo OC (Habop u3ameHeHun PaX) octaHaBnuBaeT
ucnonHeHve ELF-cbaiina us-3a HapyweHua npasun PaX and goctyna K cTpaHuuam namsTtu B
afipecHOM npocTpaHcTBe npotecca. [Ins 3anyckaeMoro ucrnonHsemoro moayna gopmata ELF
MoryT 6biTb YCTaHOBMNEHBI creuuansHbie aTpubyThl PaX, paspeluarollne npoueccy BbIMOMHATb
onpegerneHHble OeWCTBUA, 3anpelleHHble Mo yMmonyaHuo. [na 3Toro MUCronb3yerca yTunuTa
KomMaHaHou cTpoku paxctl, koTopaa obecneunBaeT oTobpakeHne U YCTaHOBKY Takux atpubyTos.

CuHTakcuc:

$ paxctl <onumm><damner>
3.16. OuyucTKa namaTn

Agpo OC rapaHTUpyeT, YTO OObIYHbIN HENpUBUNMETMPOBaHHbLIA MPOLECC He MNOoMy4uT
[aHHble YYXXOro npouecca, ecnu 310 ABHO He paspelleHo [MPO. 3To o3Havaer, 4YTto cpeacTsa
IPC koHTponupyoTca ¢ nomoubio MNP, u npouecc He MOXKET MOMy4YUTb HEOYULLEHHYIO NaMATb
(kaKk onepaTUBHYIO, TaK U AUCKOBYIO).

3.16.1. MexaHu3m ounctku Ol

BbicokoypoBHeBble OubnuoTeyHble yHkUMM malloc u free, a TaKke QYHKUUN,
peanusyollne BCTpOEHHbIE onepaTopbl A3blka cpp — new U delete, onupatoTca B cBoel pabote
Ha cucTeMHbld Bbi3oB brk(). Cytb B TOM, 4YTO B afdpecHOM TMpOCTpaHCTBE npouecca
HenocpeacTBEeHHO 3a CEerMeHTOM Koda (3a KoAoM nporpaMmbl) HaxoguTCA MPOCTPaHCTBO,
3apes3epBuUpoBaHHOE ANA npouecca, ¢ KoTopbiM 1 paboTtaoT malloc/free.

CucteMHblin cepBuc sys_brk (mm/mmap.c) HECNTOXHbIA U, B KOHEYHOM CYETE, Bbi3blBaET
do_mmap() (mm/mmap.c) c napameTpamu:

do mmap (NULL, oldbrk, newbrk - oldbrk, PROT READ | PROT WRITE |
PROT EXEC, MAP FIXED| MAP PRIVATE, 0);

MAP PRIVATE
oTobpakeHue npusBaTHO AnA 3toro npouecca, a MAP_FIXED osHavaet, uto oToOpaeHue
NpUBA3aHO K KOHKPETHOMY BUPTYanbHOMY agpecy npoiecca.

do_mmap cosgaet VMA u 3anonHdaeT ero. [1oGaBnAeT ero B CNUCOK (U, ecnu
Heobxoaumo, fepeBo) CTPYKTYp vm_area_struct Tekyulero npouecca.
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3710 cTaHgapTHoe nosefdeHue OC, T. e. NaMATb pPe3epBUPYETCH, HO peanbHO CTpaHulbl
OyayTt BbiAenAaTbca B oOpaboTumke WCKIoYeHWd. lMpu nepBoM Xe [JocTyne K CcTpaHuue
BblAENEeHHON (3ape3epBUpOBaHHON) NaMATM TMPOUCXOOAUT UCKMYeHUe, U obpaboTuuk
UCKIIOYEHUA BblAENAET HE0OX0AUMYHO CTPaHuULLY.

Llenoyka paspelleHuns nepsoro 4ocTymna K 3ape3epBMpoBaHHON NaMAaTK:

— > handle_mm_fault (mm/memory.c);

— > handle_pte_fault (mm/memory.c);

— >do_no_page (mm/memory.c);

— >do_anonymous_page() (mm/memory.c);

— > clear_page()-> memset.

BbigeneHue namATM  OCyWeECTBNAETCA Npu  Bbi3oBe  dyHkuuu  vmalloc_user,
peanusoBaHHOW B dpaine ucxodHblx TekctoB mm/vmalloc.c agpa OC. B gaHHOM dyHKUUK
peanu3oBaHO OOHyNeHWe BbLIAENAEMOro MoMb30BaTEND CEerMeHTa naMATM C  Uenbio
npegoTBpalleHna yTeukn AaHHbIX. TakuMm obpasom, yOoOBMETBOPSAETCA elle ogHo TpebosaHue
M30NMUpPOBaAHHOCTU aApeCcHbIX NPOCTPaAHCTB: NPOLECC HE MOXET NOMy4YMTb B CBOE pacnopsxeHue
«HEOUYULLEHHYIO» NAMATb.

3.16.2. MexaHU3M OYUCTKW BHELLUHEN NaMATH

B OC peanusoBaH MexaHU3M, KOTOpPbIM o4yuLlaeT Heucnonbdyemole 6nokn OC
HenocpeacTBeHHO Mpu UX ocBoboxaeHuun. Pabota gaHHOro MexaHu3aMa CHUXAeT CKOPOCTb
BbIMOMHEHUA onepauuin yoaneHus W yceuyeHUMAa pasmepa daina. [JaHHble noObix
yoanaembix/ypesaembix paiinoB B npedenax 3ajaHHon OC npeaBapuTernibHO OYULLAKTCA
npegonpegeneHHon Unu ncesgocrnyyaHon Mackupyrollein nocrnegoBarenbHOCTb. MexaHusm
AIBNAETCA HacTpauBaeMbiM U no3sonseT obecneuntb paboty ®C OC (Ext2/Ext3/Ext4) B ogHOM
13 crneayLwmnx pexmmos:

1) ouucTKka  OCYL|eCTBMAETCH MOCPeAcTBOM  nepesanucu  Kaxgoro  Gaiita B
ocsoboxgaemoit obnacTv NOCpeacTBOM YEThIPEX CUrHATYpP BUAA:

11111111, 01010101, 10101010, 00000000

Mcnonb3oBaHUe pexumMa BKKOYAETCA napaMmeTpoM secdel B KOHUrypauuoHHoM doaine
letc/fstab ona paspena ®C, Ha koTopoM TpeOyeTca ouuwiatb OnNokn namaTm npu Ux
ocBoboxaeHun (Hanpumep, /dev/sdal). B cnucok napaMeTpoB MOHTUpOBaHuA AobaBnsercs
napameTp secdel.

Mpumep:

/dev/sdal /home ext4 acl,defaults,secdel 0 2
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2) ouucTKka  OCyL|ecTBMAETCHA OCpeAcTBOM  nepesanucu  Kaxgoro  Gaitta B
ocsoboxgaemoit 0bnacTv NOCpPeacTBOM YEThIPEX CUrHATYpP BUAA:

11111111, 01010101, 10101010, 00000000

KonuuecTBo nepesanuceil onpegengerca agMUHUCTpaTopoM. Mcnonb3oBaHue pexuma
BKNIOYaeTCA yCTaHOBKOW 3HauyeHWa napameTpa secdel B KoHdurypaumMoHHoMm dpaune /etc/fstab
Ana pasgena ®C, Ha KoTopom TpelyeTcda ouuwartb OMokM namatTu npu uUx ocBoboXaeHuu
(Hanpumep, /dev/sdail). lNpu ycTaHoBKe 4ucna nepesanuceil Bonblue YeTbipex CurHatypbl
MCMOMb3yTCA MOBTOPHO. Harnpumep, nNpu YycTaHOBKE 4ucna nepesanucei, pasHOMY 6,
nocrnenoBaTenbHOCTbL CUTHaTYP, UCMOMNb3yeMbIX ANS nepesanucu, UMeeT BUa:

11111111, 01010101, 10101010, 00000000, 11111111, 01010101

B cnucok napameTpoB MOHTUpoBaHUA AobaBnaeTca napaMeTp secdel=6.

Mpumep:

/dev/sdal /home ext4 acl,defaults,secdel=6 0 2

3) ouucTKka  OCyL|eCcTBMAETCA MOCpPeAcTBOM  nepesanucu  Kaxgoro Gaitta B
ocsoboxgaemoi obnacT nocpeacTBOM YEThIpex NcesaocnyvanHbixX curHatyp. Mcnonb3oBaHue
pexuma BKno4YaeTca napameTtpom secdelrnd B KoHcurypauuoHHom dpaiine /etc/fstab ans
pasgena ®C, Ha KoTOpoM TpebyercA ouuuwatb OnMOKM naMAaTM MNpuU UX OCBODOXAEHUU
(Hanpumep, /dev/sdal1). B cnucok napameTpoB MOHTUpOBaHUA [JobaBnAeTca napameTp
secdelrnd.

Mpumep:

/dev/sdal /home ext4 acl,defaults,secdelrnd 0 2

4) oudCTKa  OCyLUecTBNAETCA  MNOCPeacTBOM  nepesanucu  Kaxgoro Gainta B
ocBoboxgaemoil obrnacTu nocpeacTBOM  MceBAOCNyYalHbiX  curHatyp.  KomuyecTBo
nepesanucein onpegenseTca aAMUHUCTpaTopoM. Mcnonb3oBaHWE pexuma BKNOYaeTcs
yCTaHOBKOW 3HayeHWa napameTpa secdelrnd B KoHdurypauuoHHoMm daine /etc/fstab ansa
pasgpena ®C, Ha KoTopoM TpebyeTcA ouuuwatb OnokM namatM nNpu UX OCBODOXAEHUU
(Hanpumep, /dev/sda1). Hanpumep, Npu ycTaHOBKE Yucna nepesanucei, paBHOMY 6, B CMUCOK
napamMeTpoB MOHTUpOBaHUA fobaBnaeTca napameTp secdelrnd=6.

Mpumep:

/dev/sdal /home extd4 acl,defaults,secdelrnd=6 0 2

5) ouuctka  OCyL|ecTBMAETCA MOCPeAcTBOM  nepesanucu  Kaxgoro  Gaitta B
ocBoboxagaemoir obnacTu nocpeACcTBOM  3ajaHHoOW — agMuHUcTpatopoM.  KonuuecTso
nepesanucein onpegensieTcad aaMuHUCTpatopoM. Mcronb3oBaHWEe pexuma BKMo4yaeTcq
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yCTaHOBKOW 3HauyeHUA napameTtpa secdel B KoHpurypauyuoHHoM cpaiine /etc/fstab ana pasgena
®C, Ha KoTOpoM Tpebyerca ouuwiaTtb ONOKM MamATU NpU X OCBODOXAEHUU (Hanpumep,
/dev/sda1). Hanpumep, npu ycTaHOBKE Yucna nepesanuceit, pasHoMmy 5, B CMUCOK NapameTpoB
MOHTUpOBaHuA pAobasndetca napameTp secdel=5. Macka onpegenseTcd mnapaMeTpoMm
secdelmask.

Mpumep:

/dev/sdal /home ext4 acl,defaults,secdel=5, secdelmask=0xABCDEF55

[na BKMIOYEHUA OYUCTKM aKTMBHBIX pasfdenoB CTpaHWYHoro obmeHa yCTaHOBUTL B
KoHurypavumoHHom dpaiine /etc/security/swapshred.conf ona napametpa ENABLE 3HaueHue Y.

Mpumep:

ENABLE=Y

[na 3agaHuAa cnucka pasgenoB CTpaHW4yHoro obMeHa, ANA KOTOpbIX He BbIMOSHAETCH
ouyucTKa, MOXeT BbITb ucnonb3osaH napameTp IGNORE, 3Ha4yeHMe KOTOpOoro ABNAETCA CMUCKOM
nepevncneHHblx Yepes npoben urHopupyemblix pasgenos cTpaHU4YHoro obmeHa.

Mpumep:

IGNORE="/dev/sdzl10 /dev/sdzll"

3.17. 3aBepLueHue paboTbl U Nnepesarpyska

MNpouecc coxpaHeHUs OaHHbIX W NOArOTOBKM K BbIKMIOYEHUIO 0OOpydOBaHUA ABNSAETCA
Ba)XHbIM, MOCKOMbKY obecneunBaeT KOppeKTHOE 3aBeplieHne paboTbl CUCTEMBI, NO3BOMNAKOLLEe
nsbexaTb notepb Hopmauum n cboes OC.

[ns 3aBeplueHUs paboTbl CUCTEMbI MOTYT BbiTb UCMOMb30BaHblI KOMaHAbI:

— shutdown— YHUBEpcasnbHasg KoMaHOa OCTaHOBKW, BbIKIIOYEHUA W Mepesarpysku
CUCTEMBI;

— init— W3MeHeHue ypoBHA ucrnonHeHus OC (ypoBeHb 0 — ocTaHOB, ypoBeHb 6 —
nepesarpyska);

— halt— KOMaH4bl OCTAHOBKU CUCTEMBI;

— powerof f— KOMaH4a BbIKIMOYEHUA CUCTEMBI;

— reboot— KOMaHAa nepesarpy3sku CUCTEMbI.

MNpn PU3NUYECKOM BbIKITHOYEHUU CUCTEMBI C MOMOLLbIO LUTATHLIX OPraHoB ynpasneHus (He
peskumM npepbiBaHUEM NUTaHUA) CUCTEMa aBTOMAaTUYECKN BbIMONHAET Npoueaypy ocTaHoBa.

BHUMAHUE! BHE3AMNHOE OTKMOYEHUE TMUTAHUA MOXET T[MPUBECTU K



184
@JIMP.90001-01 34 01
MOTEPE [OAHHbLIX WNW MOBPEXOEHUKO CUCTEMHbLIX ®AUNOB. HACTOATENLHO
PEKOMEHOYETCA BbIKITIOYATb CUCTEMY C MNMOMOLWBKD CPEACTB OC U WTATHbIX
OPTAHOB YTIIPABIIEHWA. BO U3BEXAHWE BHE3AIMHOIO OTKIMIOYMEHWME BHELWHEIO
MATAHUA UCMNONb30BATb BECMEPEBONHBIE MICTOYHUKU MUTAHUA (UBIM).

B omaenbHbiX cnyyasx, korga TpebyeTcs MNpPUMEHWTb U3MeHeHuss B dpaiinax
KOHcpUrypauum, KoTopble WUCMONb3yeTcsl TOMbKO MpW HayanbHOW 3arpyske, UnuM OBHOBMEHMS
3aHATLIX CUCTEMHbIX (haiinoB TpebyeTcsa nepesarpyska CUCTEMBI.

MpumeyaHue. Mepesarpy3ka MOXeT ObiTb BbIMOMHEHA B Clyyae 3aBUCaHUS CUCTEMB,

Koraa HEBO3MOXHO BOCCTaHOBUTbL ee paboTocnocobHOCTbL UHBIM cnocoGomMm.
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MEPEYEHb COKPALLEHWN

AC - aBTOMaTu3upoBaHHad cucTema

BO - 6asa gaHHbIX

OHK - [e30KcupuboHyKnenHoBsas Kucnora
KO - JKeCTKMI OWNCK

MBI - UCTOYHUK BecnepeboiHoro nuUTaHus
JIKM - IneBasd KHOMKa «MbiLn»

MPJ - MaHAaTHoe pasrpaHudeHue gocrtyna
MCBC - MobunbHasa cuctema BoopyxkeHHbIX Cun
HOB - Hegeknapupyemble BO3MOXHOCTU
HCO - HecaHKLMOHMpOBaHHbIN AOCTYyN

OH - obuee HasHa4yeHue

orl - onepaTtuMBHasa NamATb

oC - OonepauuoHHasa cuctema

rneg - MNpaBuna pasrpaHu4yeHusa gocrtyna

MK - MepcoHanbHbIA KOMMbOTEP

rno - nporpammHoe obecnevyeHune

[ - MnporpamMmHoe cpeacTBo

NnaBMm - MepcoHanbHag 3neKkTpoHHasa BblUMCNUTENbHAA MalluHa
PO - PYKOBOAALLWUIA OOKYMEHT

C3U - cpencTsa 3aWuThl MHOpMaLun
Ccyba - cucTema ynpasneHus 6asamu gaHHbIX
oC - (pannosas cuctema

®CT3K - OepepanbHada cnyxba no TeEXHUYECKOMY U 3KCMOPTHOMY KOHTPOSO
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Jlucm pecaucmpaiyuu U3MEHeHUU

Homepa nucmos (cmpaHuu)

|Aam
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HEHHbIX
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HEHHbIX

HO8bIX

aHHynu-
pO8aHHbIX

Bceao
nucmos
(cmpaHuu)
6 GOKyM.

Ne
doKymMeHma

Bxooawud
Ne conposo-
dumernbHoz0
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dama
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